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TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin c6 thé duoc
phép ding nguyén ban hodc trich dung cho cac muc dich vé dao tao va tham khao.
Moi muc dich khac mang tinh I¢ch lac hoac st dung véi1 muc dich kinh doanh

thiéu lanh manh s bi nghiém cam.



LOI NOI DAU

Nhu ching ta di biét khoa hoc may tinh ngdy nay vo cing phét trién, do
yéu cau cong viéc mudn trao d6i thong tin véi nhau thi ngudi ta can dén mang
may tinh. Mang may tinh gitup rit ngan khoang cach vé dia 1y du ban & noi dau.
Diéu d6 da kéo theo sy phat trién khong nglmg cua cac mang may tinh nhu:
mang lan, mang wan, mang internet. Dé dap tng yéu cau trén trong gido trinh hé
diéu hanh Window server ndy s& giup cac ban hiéu rd hon vé co ché van hanh,
quan tri mang may tinh ciing nhu cac phuong thire thiét 14p chinh sach v6i nhu
cau trao d6i thong tin nham bao mat thong tin d6 ngay cang tot hon. Window
server 1a moét su lya chon dung dén nhat.

Windows Server 13 hé diéu hanh danh cho may chi, duoc thiét ké dé dap
g nhu cau cta cac doanh nghiép va to chirc. Mot trong nhitng diém manh cta
Windows Server 1a kha nang hd trg phan cimg manh mé..

V6i nhiing cai tién da dang da gitp nguoi quan tri tiét kiém thoi gian, chi
phi va tan dung triét dé cau tric ha tang. Voi nhimg tinh ning tién tién
nhu Network Access Protectionva Read-Only Domain Controller da tang cuong
tinh bao mat va an toan dit liéu. Ngoai ra, Windows Server cling cung cip cac
cong cu méi manh mé nhu IIS, Windows Server Manager va Windows
PowerShell giup don gian hoa céng tac quan tri va cdu hinh hé théng. Ddng
thoi, Windows Server con tich hop thém coéng cu Web gin trong va cong nghé ao
hoa nang cao tinh tin cdy va linh dong cho hé thong.

No6i tom lai, Windows Server la mot cudc cac mang mdi vé dong san
pham Server ctia Microsoft, giup cho nhitng nguoi quan tri dé dang va chil dong
hon trong viéc quan 1y, cdu hinh cac dich vu ciing nhu 14 quan tri mdi truong

mang.

Binh Thugn, ngay thang nam 202

Tham gia bién soan
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CHUONG TRINH MO DUN

Tén md dun: Hé diéu hanh windows server
Ma mo dun: MD16
Thoi gian thue hién md dun: 60 gio (Ly thuyét: 15 gio; Thyuc hanh: 42 gio; Kiém
tra: 3 gio).
I. Vi tri, tinh chét ciia mé dun:
Vi tri: Hé diéu hanh Windows Server 13 mé dun thudc chuyén mon cua chuong
trinh ddo tao nghé Cong nghé thong tin (tng dung phan mém).
Tinh chat: La mé dun chuyén nganh dao tao bét budc.
I1. Muc tiéu mo dun:
— Kién thirc:
+ Biét cai dit h¢ diéu hanh Windows Server;
+ Biét quein tri trén hé diéu hanh Windows Server;
+ Co cach nhin tong quat vé cach quan tri h¢ théng may tinh;
— Ky nang:
+ Nang cap duoc may chu lén domain;
+ Quan tri tai nguyén mang;
+ Cau hinh dupc DHCP va DNS;
+ Phan quyén cho cac nguoi dung trén hg thong mang;
— Nang luc tu chu va trach nhiém:
+ Van dung Kién thtc va Ky ndng ctia mon hé diéu hanh Windows Server
trong cac cong vi¢c phuc vu o1 ich cua xa hoi.
+ Lam vi¢c khoa hoc dam bdo an toan cho ngudi va phuong tién hoc tap.
I11. N§i dung mo dun:
1. Chwong trinh khung
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IV. Diéu kién thwe hién mé dun

10

11

12

1. Phong hoc chuyén mon hoéa/nha xudéng: Phong may

2. Trang thiét bi may méc: Mdy tinh, may chiéu, phong méy thyc hanh ndi mang
Internet ¢6 cau hinh di manh tuong thich véi hé diéu hanh Windows Server,....

3. Hoc liéu, dung cu, nguyén vat li¢u: pé cuong, gido trinh, tai liéu, bai giang vé
hé diéu hanh Windows Server, hé thong cac bai tap, phim Demo.
V. Néi dung va phwong phap danh gia

1. Noi dung
— Kién thirc:

Nhitng Kién thtc, thao tac v6i hé diéu hanh Windows Server

J’_

J’_

Trinh bay dugc cach cai dat va sir dung cac dich vy mang va cac ung dung
Server

Cac phuong phap va k§ ning quan tri tai nguyén mang bang Windows

J’_

SCrver

J’_

Cai dat va stir dung cac dich vu mang cua h¢ diéu hanh Windows server

+

Xay dyng cac ung dung trén hé diéu hanh Windows server

— Ky nang:



Cai dat Hé diéu hanh Windows Server

Cac thao tac co ban vo1 Domian Controller

J’_

J’_

J’_

Céc thao tac doi voi tai khoan nguoi dung va tai khoan nhom

J’_

Cach ciu hinh cac thong sé bao mat may tinh cho mat khau, khoéa tai khoan
va chung thyc Kerberos trong vung
+ Thiét 1ap han ngach dia mac dinh va cho ting ca nhan
- Nang luc tu cha va trach nhi¢m
+ Nghiém tuc, ti mi trong hoc 1y thuyét va lam bai tap. Rén tinh can than,
khoa hoc trong thuc hanh
2. Phuong phap
— Kiém tra thyc hanh trén may voi cac ndi dung da hoc véi cac bai tap thuc tién.
VI. Huéng dén thwe hién mé dun
1. Pham vi ap dung mo dun
Chuong trinh mé dun duoc sir dung dé giang day cho nghé Cong nghé thong tin
(Ung dung phan mém).
2. Huéng dan vé phuong phap giang day mé dun
Hinh thtrc giang day chinh cia mé dun: Ly thuyét trén phong thuc hanh két hop
v61 thue hanh va thao luan nhom.
Gido vién trude khi giang day can phai can cr vao ndi dung ctia timg bai hoc
chuan bj day du cac diéu kién thuc hién bai hoc dé dam bao chat luong giang day.
3. Nhitng trong tdm can chd y
Active Directory;
Quan 1y nguoi dung va quan 1y nhom;
Quan 1y dia va dir liéu;
Céc dich vu mang.
4. Tai liéu tham khao
Tiéu Bong Nhon, gido trinh dich vu mang Windows 2003, Nxb Dai hoc Quéc
gia TP H6 Chi Minh, Nam 2006;
Tran Van Thanh, Gido trinh Trién khai hé théng mang, Nxb Pai hoc Quéc gia
TP Ho Chi Minh, Nam 2006.
Gido trinh quan tri hé thong mang Windows Server 2012, Hé théng dao tao
CNTT Quéc té Bach Khoa Aptech.



CHUONG 1. TONG QUAN VE HE PIEU HANH WINDOWS SERVER 2008

1.1 Gidi thi¢u va cai dat windows server 2008
1.1.1 Tong quan vé hé diéu hanh Windows Server 2008

- Microsoft Windows Server 2008 1a thé hé ké tiép cua hé
diéu hanh Windows Server, c6 thé gitp cac chuyén gia cong
nghé thong tin c6 thé kiém soat tdi da co so ha tang cta ho va
cung cAp kha ning quan 1y va hiéu luc chua timg co, 1 san pham
hon han trong vi¢c dam bao do an toan, kha nang tin cay va moi
truong mdy chi vimg chic hon cac phién ban trudc day.
Windows Server 2008 cung cap nhiing gia tri méi cho cac to
chtrc bang viéc bao dam tat ca ngudi ding déu co thé co duogc
nhitng thanh phf?m bod sung tu cac dich vu tor mang. Windows
Server 2008 ciing cung cdp nhiéu tinh ning vuot troi bén trong
hé diéu hanh va kha ning chuan doan, cho phép cac quén tri vién
ting dugc thoi gian hd trg cho cong viée ctia doanh nghiép.

- Windows Server 2008 xay dung trén sy thanh cong va suc
manh ctia hé diéu hanh da ¢ trude d6 13 Windows Server 2003
va nhiing cach tin c6 trong ban Service Pack 1 va Windows
Server 2003 R2. Mac du vay Windows Server 2008 hoan toan
hon hdn cic hé diéu hanh tién nhiém. Windows Server 2008
duoc thiét ké dé cung cap cho cac t6 chirc ¢6 dugc nén tang san
xuét tot nhat cho ung dung, mang va cac dich vu web tir nhom
lam viéc dén nhiing trung tam dir liéu voi tinh ning dong, tinh
ning méi co gia tri va nhitng cai thién manh mé cho hé diéu
hanh co ban.

1.1.2 Cdc cong cu qudn tri trén Windows server 2008

Server Manager 1a mot giao dién diéu khién duoc thiét ké dé t6 chic va
quan Iy mot server chay hé diéu hanh Windows Server 2008. Ngudi quan tri
c6 thé sir dung Server Manager v&i nhitng nhiéu muc dich khac nhau.

- Quan ly dong nhat trén mot server
Hién thi trang thai hién tai cua server

- Nhan ra cac van dé gap phai doi véi cac role da doc cai
dat mdt cach dé dang hon

Quan 1y cac role trén server, bao gom viéc thém va xda role



Thém va x06a bo céc tinh ning

Chan doan cac du hiéu bat thudong

Cau hinh server: c6 4 cong cu (Task Scheduler, Windows Firewall,



Services va WMI Control).

- Cau hinh sao luu va luu trir: cac cong cu giup ban sao luu
va quan ly 6 dia la Windows Server Backup va Disk
Management déu nam trén Server Manager.

1.1.2.1 Windows Server Core

- Server Core la mgt tinh nang méi trong Windows Server
2008. N6 cho phép c6 thé cai dat voi myc dich hd trg dic biét va
cu thé d6i v6i mot sd role.

- Tét ca cac tuong tac voi Server Core dugc thong qua cac dong lénh.
Server Core mang lai nhitng g1 ich sau:
+ Giam thiéu duogc phé‘m mém, vi thé viéc st dung dung luong 6 dia

cling dugc giam. Chi tén khoang 1GB khi cai dit.
+ Boi vi giam thiéu dugc phan mém nén viéc cap nhat cling khong nhiéu.

+ Giam thiéu t6i da nhimg hanh vi xAm nhap vao hé théng thong qua cac

port dugc mé mac dinh.
+ Dé dang quan ly.

- Server Core khong bao gdm tat ca cac tinh ning c6 sin
trong nhitng phién ban cai dit Server khac. Vi du nhu .NET
Framework hodc Internet Explorer.

1.1.2.2 PowerShell

- PowerShell 1a mot tap hop 1énh. N6 két ndi nhimg dong
1énh shell vo1 mdt ngdn ngilr script va thém vao dé hon 130 cong
cu dong lénh(dugc goi la cmdlets).Hién tai, cé thé sir dung
PowerShell trong:

+ Exchange Server
+ SQL Server

+ Terminal Services
+ Active Directory Domain Services.

+ Quan tri cac dich vy, xur 1y va registry.



- Maic dinh, Windows PowerShell chua dugc cai dit. Tuy
nhién ban c¢6 thé cai dit nd6 mot cach dé dang béng cach st dung
cong cu quan tri Server Manager va chon Features > Add
Features

1.1.2.3 Windows Deloyment Services.



- Windows Deployment Services dugc tich hop trong
Windows Server 2008 cho phép ban cai dat hé diéu hanh tir xa
cho cac may client ma khong can phai cai dat truc tiép. WDS cho
phép ban cai dit tir xa thong qua Image lay tr DVD cai dat.
Ngoai ra, WDS con hd trg tao Image tir 1 may tinh d3 cai dat san
Windows va day du cac ing dung khac.

- Windows Deployment Serviece st dung dinh dang
Windows Image (WIM). Mot cai tién dic biét véi WIM so véi
RIS 1a WIM c6 thé lam viéc tot véi nhiéu nén tang phan ctng
khac nhau.

1.1.2.4 Terminal Services.

- Terminal Services 1 mot thanh phan chinh trén Windows
Server 2009 cho phép user co thé truy cp vao server dé str dung
nhirg phan mém.

- Terminal Services gitip ngudi quan tri trién khai va bao tri
hé thdng phdn mém trong doanh nghiép mot cach hiéu qua.
Nguoi quan tri ¢o thé cai dit cac chuong trinh phan mém lén
Terminal Server ma khong can cai dat trén hé théng may client,
vi thé viée cap nhat va bao tri phﬁn mém trd nén dé dang hon.

- Terminal Services cung cap 2 sy khac biét cho nguoi quan
tri va ngudi dung cudi:

- Danh cho ngudi quan tri: cho phép quan tri ¢6 thé két nbi
tir xa hé théng quan trj bang viéc st dung Remote Desktop
Connection hodc Remote Desktop.

- Danh cho ngoi dung cubi: cho phép ngudi dung cubi co
thé chay cac chuong trinh tir Terminal Services server.
1.1.2.5 Network Access Protection

- Network Access Protection (NAP) 1a mot hé thong chinh
sach thi hanh (Health Policy Enforcement) dugc xay dung trong
cc hé diéu hanh Windows Server 2008.

- Co ché thyc thi cua NAP:

+ Kiém tra tinh trang an toan cua client.

+ Gidi han truy cap ddi v6i cac may client khong an toan.



+ NAP s& cap nhat nhitng thanh phin can thiét cho cdc may client
khong an toan, cho dén khi client du diéu kién an toan.Cho phép client két nbi

néu client da théa diéu kién.

+ NAP gitp bao vé hé thong mang tir cc client.



+ NAP cung cip bo thu vién API (Application Programming Interface),

cho phép cac nha quan tri lp trinh nham ting tinh bao mat cho minh

1.1.2.6 Read-Only Domain Controllers

- Read-Only Domain Controller (RODC) 1a mot kiéu
Domain Controller mdi trén Windows Server 2008.Va1i RODC,
doanh nghiép c6 thé d& dang trién khai cac Domain Controller &
nhitng noi ma sy bao mat khéng duoc dam bao vé bao mat.
RODC la mot phén dir ligu cua Active Directory Domain
Services.

- Vi RODC 1a mét phan dir liéu cia ADDS nén né luu trir
moi ddi tuong, thudc tinh va cac chinh sach giéng nhu domain
controller, tuy nhién mat khau thi bi ngoai trr.

1.1.2.7 Cong nghé Failover Clustering.

- Clustering 1a cong nghé cho phép sir dung hai hay nhiéu
server két hop vo1 nhau dé tao thanh mot cum server dé tang
cuong tinh on dinh trong van hanh.Néu server nay ngung hoat
dong thi server khac trong cum s€ ddm nhan nhi€ém vu ma server
ngung hoat dong d6 dang thuc hién nham muc dich hoat dong
ciia hé théng vin binh thuong. Qua trinh chuyén giao goi la
failover.

Nhitng phién ban sau hd trg:

- Windows Server 2008 Enterprise

- Windows Server 2008 Datacenter

- Windows Server 2008 Itanium

1.1.2.8 Windows Firewall with Advance Security

- Windows Firewall with Advance Security cho phép nguoi
quan tri ¢6 thé cdu hinh da dang va ning cao dé ting cudng tinh
bao mat cho hé thong.

- Windows Firewall with Advance Security c6 nhitng diém mdi:

+ Ki€m soat chat ché cac két ndi vao va ra trén hé thong (inbound va

outbound)



+ IPsec duoc thay thé bang khai niém Connection Security Rule, giup
ban c6 thé kiém soat va quan 1y cac chinh sach, dong thdi giam sat trén
firewall. Két hop voi Active Directory.

1.1.3 Chudn bi cai dit Windows server 2008
1.1.3.1 Yéu cau phan cimg



