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1 Trién khai dia chi Ipv4

Sau khi hoc bai nay hoc vién sé trién khai dwoc dia chi IP vao hé thong mang, chia
IP cho hé théng mang I6n. Tw duy dwoc kha ndng qudn tri hé thong véi sé lwong IP
lom
 Pia chi IP 32 bits (32 bit IP address — IPv4). Dia chi IP gom 2 phéan: dia chi
mang (Netid) va dia chi may tram (Hostid).

10000011011011000111101011001100

L 32 Bits >
NEwons o ]
- 32 Bits >

1 Network ID:

= Xadc dinh dia chi mang.

= X4c dinh 16p cua dia chi IP

= Tat ca cac bits dong thoi khong duoc bang 0

1 Host ID:

=  Xadc dinh dia chi may

= Tét c4 cac bits bang 0: goi 1a dia chi mang

= Tét ca cac bits bang 1: goi la dai chi broadcast

7 MO&i diachi IP co do dai 32 bits duoc taich thanh 4 ving co6 thé bicu thi
du6i dang thip phan, thap luc phan hay nhi phan. Cach viét phd bién nhat
1a dung ky phap thap phan c6 dau chdm (dotted decimal notation) dé tach cac
vung. Muc dich cua dia chi IP 1a dé dinh danh duy nhit cho mot may tinh
bat ky trén lién mang.

10000011 01101100 || 01111010 || 11001100

-8 Bits ==>» -8 Bits == <8 Bits =3 €8 Bits —>»

131 . 108 . 122 . 204

-3 Bits =3 =73 Bits =—3p =73 Bits =—3p =73 Bits =3
71 Phan loai IP

= Dia chi IP dugc chia lam 5 16p: A, B, C, D, E

= Diachi l6p D la 16p dia chi Multicast
= Dia chi 16p E 13 16p dia chi duoc dé nghién ciru



= Sudung3lopA,B,C

1 Byte 1 Byte 1 Byte 1 Byte
-«—8 Bits —»=«—38 Bits —»«—8 Bits — «—8 Bits —
Class A: N H H H
Class B: N N H H
Class C: N N N H

7 Diachilop A
» Nhan 1 octet dau tién cta dija chi IP 1am dia chi mang
= 3 QOctet con lai dugc st dung cho danh dia chi may

= Bit du tién caa 16p A ludn ludn 13 bit 0

Class A
« 24 Bits >
T M -
# Bits 1 7 24
Class A: 0 |INETWORK#| HOST#

= Diachi IP16p A tir 1.0.0.0 dén 126.0.0.0

= 127.0.0.0 1a dia chi loopback

= MOi dia chi 16p A ¢6 s6 host 1a 16,777,214

7 Diachilép B

= Nhaén 2 octet dau tién cua dia chi IP 1am dia chi mang
= 2 Octet con lai duogc sur dung cho danh dia chi may

= 2 Bit du tién cta 16p B ludn ludn 13 bit 10

Class B
e 1= - ——

v oo [




# Bits 1 1 14 16

Class B: 1 0 |NETWORK#| HOST#

Dia chi IP 16p B tir 128.0.0.0 dén 191.255.0.0

MGdi dia chi 16p A ¢6 s6 host 14 65,534

bia chi lép C

Nhan 3 octet du tién ctia dia chi IP lam dia chi mang
1 Octet con lai duoc sir dung cho danh dia chi may

3 Bit dau tién cta 16p C ludn ludn 12 bit 110

Class C
= § Bits =3
NETWORK NETWORK NETWORK _
# Bits 1 1 1 B4 8
Class C: 1 11| 0 |[NETWORK#| HOST#

Dia chi IP 16p B tir 192.0.0.0 dén 223.255.255.0
M&i dia chi 16p A c6 s6 host 13 254

Tong két

1.0.0.0 - 126.0.0.0 : Class A.

127.0.0.0 : Loopback network.

128.0.0.0 - 191.255.0.0 : Class B.

192.0.0.0 - 223.255.255.0 : Class C.

224.0.0.0 < 240.0.0.0 : Class D, multicast.
>=240.0.0.0 : Class E, reserved.

Dia chi Private

La dia chi ding dé gan cho cac hé théng mang ndi bo
Khong duoc két ndi ra internet

Class A: 10.X.X.X

Class B: 172.16-31.X.X



= (Class C: 192.168.X.X



Céch viét subnetmask

Dang thap phan: VD: 255.255.255.0

Dang biéu dién s6 bit xac dinh d/c mang trong chudi bit subnet mask (bit1),

viét: /<sd bit d/c mang>. VD: 192.168.10.1/24
Béang subnet mask mac dinh cua lép A, B, C

Chudi bit subnet mask Subnet mask

11111111 00000000 00000000 00000000 255.0.0.0

/8

I1111111 11111111 00000000 00000000 255.255.0.0

/16

IT111111 11111111 11111111 00000000 255.255.255.0

124

Vidu: 10.10.5.12/255.0.0.0 hodc 10.10.5.12/8
172.31.23.2/255.255.0.0 hodac 172.31.23.2/16
213.112.12.4/255.255.255.0 hoac 213.112.12.4/24

V61 IP 16p A, B, C c6 subnet mask mac dinh

Vi du: 10.10.5.12/8 => NetID Ia: 10.0.0.0

172.31.23.2/16 => NetID la: 172.31.0.0
213.112.12.4/24 => NetID la: 213.112.12.0

Vi du: Lop C c6 thé danh dia chi cho 254 may nhung néu chi mubn danh dia

chi cho 14 may. Khi do:

Dia chi IP stir dung cho mang c¢6 HostID 1a 4bit (14 ~ 2* = 16)
> Phan NetID la: 28 bit (32 — 4)
» Subnet mask la: 255.255.255.240 (240 ~ 11110000)

" Biéu dién:

Subnet mask mac dinh Thém vao NetID | HostID

IT111111 11111111 11111111 1111 0000

0 Tong quat: Pia chi mang trong dia chi IP ctia mot may dugc xac dinh bang
cach thuc hién phép AND cac bit dia chi IP véi cac bit cia subnet mask.

0 Vidu: may c6 d/cIP: 131.107.164.26/20, dia chi mang dugc xac dinh:




NetID HostID | Biéu dién

Dia chi IP 10000011 01101011 10100100 00011010 | 131.107.164.26

Submask 11111111 11111111 11110000 00000000 |255.255.240.0

Dia chi mang | 10000011 01101011 10100000 00000000 | 131.107.160.0

O Khé}i niém: Mot k thu@‘t cho phép nguoi quan tri phén chia mot mang thanh
nhi€u mang nho hon bang cach st dung cac chi s6 mang dugc gan.
= S6 mang con phu thudc vao do 16n cua mang thyuc té
= Viéc phan chia mang con phu thudc vao y/c thuc té cling nhu sy phat trién
tuong lai cua h¢ thong.
71 Thuén loi cta viéc st dung k thuat subnet
=  Nhim giam dung d¢ trén mang.
=  Pon gian trong quan tri.
= CAu tric lai mang bén trong ma khong anh huéng dén mang bén ngoai.
= (Cai thién kha nang bao mat.
= (6 thé cb lap luu thong trén mang.
"1 Nhu vAy:S6 mang con dugc chia ti 1 nghich v6i s0 méy c6 thé danh dia chi
trong moi mang con
7 Khi sé‘mang con duoc phan chia it, tire sO bit NetID it thi s6 may c6 thé danh
d/c nhiéu, tirc bit HostID nhiéu
1 Khi chia nhiéu mang con, s6 bit NetID nhiéu thi danh it dia chi hon
1 Phan tich 1 s trudng hop phan chia subnet 131.107.0.0
7 THI: thém 1 bit cho phan NetID => NetID=16+1=17; HostID=15
131 107 0 0
’ NetlD . < HostID
10010010 T|T]{Of1(1(0f1(0(11

/

2" subnets, sb may moi mang
la 215 -2 = 32766 hosts

TH2: Thém 8bit cho phan NetID => NetID=16+8=24



131 107 0 0
NetID . HostID

28 =256 subnets, s6 may méi
mang la 28 -2 = 254 hosts

TH2:
Thém 8bit cho phan NetID => NetID=16+8=24; HostID=8
131 107 0 0
) NetID . HostID
010100 [TIT{({O{T{o]T1]1
28 =256 subnets, s6 may méi
mang la 28 -2 = 254 hosts
. TH3:
Thém 11bit cho phan NetID => NetID=16+11=27 HostID=5
131 107 0 0
NetlD > < HostID

1TOOOO{[T{T{|{0f{T{o[r{o]l]l

211 =2046 subnets, sé may mbi
mang la 2° -2 = 30 hosts

Vidu: 172.16.20.200

= LadiachiIPlép B

= Phan network: 172.16

Phén host: 20.200

bia chi network: 172.16.0.0

Dia chi Broadcast: 172.16.255.255



2 Sir dung phin mém VMWare va Cai dit Windows Server 2016

Sau khi hoc bai nay xong hoc vién co kha nang s dung mdy o mot cach thanh thao,
tw duy vé mo hinh gia lap cho hé thong mang cua cong ty. Tao cac thudn loi khi lam
lab ao 7
71 Chuan bi:
+ Mot may Windows Server 2016
0 Két qua dat dugc bai lab
Str dung card Vmnet 0 nhan dugc dia chi IP cing net véi may that dong thoi
két ndi internet
Str dung card Vmet 8 nhan dugc dia chi IP khac mang véi may that déng thoi
két ndi internet
Str dung card Vmnet 1 két ndi vi may that
Str dung cac card Vmnet con lai sit dung nhu mét Switch
Tao Snapshot dé luu trit lai cac bai da 1am
Thuc hién
a. Sir dung phan mém may a0
Trong VMWare c6 20 card mang 4o

Hardware | Options

: Device status
Device Summary
| Connected
9 Memory 2GB @
[ Frocessors 1 E Connect at power on

e Hard Disk (SCSI) 30 GB
“JCD/DOVD (SATA) Using file E:\System Operator\Serve...
TSMetwork Adapter  Custom (VMnetd) () Bridged: Connected directly to the physical network

USB Controller Present Replicate physical network connection state

@) sound Card Auto detect )
= Printer L — () NAT: Used to share the host's IP address

Metwork connection

@Display Auto detect ) Host-only: A private network shared with the host
(@) Custom: Spedific virtual network

YMnetd -

= I'i.l'l'~'1net1 {Host-only)
VMnet2
WMnet3
VMnet4
YMnets i
VMrets g
VMnet?
VMnets (MAT)
VMnetd
VMnetld
YMret1l
VMnet12
VMnet13
VMnet14
VMnetls
YMretls i
VMnet17?
YMnet1s I

VMnet13

Hinh 2-1: Cac card Vmnet trong mdy ao



Tinh chat card Vmnet 0 (Bridge): Giup may o ra internet thong qua card
mang that, Network cua card mang 40 Vmnet0 cung network véi Netwok
mang that

Metwork Connection Details

=

Networls Connection Details:

Tinh chét card Vmnet 8 (NAT): Gitip may 4o ra internet thong qua card mang
that, Network ctia card mang 40 Vmnet0O khac network véi Netwok mang that

Property

Description
Physical Address
DHCP Enabled
|Pv4 Address

|Pv4 Subnet Mask
Lease Obtained
Lease Expires
|Pv4 Default Gateway
|Pv4 DHCP Server
|Pvd DMS Server
IPvd WINS Server

Linkdocal IPvE Address
|Pv6 Default Gateway
|IPvE DNS Server

Connection-specific DM...

MetBIOS over Tepip En...

Value

Reattek PCle GBE Familty Cortroller
D4-BE-DS-58-DO-47

fes

17216546

2552852500

Monday, September 25, 2017 7:.44:54 AN
Tuesday, September 26, 2017 8:25:07 Al
1721651

172.16.59.1

83588

fes
fe80:: 20/ f318:bc11:d43c %16

|

n | »

Hinh 2-2: Pia chi IP cua may that

MNetwork Connection Details:

Metwork Connection Details *

Property

Connection-specific DN. ..

Description
Physical Address
DHCP Enabled
IPv4 Address

IPvd Subnet Mask
Lease Obtained
Lease Expires
IPvd Default Gateway
IPw4 DHCP Server
IPw4 DNS Server
IPwd WINS Server

NetBIOS over Tepip En..

Linkdocal IPvE Address
IPvE Default Gateway
IPwE DNS Server

<

Value

Intel{R) 825741 Gigabit Network Connect
D0-0C-25-21-D2-34

fes

172.16.9.49

255.255.255.0

Sunday, September 24, 2017 6:25:21 PM
Monday, September 25, 2017 6:25:21 PN
172.16.9.1

172.16.91

2388

Yes
fed0::d137.54:b65F 448573

Close

Hinh 2-3: Pia chi IP cua may do




Metwork Connection Details @

Networl: Connection Details:

Property Value

Connection-specific DN...

Description Realtek PCle GBE Family Controller
Physical Address D4-BE-DS-55-D0-47

DHCP Enabled Yes

|Pv4 Address 172.16.9.46

|Pv4 Subnet Mask 255.255.255.0

Lease Obtained Monday, September 25, 2017 7:44:54 AN
Lease Expires Tuesday, September 26, 2017 8:25:07 Al
|Pvd Default Gateway 1721651

IPv4 DHCP Server 172.16.8.1

|IPv4 DNS Server 28838

IPvd WINS Server

MetBIOS over Tepip En...  Yes

Linkocal [PvE Address fed0:20Ff318bc11.d43%16

|PvE Default Gateway

IPvE DNS Server

< | [ |

Close

Hinh 2-4: Dia chi IP may thdt

Metwork Connection Details *

Network Connection Details:

Property Value

Connection-specific DM...  localdomain

Description Intel(R) 82574L Gigabit Network Connect
Physical Address 00-0C-25-21-D2-34

DHCF Enabled fes

IPv4 Address 192 168.183.129

IPv4 Subnet Mask 2552552550

Lease Obtained Sunday, September 24, 2017 §:35:23 PM
Lease Expires Sunday, September 24, 2017 7:.09:22 PM
IPvd Default Gateway 192.168.183.2

IPv4 DHCP Server 192.168.183.254

IPv4 DNS Server 192.168.183.2

IPv4 WINS Server 192.168.183.2

NetBIOS over Tepip En...  Yes

Link4ocal [PvE Address fel0::d137.5 4 bB5F.4485%3
IPvE Default Gateway

IPvE DNS Server

€ >

Hinh 2-5: Dia chi IP may do




i ™
@ Virtual Network Editor =5
MName Type External Connection Host Connection  DHCP Subnet Address
VMnetd Bridged Auto-bridging - - -
WMnet1 Host-only - Connected Enabled 192.168,230.0
VMnet2 Custom = = = 192.168.20.0
VMnetd NAT NAT Connected Enabled 192.168.183.0
I
l Add Metwork... ] [Remove Network
VMnet Information
I (7) Bridged (connect VMs directly to the external network)
Bridged to: | Automatic Automatic Settings. ..

(@) NAT (shared host's IP address with YMs)

(7 Host-only (connect YMs internally in a private network)

Connect a host virtual adapter to this network.
Host virtual adapter name: VMware Network Adapter VMneta

Use local DHCP service to distribute IP address to VMs DHCP Settings...

SubnetIP: 192,163 .133. 0 Subnet mask: 255.255.255. 0

Restore Defauls Aoy

Hinh 2-6: Network cua mdy dao

Tinh chit card Vmnet 1 (Localhost): Gitip may 4o ra két ndi v6i may that

30— T .

@IC-\J' @ v Control Panel » Metwork and Internet » Metwork Connections »

Organize « Disable this network device Diagnose this connection Rename this connection View status of this connection
= | Local Area Connection e Local Area Connection 2 = | VMware Network Adapter VMnetl
kfg Metwork 7 '-'.“5: Disabled L’\J!,‘ Enabled
> Realtek PCle GBE Family Controller WP Kaspersky Security Data Escort Ad... G VMware Virtual Ethernet Adapter ...
Y PErky Y P

"-. Wireless Metwork Connection 2 L". Wireless Metwork Connection 3
%‘4 Mot connected o o Mot connected
*K dﬂﬂ Microsoft Virtual WiFi Miniport A.. 3§ d‘fm Microsoft Virtual WiFi Miniport A...

Hinh 2-7: Card Vmnet 1 trong may that
Tinh chit card Vmnet 2, 3, 4, 5, 6, 7, 8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18,
19: Mdi Card la mot Switch

Pé thuén tién cho viéc 1am lab, hoc vién nén tao bang Snapshot thuan loi
chinh stra khi bi 101



Workstation e
AT s ===

151 Windows Server 2012 157 Windows 7 Test 1 {571 Server 2008 R2R1 157 Windows XP = wi

) L3
~ \,. Windows Server 2016 R1 - Take Snapshot 2
Ban gdc You Are
Here Taking a snapshot lets you preserve the state of the virtual

:// machine so that you can return to the same state later.

Mame: Domain Cortroller|

Description:

[Tak.e Snapshot] | Cancel

Snapshot details

Hinh 2-8: Tao Snapshot cho may ao

b. Cai may a0 Windows Server 2016
| 4 Windows Setup EI = @

=.___ Windows Server 2016

Language to install: [English (United States) -
AR R LIS GG English (United States) -

Enter your language and other preferences and click "Mext” to continue.

ion. All rights reserved.

Hinh 2-9: Giao dién cai windows Server 2016



@ é Windows Setup

Where do you want to install Windows?

‘ MName | Total size Free space | Type |
Drive 0 Partition 1: System Reserved 5000 MB 4330 MB  System
Drive 0 Partition 2 195 GB 195GE  Primary |
4 Refresh 75 Delete & Format New
%% Load driver tj Extend

Hinh 2-10: Céu hinh 6 dia
f Windows Setup

Installing Windows

Status

.,' Copying Windows files
Getting files ready for installation (75%)
Installing features
Installing updates
Finishing up

Hinh 2-11: Qua trinh cai dat

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

The password you typed df meet the password complexity requirements set by the administrator for your network
the reguirements from your administrator, and then type a new password.

Reenter password

Finish

Hinh 2-12: Yéu cau ddt Password




3  Dichvu DNS

Sau khi hoc bai nay hoc vién co thé phdn gidi duoc tén mién cua cac dich vu trong hé
thong mang. Thay vi chung ta phai truy cdp bang tén thi o ddy chung ta sé truy cap
bang dia chi IP

a) DNS Primary
Chuan bi:
+ Mot may server cai Windows Server 2016
+ Hai may Client Windows 7 va Windows XP

M0 hinh
newstar.vn
DNS
192.168.1.1
. |
T,

192.168.1.3 192.168.1.2

Két qua dat duoc
Phén giai dugc tén mién newstar.vn

Thuc hién

Cai dich vu DNS trén Windows server 2016



