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CHUONG I: NHUNG KIEN THUC CO BAN VE
LAP TRINH MANG

I.1. Tong quan

Internet Protocol (IP) 1a nén tang cua lap trinh mang. IP 14 phuong tién truyén
tai dir liéu giita cac hé thong bat ké d6 13 hé théng mang cuc bd (LAN) hay hé théng
mang dién rong (WAN). Mic du lap trinh vién mang c6 thé chon cac giao thirc khéc
dé 1ap trinh nhung IP cung cép cac k¥ thuat manh nhat dé gb1 dir liéu gitra cac thiét bi,
dac biét 1a thong qua mang Internet.

Dé hiéu 5 cac khai niém bén dudi 1ap trinh mang, ching ta phai hiéu rd giao
thire IP, hiéu cach nd chuyén dit liéu giira cac thiét bi mang. Lap trinh mang dung giao
thire IP thudng rat phirc tap. C6 nhiéu yéu té can quan tdm lién quan dén cach dit liéu
dugc goéi qua mang: sb lugng Client va Server, kiéu mang, tac nghén mang, 16i
mang,... Boi vi cac yéu t6 ndy anh huong dén viée truyén dir lidu tir thiét bi nay dén
thiét bi khac trén mang do d6 viéc hiéu rd chung 13 vin dé rit quan trong dé lap trinh
mang dugc thanh cong.

Mot goi dit liéu mang gdm nhiéu tang thong tin. M&i tang thong tin chira mot
day cac byte duoc Sép dat theo mot trat tu da duoc dinh sdn. Hau hét cac go1 dir liéu
ding trong 14p trinh mang déu chira ba tang thong tin cung vé6i dit liéu duge dung dé

truyén tai giita cac thiét bi mang. Hinh sau mo ta hé théng tht bac cuia mot goi IP:

Ethernet IP TCP

Header Header Header DATA

Hinh I.1: Cac tang giao thitc mang trong cac goi dir lidu
1.1.1. Tang Ethernet
Tang dau tién cta goi dit liéu mang duoc goi 1a Ethernet Header, trong tang nay
c6 ba goéi giao thire Ethernet: Ethernet 802.2, Ethernet 802.3, va Ethernet phién ban 2.
Cac giao thuc Ethernet 802.2 va Ethernet 802.3 13 cic giao thitc chuan cua IEEE.

Ethernet phién ban 2 tuy khong phai 14 giao thirc chuan nhung né duoc st dung rong
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rai trong mang Ethernet. Hau hét céc thiét bi mang ké ca hé diéu hanh Windows mac

dinh dung giao thirc Ethernet phién ban 2 dé truyén tai cac goi IP.

L__E_u Analyzer - [Capture File: sampled.acp]

ﬂi File Edit Packets Statistics @Graphs Setup  Yiew ‘Window 7 = [
~u L =
=ty L k3 X EHE| %
& w o e o
Plt n® Time th:m:s) Dest. MAC St MAC Mmook Description Bas
B 1 07:40:24.059712 O0EQTD-TADFCT 0030C8-BCC... IP: 192 16316 =» 192 168.1.1 (48) TCF: Fort(1040 =
2 07:40:24.050194 0030C3-BCCECS OOEQTD-FADFCT | IF: 192.165.1.1 == 192.168.1.6 (d43) TCF: Fort(23 ==
3 07:40:24.060299 O0EOTD-7ADFCY 0020CE-BCC... IP: 19216216 =» 192.162.1.1 (40 TCP: Port(1040 =
4 07:40:24.000502 0020Ce-BCCECE O0DEQTD-7ADFCT | IP: 192.1628.1.1 == 192.162.1.6 (52) TCP: Port(22 ==
g 07:40:24.1002332 OQEOTD-7ADFCY o0s0ce-BCC.. IP: 192.162.1.6 == 192.162.1.1 (48] TCP: Port(1040 =
G 07:40:24. 100521 0020Ce-BCCECE O0EQ7D-74DFCT | IP: 192.1628.1.1 == 192.162.1.6 (40 TCP: Port(22 ==
7 07:40:24.100209 0020Ce-BCCECE OQDEQ7D-74DFCT | IP: 192162811 == 192.1628.1.6 (43) TCP: Port(23 ==
2l = N7-an-74 40nea? NNENTM.TANECT nnanre.Aer IP- 407 ARR A R =3 4107 1R 4 4 (40 TERe Partranan =00
£
* 00 EO 70 74 | DF C7?7 00 80 | C8 BC CE C3 | 08 00 45 00 [._3}t.
* 00 30 01 53 | 40 00 30 06 | 76 1D CO A% | 01 06 CO A% [.0.5C
* 01 01 04 10 | 00 17 4R 5D | BO AE 00 00 | 00 00 70 02 [._...
*
@ Destination = Computer O0EQTD-7A4DFCT (Universal; Wem 40 00 CO 37 | 00 00 02 04 | 05 B4 01 01 | 04 02 e. ...
@ Source = Computer 0080C8-BCCECS (Universal; Wendor:
@ Etherype =0200h (DOD Internet Protocal (IP) Xern)
+ D ----- IFwd Header -----
£ TCP Header -----
+ D ----- Telnet -
< LalN B3 ?
Ready

Hinh 1.2: Ethernet Header

Phan dau cta Ethernet phién ban 2 1a dia chi MAC (Media Access Card) dung
dé xac dinh cac thiét b trén mang cing véi sd giao thire Ethernet xac dinh giao thirc
tang tiép theo chira trong goi Ethernet. Mdi goi Ethernet bao gom:

B 6 byte dia chi MAC dich

. 6 byte dia chi MAC ngudn

. 2 byte xac dinh giao thirc tang ké tiép
. Data payload tir 46 dén 1500 byte

. 4-byte checksum

1.1.2. Dia chi Ethernet
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bia chi Ethernet (dia chi MAC) la dia chi cua cac thiét bi, dia chi nay dugc gan
boi cac nha san xuét thiét bi mang va n6 khong thay d6i duoc. Mdi thiét b trén mang
Ethernet phai c6 1 dia chi MAC duy nhét. Dia chi MAC gém 2 phan:
B 3 byte xéc dinh nha san xuit
. 3 byte x4c dinh s serial duy nhit ctia nha san xuét
Gian d6 dia chi Ethernet cho phép cac dia chi broadcast va multicast. D6i véi
dia chi broadcast thi tit ca cac bit cua dia chi dich dugc gan bang 1 (FFFFFFFFFFFF).
Mai thiét bi mang s¢€ chép nhan céac goi cé dia chi broadcast. Pia chi nay hitru ich cho
cac giao thirc phai goi cac goi truy van dén tat ca cac thiét bi mang. Dia chi multicast
cling 1a moét loai dia chi dac biét cua dia chi Ethernet, cac dia chi multicast chi cho

phép mot sd cac thiét bi chdp nhan goi tin. Mot s6 dia chi Ethernet multicast:

Pia Chi Mb Ta

01-80-C2-00-00-00 'Spanning tree (for bridges)

09-00-09-00-00-01 'HP Probe

09-00-09-00-00-01 'HP Probe

109-00-09-00-00-04 HP DTC

109-00-2B-00-00-00 IDEC MUMPS

109-00-2B-00-00-01 IDEC DSM/DTP

109-00-2B-00-00-02 IDEC VAXELN

109-00-2B-00-00-03 IDEC Lanbridge Traffic Monitor (LTM)

09-00-2B-00-00-04 IDEC MAP End System Hello

09-00-2B-00-00-05 IDEC MAP Intermediate System Hello

09-00-2B-00-00-06 IDEC CSMA/CD Encryption

09-00-2B-00-00-07 IDEC NetBios Emulator

09-00-2B-00-00-0F IDEC Local Area Transport (LAT)

09-00-2B-00-00-1x IDEC Experimental

09-00-2B-01-00-00 DEC LanBridge Copy packets (all
bridges)

|09-OO-ZB-02-OO-OO \DEC DNA Lev. 2 Routing Layer Routers

09-00-2B-02-01-00 DEC DNA Naming Service
Advertisement

\09-00-28-02-01-01 \DEC DNA Naming Service Solicitation

09-00-2B-02-01-02 IDEC DNA Time Service

|09-OO-ZB-03-xx-xx \DEC default filtering by bridges
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Pia Chi

Mb Ta

09-00-2B-04-00-00

DEC Local Area System Transport
(LAST)

109-00-2B-23-00-00

IDEC Argonaut Console

09-00-4E-00-00-02

Novell IPX

09-00-77-00-00-01

Retix spanning tree bridges

109-00-7C-02-00-05

Vitalink diagnostics

109-00-7C-05-00-01

Vitalink gateway

0D-1E-15-BA-DD-06

HP

\CF-00-00-00-00-00

Ethernet Configuration Test protocol
(Loopback)

1.1.3. Ethernet Protocol Type

Mot phan khac rat quan trong cua Ethernet Header 13 trudng Protocol Type,

trrong nay cé kich thudc hai byte. Su khac nhau gitra géi tin Ethernet phién ban 2 va

Ethernet 802.2 va 802.3 xay ra ¢ truong nay. Cac goi tin Ethernet 802.2 va 802.3 sur

dung truong nay dé cho biét kich thudc ctia mot goi tin Ethernet. Ethernet phién ban 2

dung truong nay dé dinh nghia giao thirc ting ké tiép trong goi tin Ethernet. Mot s6 gia

tri cua trudng nay:

Gi4 Tri Giao Thirc
0800 P

0806 /ARP

0BAD Banyan VINES
8005 'HP Probe
8035 Reverse ARP
809B AppleTalk
80D5 IBM SNA
8137 Novell

\8138 \Novell

814C Raw SNMP
86DD IPv6

\8768 \TCP/IP compression

1.1.4. Data payload

Trang 9




Khoa Cong Nghé Thong Tin Giao trinh Ldp Trinh Mang

Data payload phai chtra t6i thiéu 46 byte dé dam bao goi Ethernet c6 chiéu dai
t6i thiéu 64 byte. Néu phan data chua du 46 byte thi cac ky tu dém dugc thém vao cho
du. Kich thude cta trudong nay tir 46 dén 1500 byte.

1.1.5. Checksum
Gia tri checksum cung cp co ché kiém tra 16i cho dir liéu, kich thudc cua
truong nay 13 4 byte . Néu goi tin bi hong trong lic truyén, gia tri checksum sé& bi tinh

todn sai va goi tin d6 dugc danh dau la goi tin xau.

1.2. Tang IP

Tang IP dinh nghia thém nhiéu trudng thong tin cta cta giao thirc Ethernet

& Analyzer - [Capture File: sampled.acp]

2 File Edit Packets Statistics Graphs Setup View ‘Window 7 - | O %
=80 % X RS T
ih =
Ei) "o =% P %
Fht n® Time (him:s) Drest. WAC S hMAC Metmo b Description B
53] 1 O7:40:24.059712 O0EQO7D-74DFCT 0020C8-BCC.. IF: 192.168.1.6 == 192.168.1.1 (98] TCP: Part (1040 =
2 O7:40:24.060184 o0s0ce-BCCECE OOEQYD-FADFCY | IP: 19245211 == 12216216 (42) TCP: Port(23 ==
3 O7:40:24 050209 O0EQTD-FADFCT o020Ca-BCC.. IF: 19216816 == 192 168.1.1 (40) TCP: Part (1040 =
3 07:40:24 099592 0020C2-BCCECE O0EQ7D-74DFCY | IP: 19216811 = 192 16816 (52) TCP: Port (23 =>
L] O7:40:24,100233 QOEQTL-TADFCT oos0ce-BCC.., IF: 192 162816 =>192.18628.1.1 (45) TCP: Port(1040 =
i 07 :40:24 100531 0020C2-BCCECE O0EQ7D-7A4DFCY | IP: 19216811 == 192 162816 (40) TCP: Part(23 ==
7 O7:40.24.100309 00s0Ce-BCCECS OOEQYD-7ADFCY | IP: 19215811 == 19216816 (43) TCP: Port(23 ==
2l = A7-A0-7d ANNRas ANENTR.TANECT ANSNCE RE 1B 407 4RSS 4 F == 407 ARS8 4 4 /Ao TrE Badcdnan s o
£
= D ----- IPwd Headar ----- . = 00 EO 7D 74 | DF C7 00 %0 | C8 BC CE C32 | 08 00 45 00 [__}t.
@ “ersion=4g * 00 30 01 53 | 40 00 &0 06 | 76 1D CO A% | 01 06 CO AE [.0.5C
@ Header length = 20 bytes * 01 01 04 10 | 00 17 4R 5D | EO B 00 00 | OO0 00 70 0Z [.....
¥ @ Type of service = 00k * 40 00 CO 37 | 00 00 02 04 | 05 B4 01 01 | 04 02 [@..
@ Total length = 43 bytes
@ Identification = 339
= @ Flags=4h
e 0. ... =mustbe 0
@ .1. ... =donotfragment
@ .0... =lastfragment
@ Fragment offset=0 bytes
@ Time to live = 128 secondshops
@ Protocol =68 (TCP [Transmission Control Protocol]) %
@ Header checsum = 76100
@ Source addresz = [192.168.1 6]
@ Destination address = [192.162.1.1] |4 >

Ready

Hinh 1.3: Thong tin ting IP

Céc truong trong tang IP:

Mé Ta
Phién ban IP header (phién ban hién tai 1a 4)
‘Chiéu dai phan header ctia goi IP

Bit
4
4

‘Tru’b’ng
Version
Header Length
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|Trlr(‘)’ng ‘Bit ‘Mﬁ Ta

Type of Service |8 Kiéu chat lugng dich vu QoS (Quality of Service)
Total Length 16 |Chiéu dai ciia goi IP

Identification 16 |Gid trj ID duy nhét xac dinh cac goi IP

Flags 3 Cho biét goi IP ¢o bi phan doan hay khong hay con cac

phéan doan khéc

Fragment offset |13

‘Vi tri ciia phan doan trong goi IP

Time to Live 8 Thoi gian t6i da goi tin dugc phép & lai trén mang (duoc
(TTL) tinh bang giay)
Protocol 8 Kiéu giao thirc cua tang dit liéu ké tiép

Header Checksum |16

Checksum ciia dit liéu goi IP header

Source Address 32

Dia chi IP cua thiét bi goi

Destination 32 DjachiIP cua thiét bj nhan
Address
|Opti0ns ‘ ‘Dinh nghia cac dic diém cua géi IP trong tuonglai

1.2.1. Trwong dia chi

Dia chi Ethernet dung dé xac dinh cac thiét bi trén mang LAN nhung n6 khong

thé dung dé xac dinh dja chi cua cac thiét bi trén mang O xa. Dé xé4c dinh cac thiét bi

trén cac mang khac nhau, dia chi IP dugc dung. M¢t dia chi IP 1a mot s6 32 bit va dia

chi IP dugc chia thanh 4 16p sau:

|L<’yp A \0.x.x.x—127.x.x.x

L6p B 1128 x.X.X-191.X.X.X
Lép C 1192.X.X.X-223.X.X.X
Lép D 1224.X.X.%-254.X.X.X

1.2.2. Céc co phan doan

Mot trong nhiing phtic tap, rac roi cta goi IP 1a kich thudc ciia chung. Kich

thudc tdi da cua goi IP ¢ thé 1én dén 65,536 byte. Pay 1a mot luong rat 16n dir liéu

cho mot goi tin. Thuc té hau hét cac truyén tai dit liéu & cap thip nhu Ethernet khong

thé hd trg mot goi IP 16n (phan dir liéu ciia Ethernet chi ¢6 thé toi da 1500 byte). Dé

giai quyét van dé nay, cac goi IP dung fragmentation (phan doan) dé chia cac goi IP

thanh cac phan nho hon dé truyén tai toi dich. Khi cic manh dugc truyén tai tdi dich,

phan mém cua thiét bi nhan phai c6 cach dé nhén ra cac phan doan cia goi tin va rap

chung lai thanh thanh 1 goi IP.
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Su phan doan dugc thanh 13p nho vao viéc st dung 3 truong cua goi IP:
fragmentation flags, fragment offset, va truong identification. Co phan doan bao gém
ba co mot bit sau:

. Co reserved: gia tri zero

. Co Don’t Fragment: cho biét goi IP khong bi phan doan

. Co More Fragment: cho biét goi tin bi phan doan va con cac phan doan khac
ntra

Trudng IP Indentification xac dinh duy nhat dinh danh mdi goi IP. Tt ca cac
phan doan ctia bat ky goi IP nao ciing déu c6 cung sb indentification. Sé identification
gitip cho phan mém méy nhén biét duoc cac phan doan nao thudc goi IP nao va rap lai
cho dung.

Truong fragment offset cho biét vi tri cia phan doan trong gbi tin ban dau.

1.2.3. Truwong Type of Service

Truong Type of Service xac dinh kiéu chit luong dich vu QoS (Quality of
Service) cho g6i IP. Trudng nay dugce dung dé danh diu mot goi IP c6 mot d6 uu tién
nao do chfmg han nhu dugc dung dé tang d0 uu tién cua cac dir licu can thoi gian thuc
nhu Video, Audio.

Trong hau hét cac truyén tai mang, trudng nay duge dugc thiét 1ap gia tri zero,
cho biét day 1a dit liéu binh thudng, tuy nhién voi cac ing dung can thoi gian thue nhu
Video hay Audio thi trudng nay s& duoc sir dung dé ting d6 uu tién cho géi dir lidu.
Trudng nay gdm tam bit va ¥ nghia cac bit nhu sau:

. 3 bit dugc dung lam trudng wu tién

B 1 bit cho biét thoi gian trd 13 binh thudng hay thap
. 1 bit cho biét thong lugng binh thudng hay cao

. 1 bit cho biét d6 tin cay binh thudng hay cao

. 2 bit dugc dung trong tuong lai

1.2.4. Truwong Protocol
Pugc dung dé xac dinh giao thirc ting tiép theo trong gbi IP, IANA dinh nghia
135 gia tri cho trudng nay co thé dung trong géi IP nhung chi c6 mot so gia tri hay

dugc dung trong bang sau:
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Gia Tri Giao Thirc

1 Internet Control Message (ICMP)
2 Internet Group Message (IGP)

6 Transmission Control (TCP)

8 [Exterior Gateway (EGP)

9 Interior Gateway (Cisco IGP)

17 \User Datagram (UDP)

88 Cisco EIGRP

Hai giao thirc duoc dung nhiéu nhat trong 14p trinh mang 1a TCP va UDP

1.3. Tang TCP

Giao thue TCP (Transmission Control Protocol) 1a giao thirc hudng két ndi, nd
cho phép tao ra két ndi diém t6i diém giira hai thiét bi mang, thiét 1ap mot duong nhat
quan dé truyén tai dir liéu. TCP dam bao dit liéu s& dugc chuyén toi thiét bi dich, néu
dir liéu khong t6i dugc thiét bi dich thi thiét bi goi s& nhan duogc théng bao 16i.

Céc nha 13p trinh mang phai hiéu cach hoat dong co ban cua TCP va dac biét 1a
phai hiéu cach TCP truyén tai dit liéu giir cac thiét bi mang. Hinh sau cho thiy nhiing
truong ciia TCP Header. Nhimg trudng ndy chira cac thong tin can thiét cho viée thuc

thi két ndi va truyén tai dit liéu mot cach tin tudng.
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% Analyzer - [Capture File: sampled.acp]

ﬁi File Edit Packets Statistics Graphs  Setup  Wiew  Window 7 i [l
=8 % X HRE ?
LIg=
] "o =% 9
Pkt n® Time (h:m:s) Crest. WAL Src. MAC Mtk Description bt
5 4 074024059712 O0EQTD-74DFCT 0020C8-BCC... IF: 182.168.1.6 == 192.162.1.1 (&&) TCF: Port(1040=
2 074024060194 0030C38-BCCECE 00EQ7D-74DFCT | IF: 18Z.1658.1.1 == 192.168.1.G (d43) TCF: Port(z3 =»
3 07 :40:24.050299 OOEQTD-FA0FCT O0s0Ce-BCG. .. IP: 192168 .1.6 == 192.168.1.1 (40) TCP: Port(1040 =
4 07 :40:24.099592 O0S0C8-BCCECSE OOEQTD-7ADFCT IP: 192 168.1.1 == 192 168 1.6 (52) TCP: Port(23=>
5 07:40:24.100233 ODEQYL-74DFCT 0o20Ce-BCC... IP: 19216816 == 192 162.1.1 (&) TCP: Port(1040=
=] 07 :40:24.100591 0020C8-BCCECE O0EQTD-7ADFCT | IF: 19Z.168.1.1 == 192.162.1.6 (90 TEF: Port(23 =»
7 074024100308 0030CE8-BCCECS 00EQ7D-74DFCT | IP: 182.168.1.1 == 192168 1.6 (343) TCP: Port(23 ==»
m 2 A7 -Ar-24a ANnaa= MOEATN.TANFCT nNean—r2 Ak . 1P A2 AR2 4 R == 102 1R2 1 1 a0y TP Parcdnan = bt
£ 4
—] D ----- TCP Header -—--- S * 00 E0O 7D 74 | DF C7T 00 80 | C8 BC CE C3 | 08 00 45 00 [._}t.
@ Source port= 1040 (Unassigned) * 00 30 01 53 | 40 00 20 06 | 76 1D CO A8 | 01 06 CO A8 [.0.5E
@ Destination port= 23 (telnet) * 01 01 04 10 | 00 17 4R 5D | B0 AB 00 OO0 | OO0 00 70 02 [._...
@ Sequence number= 1247654050 * 40 00 CO 27 | 00 00 02 04 | 05 B4 01 01 | 04 02 [E....
@ Acknowledgement number=0
@ Headerlength = 28 bytes
—|- @ 6 Resered bits &G bits Flags = 002h
@ 000000, ... =6 Reserved bits, for future usage, w
@ 0000000, .. = Mo urgent pointer
@ 0000000 ... =HMo adnowledgement %
@ 000000, 0. =MNopush
@ 0DO0OOQO.. 0= Mo reset
@ 000000, .1.=5%N
@ 000000, ..0= Mo FIN
@ Window= 16354 B
< ¥ < b
Ready

Hinh 1.4: Cac truong cua TCP Header
MB&i trudng ctia TCP Header két hop v6i mot chirc ning dic biét cia mot phién
1am viéc TCP. C6 mdt s6 chirc ning quan trong sau:
B source port va Destination port: theo ddi cac két ndi gitra cac thiét b
. Sequence va Acknowledgement number: theo ddi thi tu cac géi tin va truyén
tai lai cac goi tin bj mat

. Flag: m¢ va dong két ndi gitra cac thiét bi dé truyén tai di licu

1.3.1. TCP port
TCP su dung cac port dé xac dinh cac két ndi TCP trén mot thiét bi mang. bPé
lién lac v&1 mot ing dung chay trén mot thiét bi mang & xa ta can phai biét hai théng
tin :
B Dia chi IP cia thiét bi 6 xa
. TCP port dugc gan cho thiét bi & xa
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Dé két ndi TCP dugc thanh 1ap, thiét bi & xa phai chap nhan cic goi tin truyén
dén port da duoc gan. Boi vi c6 nhiéu tng dung chay trén mot thiét bi sir dung TCP

do d6 thiét bi phai cp phat cac cong khac nhau cho cac tmg dung khéc nhau.

Device A Device B
192.168.1.1 192.168.1.2
server 1 server 2 Client 2 Client 1
Port Port
8000 9000

t 4 i /

B, = —

Hinh 1.5: Két ndi TCP don gian

Trong hinh trén thi thiét bi A dang chay hai tng dung Server, hai tmg dung nay
dang cho cac goi tin tir Client. Mot irng dung dugc gan port 8000 va mét ing dung
dugc gan port 9000. Thiét bj mang B mudn két ndi dén thiét bi mang A thi n6 phai
dugce gan mot TCP port con tréng tir hé diéu hanh va port nay s& duge md trong sudt
phién 1am viéc. Cac port & Client thuong khong quan trong va ¢ thé gan bat ky mot
port nao hop 18 trén thiét bi.

TH hop ctia mot dia chi IP va mot port 1a mot IP endpoint. Mot phién lam vi¢e
TCP duoc dinh nghia 1a mot su két hop ctia mot IP endpoint cuc bo va mot IP
endpoint & xa. Mot tng dung mang c6 thé sir dung ciing mot IP endpoint cuc bd nhung
mdi thiét bi & xa phai str dung mot dia chi IP hay port riéng.

IANA dinh nghia mét danh sach cac port TCP tiéu chuan dugc gan cho céac tng

dung dac biét:

|Port \Mﬁ Ta

|7 \Echo

|13 \Daytime

17 Quote of the day

|20 \FTP (data channel)
|21 \FTP (control channel)
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Port Mb Ta

22 SSH

23 Telnet

25 SMTP

37 Time

80 HTTP

110 POP3

119 INNTP

123 Network Time Protocol (NTP)

137 INETBIOS name service

138 INETBIOS datagram service

|143 \Internet Message Access Protocol (IMAP)

389 Lightweight Directory Access Protocol
(LDAP)

443 Secure HTTP (HTTPS)

993 Secure IMAP

995 Secure POP3

Céc port tir 0->1023 duogc gan cho cac ing dung thong dung do dé véi cac ting
dung ma céc lap trinh vién tao ra thi cac port dugc gan phai tir 1024->65535.

1.3.2. Co ché dam bao dd tin cdy truyén tai cac goi tin

Truong tiép theo trong TCP Header sau port 13 sé sequence va
acknowledgement. Nhirng gia tri nay cho phép TCP theo ddi cac gobi tin va dam bao no
dugc nhan theo diing thir tr. Néu bat ky goi tin nao bi 161, TCP s& yéu cau truyén tai lai
cac goi tin bi 16i va rap chiing lai trudc khi gdi goi tin cho tmg dung.

M&i g6i tin ¢6 mot s6 duy nhat sequence cho mét phién 1am viéc TCP. Mot s6
ngau nhién duoc chon cho géi tin dau tién duoc goi di trong phién lam viéc. Mbi goi
tin tiép theo duoc goi sé ting sd sequence bang sé byte dit liéu TCP trong goi tin trudc
d6. Piéu nay dam bao mdi goi tin duge xac dinh duy nhét trong ludng dit liéu TCP.

Thiét bi nhan str dung truong acknowledgement dé hoi bao sd sequence cudi
cung duoc nhan tir thiét bi gi. Thiét bi nhan c6 thé nhan nhiéu goi tin trudc khi goi lai
mdt hdi bao. S6 acknowledgement dugce tra vé 1a s6 sequence cao nhét lién sau cua dir

liéu dugc nhan. Ky thuat nay duoc goi la cura sO truot. Cac g0i tin dugc nhan ngoai tha
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tu ¢6 thé duoc gitlr trong by dém va dugc dat vao dung thir ty khi cac goi tin khac da
dugc nhéan thanh cong. Néu mot g01 tin bi maét, thiét bi nhan sé& th'fly duoc s6 sequence
bi 161 va goi mot sé acknowledgement thip hon dé yéu cau cac goi tin bi 16i. Néu
khong co ctra s6 truot mdi goi tin s& phai hdi bao lai, lam ting bang thong va do tré

mang.

1.3.3. Qua trinh thanh lap mot phién lam viéc TCP
Qua trinh Iam thanh 1ap mdt phién lam vi¢c TCP dugc thuc hién nho vao viée

st dung cac co (Flag):

Flag M Ta

6 bit danh riéng Danh riéng dé sir dung trong twong lai, gi tri luon ludn 1a
Zero

1-bit URG flag 'Danh ddu goi tin 14 dit liéu khan cp

1-hit ACK flag Hbi b4o nhan mot goi tin

|1-bit PUSH flag ‘Cho biét dir liéu duoc dy vao tng dung ngay lap tirc

1-bit RESET flag Thiét 1ap lai tinh trang khoi dau két ndi TCP

1-bit SYN flag Bit dau mot phién lam viée

1-bit FIN flag Két thic mot phién lam viée

TCP sir dung céc tinh trang két nbi dé quyét dinh tinh trang két ndi giira cac
thiét bi. Mot giao thirc bat tay dic biét dugc dung dé thanh l4p nhitng két nbi nay va
theo ddi tinh trang két ndi trong sudt phién 1am viéc. Mot phién lam viéc TCP gdm ba
pha sau:

. Mo bt tay
. Duy tri phién lam viéc
. DPong bit tay

M&i pha yéu cau cac bit cd dugc thiét 1ap trong mot thir ty nao d6. Qué trinh
mo bit tay thuong duoc goi 1a ba cai bat tay va nd yéu cau ba budc dé thanh lap két
nbi.

B Thiét bi goi g6i ¢ SYN cho biét bit diu phién lam viée
. Thiét bi nhan gdi ca cd SYN va cd ACK trong cting mét géi tin cho biét nd

chap nhan bat dau phién lam vi¢c
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. Thiét bi gdi gdi co0 ACK cho biét phién lam viéc d3 mo va da sing sang cho
viéc gdi va nhan céac goi tin.
Sau khi phién lam viéc duoc thanh lap, cd ACK sé& dugc thiét 1ap trong céc goi
tin. Dé dong phién lam viéc, mot qué trinh bét tay khac dugc thuc hién dung co FIN:
B Thiét bi khoi diu dong két ndi goi co FIN
. Thiét bi bén kia goi cd FIN va ACK trong ciing mot géi tin cho biét né chip
nhan dong két ndi
B Thiét bi khoi diu dong két ndi goi cd ACK dé dong két néi
Device A Device B

~

{1 s

SYN-ACK
=] ACK p Startof session

|

e o > Session data

/

FIN
FIN-ACK — > End of session
T ——|  ACK

~

Hinh 1.6: Cac budc bit tay cta giao thic TCP

I.4. Tang UDP

User Datagram Protocol (UDP) 13 mét giao thiic pho bién khac dugc dung
trong viéc truyén tai dit liéu cua cac goi IP. Khong gidéng nhu TCP, UDP 1a giao thic
phi néi két. Mdi phién 1am viéc UDP khong gi khac hon 1a truyén tai mot goi tin theo

mdt hudng. Hinh sau s€ mo ta cau tric cia mdt goi tin UDP
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&£ Ana lyzer - [Capture: Untitled]

L B)x

<]
x

31 File Edit Packets Statistics Graphs Setup Yiew ‘Window 7 - &
u b =
= E & X HAE | T
g W o e o
FPht n® Time (h:m:s) [rest. MAC Src. MAC M etwa ke B
1 05:21:31.255188 FFFFFF-FFFFFF Qos0ce-BCC... ARF: Hardware type= 1, Protocal Type = IP (0200h%
05:21:86.367293 O1005E-TFFFFA Qos0ce-BCC... IP: 182.168.1.6 => 239.285 255 250 (125)
05:31:56 667703 FFFFFF-FFFFFF 0020CE8-BLC...

ARP: Hardware type= 1, Pratacal Type = [P (0200h)

%
z
3
4 05:31:57.010395 FFFFFF-FFFFFF IP: 192.168.1.6 == 192 55 (78]
4 05:31:57 760745 FFFFFF-FFFFFF oog0ce-BCC... IP: 19216816 == 192.1623.1.2585 F&)
G 05:31:58.511842 FFFFFF-FFFFFF 0080CE-BCC... IP: 192.168.1.6 == 182 .168.1.2585 (78)
7 05:31:59.285017 FFFFFF-FFFFFF oog0ce-BCC... IP: 192.168.1.6 == 192.162.1.285 (78)
= 05:31:50.675507 01005E-FFFFFA oog0ce-pCC... IP: 19216816 == 230,255 255250 rM25% bt
. E
= fg ----- Fadiet Details ---- * FF FF FF FF | FF FE 00 20 | C8 BC CE C3 | 0% 00D 4
T D ..... General Information ----- * 00 4E 02 F1 | 00 00 20 11 | RC 583 CO0 A% | 01 06 C
e D _____ Ethernet w20 MAC Header e * 0O1L FF 00 8% | 00 &9 00 3R | 9B 4E &0 4E | 01 10 (
"'D _____ I[P Header e * 00 00 00 OO | 00 00 20 45 | 4E 45 46 46 | 44 45 4
H D _____ b * 42 45 44 45 | 49 43 41 43 | 41 43 41 43 | 41 43 4
* 41 43 41 43 | 41 43 41 00 | 00 20 00 01 |
@ Source port= 137 (netbios-ns (HETBIOS Mame Senric
@ Destination port=137 (nethiosns (HETBIOS Hame S
@ Message length =58
@ Chedeum =2984Eh
@ HMext Protocol: NETBIOS Hame Service
+ D ----- MetBIOS Hame Senrice Header -
> 2| | | »
Ready

Hinh 1.7: UDP Header

UDP header gdm nhiing truong sau:
. Source Port
. Destination Port
. Message Length
. Checksum
. Next Level Protocol

Ciing gidng nhu TCP, UDP theo ddi cac két ndi bang cach st dung céc port tir

1024->65536, cac port UDP tir 0->1023 1a cac port danh riéng cho cac tng dung phd

bién, mot s6 dung pho bién nhu:

|Port \Mﬁ Ta

53 'Domain Name System

69 Trivial File Transfer Protocol
111 Remote Procedure Call

137 INetBIOS name service

|138 \NetBIOS datagram
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Port Mb Ta

161 Simple Network Management Protocol
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