Chwong IV: Cac hé ma mat khéa coéng khai

CHUONG IV: CAC HE MA MAT KHOA CONG KHAI

Trong cac hé ma mat khéa bi mat néu chang ta biét khoéa va ham ma héa ching ta
c6 thé tim dwoc khoa va ham gidi ma mot cach nhanh chéng (thdi gian da thirc).

M6t hé ma mat khoa bi mat 1a mot hé ma mat ma tat cad moi nguwdi déu biét ham ma
héa va khda ma héa nhung khong ton tai mét thuat toan thei gian da thirc dé co thé tinh
dwoc khda giai ma tw cac thong tin do.

1. Khai niém hé ma méat khéa céng khai
Cac hé ma dwoc trinh bay trong cac chwong truwédc duwge goi la cac hé ma khoéa bi
mat, khoa déi xirng, hay cac hé ma truyén thdng (conventional).

Cac hé ma nay c6 cac diém yéu sau day:
e Néu sb lwong ngudi st dung I&n thi sb khoa sé tang rat nhanh, chang han véin

ngudi st dung thi sé khoa sé lan *(n-1)/2 do d6 rat kho quan ly , phirc tap va
khéng an toan.

e Dua trén cac hé ma nay khong thé xay dwng cac khai niém va dich vu nhw chiv
ky dién ttr, dich vu xac thyc héa nguwdi dung cho cac (rng dung thwong mai dién
ter.

Vao nam 1975 Diffie va Hellman trong mét céng trinh ctia minh (mét bai bao) da dé

xuét ra cac y twéng cho phép xay dwng I&n cac hé ma hoat déng theo cac nguyén ta c
m&i gan lién v&i cac bén truyén tin chir khéng gén véi cac cap truyén tin.

Nguyeén téc hoat dong clia cac hé ma la mbi bén tham gia truyén tin sé c6 2 khoa,
mbt khéa goi la khdéa bi mat va mét khdéa dwoc goi la khda cdng khai. Khoda bi mat la khéa
dung dé gidi ma va dwoc gitr bi mat (Ks), khéa cong khai 1a khoa ding dé sinh ma dwoc
cong khai héa dé bét cir ai cling co thé sir dung khoa nay gi tin cho nguwdi chi ctia hé
ma (Kp). Ngay nay ching ta c6 thé thay rat ré nguyén tic nay trong viéc glvi email , moi
nguwdi déu co thé glri email t&i mot dia chi email ndo dé , nhwng chi cé ngwdi chl sé hivru
cta dia chi email d6 méi co6 thé doc dwoc ndi dung ¢ Ga blre thw, con nhivng ngudi khac
thi khdng. V&i cac hé ma khoa cong khai viéc phan phéi khoa sé tré nén dé dang hon
qua cac kénh cung cép khéa cong cong , sé lwong khda hé théng quan ly cling sé it hon
(la n khoéa cho n ngwoi dung). Cac dich vu méi nhw chiy ky dién tlr, thda thuan khoa cling
dwoc xay dwng dwa trén cac hé ma nay.

Céc yéu cau cla loai hé ma nay:

- Viéc sinh Kp, Ks phai dé dang

- Viéc tinh E(Kp, M) la dé dang

- Néu c6 C = E(Kp, M) va Ks thi viéc tim ban ré ciing la dé
- Néu biét Kp thi viéc do tim Ks la kho

- Viéc khoi phuc ban rd tlr ban ma 1a rat khé

Khi A muén truyén tin cho B , Asé sir dung khoa K , ctia B d& ma hoa tin tirc va
truyén ban ma t&i cho B, B sé& st dung khoa bi mat ctia minh dé giai ma va doc tin:
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lKh(’)a cong Khoéa bi mat
khai (Kp) (Ks)
Plaintext Plaintext
A »|  Mi hoa > Giaimi » B
Ciphertext
Hinh 4.1: M6 hinh s* dung 1 clia cac hé ma khéa cong khai PKC
Ciphertext = E(Kp,Plaintext) ,Plantext = D(Ks, E(Kp,Plaintext)) (1)
lKh()a bi mat Khoa cong
Ks khai Kp
Plaintext (Ks) (Ke) Plaintext
A » Mi hoa »  Giai ma » B

Signed Message

Hinh 4.2: M6 hinh str dung 2 cta cac hé ma khéa céng khai PKC
Ciphertext = D(Ks, Plaintext), Plaintext = E(Kp, D(Ks, Plaintext)) (2)

M6 hinh (2) dwoc st dung ¢ ho cac hé chir ky dién tr con md hinh (1) dwoc s
dung cho cac hé ma mat . Cac hé ma nay dwoc goi la cac hé ma khoéa cbng khai PKC
(Public Key Cryptosystems) hay cac hé ma b4t dbi xing (Asymmetric Encryption
Scheme).

2. Nguyén tac cau tao cia cac hé ma mat khéa cong khai

Cac hé ma khoa cong khai dwoc xay dwng dwa trén cac ham dwgc goi la cac ham 1
phia hay ham 1 chiéu (one—way functions).

Ham mét chidu f : X — Y 1am mot ham ma néu biét x e X ta c6 thé dé dang tinh
dugcy = f(x). Nhwng voiy batky e Y viéc tim x e X sao choy = f(x) 1a khé. Cé nghia la
viéc tim ham nguoc f* 14 rt kho.

Vi du néu ching ta c6 cac s nguyéntbé P 1, P,, ..., P, thiviectinh N = P, * P, * ... *
P, la dé nhung néu cé N thi viéc phan tich nguwoc lai la mét bai toan kho véi N on.

Dé thuan tién cac ham mot phia duwoc st dung trong cac hé ma PKC thwong duoc
trang bi cac ctra bay (trapdoor) gitp cho viéc tim x théa ma y = f(x) 1a d& dang néu ching
ta biét dwoc ctra bay nay.

Ham cutia bay (trapdoor function): 1a mét ham mot chiéu trong d6 viéc tinh f ™ 13 rat
nhanh khi ching ta biét dwoc ctra bay ctia ham . Vi du viéc tim nghiém cla bai toan xép
bald 0/1 trong hé ma xép balé Knapsack ma chung ta sé hoc trong phan tiép theo la mot
ham mét phia (viéc ma hoéa rat nhanh va dé dang nhuwng tim vecto nghiém twong rng la
khd) nhwng néu ta biét ctra b ay (Vecto xép bald siéu tdng A’ ) thi viéc giai bai toan lai rat
dé dang.

3. Mot s6 hé ma khéa cong khai
3.1. Hé ma knapsack

Bai toan xép ba 16 tdng quat:
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Cho M, N va Ay, A,, ...., Ay la cac s6 nguyén duwong tim cac s x; khdng am sao cho:
N
M = Z X~ A
i-1

Vecto A = (A1, A, ..., Ay) dwoc goi la vecto xép balbé con vecto X = (Xi, Xa, ..., Xy) |2
vecto nghiém.

Mét trwdng hop riéng dang quan tam ctia bai toan xép ba 16 tbng quat la trwdng
hop ma x; € {0, 1}. Khi do ta co bai toan xép ba 16 0, 1.

Vecto xép ba 16 siéu tang : Trong trwong hop vecto (A;, A, ..., Ay) duoc sap lai
thanh (A'y, A%, ..., A’y) sao cho:

Y i ta co: Z Aj < A’ thi vecto (A1, A,, ..., Ay) dugc goi la vecto xép balo siéu tang.

j<i
Khi (A1, A, ..., Ay) 1a mot vecto xép balo siéu tdng ta c6 ngay tinh chat: M >= A, V i.
Do d6 viéc giai bai toan xép ba 16 0/1 tr& nén dé dang hon rat nhiéu.
Hé ma knapsack do Merkle va Hellman dwa ra vao nam 1978.
Cach xay dwng:

1. Chon 1 vecto siéu tdng A = (a1, @y, ..., an), chon 1 s6 M > 2 * a\y, chon ngau
nhién1séu<Mva (u, M) =1

2. Xay dwng Vecto A= (ay, ay, ..., ay) trong do a; = (a'i *u) mod M
3. Khoa: Ke = (A, M), Ks = (u, u™)
4, Khéng gian cac ban rd la khéng gian moi day N bit
P = (X1, X2, ..., Xn).

N
Ma hoa: C = (D a *x )mod M

i=1
Gidi ma: tinh C' = C * u™ mod M sau d6 giai bai toan xép ba 16 0/1 v&i A, C tir d6

tim dwoc P = (Xq, X2, ...y Xp).

Vidu 1: Cho hé ma Knapsack c6 A = (2,3,6,12,25,N=5 M=53, u=46,u' =
15.

a) Hay tim cac khoa cta hé ma trén
b) Ma hoa va gidi ma ban ma twong trng clia ban rdo M = 01001.

3.2. H¢ ma RSA

Hé ma RSA dwoc dat tén dwa theo cac chiv cai dau cia 3 tac gid clia hé méa la
Rivest, Shamir va Adleman. Day la thuat toan ma héa néi tiéng nhét va ciing la thuat toan
dwoc ng dung thuc té nhat.

Dé cai dat RSA ban dau méi ngwdi dung sinh khéa cong khai va khéa bi mat cla
minh béng céach:
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e chon hai s nguyén t6 I&n ngau nhién (c& gan 100 chir sb) khac nhau p va q
e tinh N = p*q

e chon métsb e nhd hon N va (e, I(N)) = 1, e dwoc goi 1a sé mii lap ma

e tim phan t& ngwoc cla e trén vanh module &(N), d 1a sé mi giai ma

e khoa cbng khai la Kp = (e, N)

e khéabimatlaKs=K"'%=(d,p,q)

Viéc thiét lap khéa nay dwoc thwe hién 1 1an khi mot ngudi dung thiét 1ap (thay thé)
khéa cong khai clia ho. Mii e thwdng 1a kha nhd (d& ma héa nhanh), va phai la nguyén td
cung nhau véi @(N). Cac gia tri thwéng dwoc chon cho e 1a 3 hodc 2'° — 1 = 65535. Tuy
nhién khi e nhé thi d s& twong déi Ion . Khoa bi mat 1a (d, p, g). Cac sb p va q thwdng co
gia tri x4p xi nhau nhwng khéng dugc bang nhau. Chu y la viéc dé 16 mét trong cac thanh
phan trén sé& lam cho hé ma hoa tré thanh khéng an toan.

S dung RSA

e dé ma hoa mot thong diép M: C = M® (mod N) (0<= M < N)

e giai ma: M= C? (mod N)

Thuat toan ma hoa RSA lam viéc dwoc bdi vi né dwa trén co' sé toan hoc la sw tdng

quat dinh ly Ferma nhé ctia Oclit: X°™ = 1 (mod N). Trong thuat toan RSA chuing ta chon
e va d la nghich dao cta nhau trén vanh Zy) véi e dwge chon truée.

Do dé chung ta sé ¢cé e.d = 1 mod J(N), suy ra:
M=C? =M= M"20 =M (M*™M)T =M mod N

Cong thirc nay dadm bdo viéc gidi ma sé cho két qua dang |a ban rd ban dau (cha y
la diéu nay chi dung khi p khac q).

Vidu 1l: Chohé ma RSAcé N=p*q=11*47 =517,e=3.
e Hay tim cac khda cong khai va bi mat cia hé ma trén
e Mahdabanro M = 26.

Dau tién ta tinh dwoc @(N) = 460 = 10 * 46, do (3,460) = 1 nén ap dung thuat toan
Oclit m& rong ta tim dwgc d = 307.

Vay khoéa cdng khai cia hé ma Ky = (e, N) = (3, 517), khdéa bimatla Ks = (d, p, q) =
(307, 11, 47).

M& h6a M = 26 ta ¢c6 C = M®* mod N = 26° mod 517 = 515.

D6 an toan cua RSA

Do an toan ctia RSA phu thudc vao dd khé cua viéc tinh G(N) va diéu nay doi hoi
chung ta can phan tich N ra thira s& nguyén t6. Thuét toan phan tich sb nguyén té hiéu
qua nhét hién nay la Brent-Pollard, ching ta hdy xem xét bang thdng ké sau dé thay dwoc
tbc d6 hoat dong cla no:

S6 chir s6 trong hé thap phan cua N |[S6 cac thao tac Bit dé phan tich N
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20 7.20e+03
40 3.11e+06
60 4.63e+08
80 3.72e+10
100 1.97e+12
120 7.69e+13
140 2.35e+15
160 5.92e+16
180 1.26e+18
200 2.36e+19

Bang 4.1: Téc d6 cua thuat toan Brent-Pollard

Cac nghién ctru vé& van dé phan tich cac sd nguyén I&n hién nay tién trién rat cham,
céc tién bo 16n nhat ciing chi la cac cai tién vé thuat toan va co thé ndéi réng trir khi co cac
dot pha trong viéc phan tich cac sé 1024 bit, RSA 1a an toan trong thoi diém hién nay.

Cac nha mat ma hoc phat minh ra hé ma RSA da dwa ra mét giai thwéng tri gia 100
$ vao ndm 1977. D6 1a mot hé ma véi sd N ¢6 129 chir s, thach thire nay da dwoc pha.

Trén thuc té& dé cai dat RSA can phai thwe hién cac thao tac modulo véi cac sb 300
chr sé (hay 1024 bit) ma hién nay cac may tinh méi chi thao tac véi cac sb nguyén 64 bit,
diéu nay dan dén nhu cau can cac thu vién sb hoc nhan chinh xac dé 1am viéc véi cac sb
nguyén I&n nay. Ngoai ra viéc sir dung RSA can t&i cac sb6 nguyén tb Ién nén chung ta
cling phai cé mét co' sé dir liéu cac sb nguyén té.

Dé tang téc cho RSA chung ta c6 thé sir dung mét s6 phwong phap khac chang han
nhw cai tién cac phép tinh toan nhan hai s6 1&n hodc tang toc viéc tim ban ma, ban ré.

Dbi v&i phép nhan 2 sé n bit théng thuwéng chang ta can thwe hién O(n®) phép tinh
bit. Thuat toan nhan cac sb nguyén Schonhage — Strassen cho phép ching ta thuwc hién
phép nhan 2 sb v&i dd phire tap 1a O(n log n) véi cac budc nhw sau:

e Chia méi sb nguyén thanh cac khdi, st dung cac khdi nay nhw cac hé sb cla

mot da thire.

e Tinh cac da thirc nay tai mot sb cac diém thich hop, va nhan cac két qua thu

duwoc.

e Noi suy cac két qua nay hinh thanh cac hé sb cla da thire tich
e K&t hop cac hé sb dé hinh thanh nén tich cta hai sé ban dau

e Bién ddi Fourier roi rac, va ly thuyét chap cé thé dwoc stv dung dé ting téc do
cla qua trinh ndi suy.
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Mét cach khac niva dé tang téc viéc nhan cac sb Ién trong hé ma RSA 1a st dung
cac phan cirng chuyén dung véi cac thuat toan song song.

Nhw da trinh bay & phan trwdc khi ma héa ching ta thwéng chon e nhé dé day
nhanh qué trinh ma héa nhwng diéu nay cling ddng nghia Ia viéc gidi ma sé& cham do sbé
m I&n. M6t cai tién dang ké trong tdc dd gidi ma RSA c6 thé nhan dwoc bang cach st
dung dinh ly phan dw Trung Hoa lam viéc vé&i modulo p va q twong (ng thay vi N. Vi p va
q chi bang mot nira ctia N nén tinh toan sé nhanh hon nhiéu.

Binh ly phan dw Trung Hoa dwoc str dung trong RSA bang céch tao ra hai phwong
trinh ti viéc giai ma M = C* (mod N) nhu sau:

M; = M mod p = (C mod p)° ™ D

M, = M mod g = (C mod q)° ™ @2

Sau d¢ ta giai hé:

M= M; mod p

M =M, mod q

Hé nay c6 nghiém duy nhét theo dinh ly phan dw Trung Hoa

M=[(Mz+q-Myumodq]p+M

Trong dé p.umod q =1

Vié? sty dupg dinh ly phan dw Trung Hoa la mét phwong phap dwoc st dung rong
rai va pho bién dé tang toc do giai ma ciia RSA.

Hién twong 16 ban ro

Mét hién twong can lwu y khi str dung cac hé ma RSA 1a hién twong 16 banrd . Ta
hay xét hé ma RSA c6 N = p*q = 5*7, e = 17, khi d6 v&i M = 6 ta c6 C = 6*' mod N = 6.

Twong tw véi hd ma RSAco N = p*q = 109*97, e = 865, v&i moi Mta déu co M ©
mod N = M.

Theo tinh toan thi véi mét hé ma RSAco N = p*q va e bat ky, sb lwong ban rd sé bi
16 khi ma hoa s& la (1 + (e-1, p-1))*(1 + (e-1, g-1)).

Trong sb cac hé ma khoa cong khai thi c6 I& hé ma RSA (cho t&i thoi diém hién tai)
la hé ma dwoc st dung rdng rai nhat. Tuy nhién do khi lam viéc vai dir liéu diu vao (théng
diép ma héa, ban rd) I&n thi khéi lwgng tinh toan rat I&n nén trén thyc t& nguodi ta hay
ding hé ma nay dé ma hoa cac dir liéu co kich thuwéc nhd , hodc c6 yéu cau bao mat cao,
chang han nhw cac khéa phién (session key) trong cac phién truyé n tin. Khi d6 hé ma
RSA s& duoc s dung két hop véi mot hé ma khéi khac |, chang han nhw AES , theo md
hinh lai ghép nhw sau:
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Khoéa cong Khéa bi mat
khai clia Bl cua B l
C1 C1 .
Khea . psa | » ., RSA | hoa
phién K phién K
C2 Cc2
P—>» AES —» —» AES |—> P
A - ngw&i g B - ngw®i nhan

Hinh 4.3: M6 hinh (rng dung lai ghép RSA v&i cac hé ma khéi
3.3. Hé ma El Gamal
Hé ma El Gamal la mot bién thé clia so dd phan phdi khoa Diffie — Hellman. H& ma
nay dwoc El Gamal dwa ra vao nam 1985. Gibng nhu so dd phan phdi khoa Diffie —
Hellman tinh an toan cla né dwa trén tinh khé gidi cla bai toan logarit roi rac. Nhwoc
diém chinh clia né la kich thwéc théng tin sau khi ma héa guvi di sé tang gap doéi so voi
théng tin géc.

Tuy nhién so v&i RSA, El Gamal khéng cé nhiéu rac rbi vé van dé ban quyén sl
dung.

Ban dau nguwdi ta sé& chon mot sd nguyén té 16n p va hai sé nguyén tuy y nhd hon p
la a (a la mo6t phan t& nguyén thay ctia Z'p) va x (x 1a ctia ngwdi nhan, bi mat) sau do tinh:

y=a*mod p

Dé& ma hoa moét thong diép M (1a mot sé nguyén trén Zp) thanh bdn ma C ngudi gii
chon mot s6 ngau nhién k nhé hon p va tinh khéa ma héa K:

K =y“mod p

Sau d6 tinh cap ban ma:

e C;=a“modp

e C,=K.Mmoadp

Va glri bdn ma C = (Cy, C,) di (chu y la sau dé k sé bi huy).

Dé giai ma thong diép dau tién ta can tinh lai khéa ma hoa théng diép K:
K = C,*mod p = a“* mod p

Sau dé6 tinh M bang cach giai phwong trinh sau day:

M=C,.K"modp

Viéc gidi ma bao gém viéc tinh lai khoa tam thoi K (rét gidng véi md hinh cda Diffie
— Hellman dwa ra). Khoa cong khai ctia hé ma la (p, a, y), khda bi méat Ia x.

Vidu: Cho hé ma El Gamalc6 P =97, a=5, x = 58.
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e Tim khda ciia hé ma trén.
e Ma héa ban rd M = 3 v&i k dwoc chon bang 36.

Trwéce hét ta tinh y = 5% mod 97 = 44, tlr d6 suy ra Ke = (P, a, y) = (97, 5, 44) va Ks
= (58).

Dé& ma hda thoéng diép M = 3 ta tinh khda K = 44> mod 97 = 75 sau d6 tinh:
e C;=5%"=50mod 97

e C,=75.3mod 97 =31 mod 97

Vay ban ma thu duoc la C = (50, 31).

Van dé dbi véi cac hé ma khoa codng khai néi chung va El Gamal noéi riéng la téc do
(do phai lam viéc vé&i cac sb nguyén 16n), bén canh dé dung lwong bd nhé danh cho viéc
lwu trik cac khoa ciing 16n. Vé&i hé ma El Gamal ching ta cAn gap d6i bd nhé dé chira ban
ma so v&i cac hé ma khac. Ngoai ra do viéc st dung cac sd nguyén td nén viéc sinh khéa
va quan ly khoa ciing khé khan hon véi cac hé ma khéi. Trén thuc té cac hé ma khoa
coéng khai thwong dwoc st dung két hop véi cac hé ma khdi (ma héa khda clia hé ma)
hodc d& ma hoa cac thdng tin cé dung lwong nhé va la mét phan quan trong ctia mot
phién truyén tin nao do.

Tham ma déi véi hé ma El Gamal

Dé thwc hién tham ma hé ma El Gamal ching ta can giai bai toan Logaritm roi rac .
O day chung ta s& xem xét hai thuat toan cé thé ap dung dé gidi baitoa  nnay, voi dod
phtrc tap va kha nang ap dung khac nhau.

Thuat toan Shank

Thuat toan nay con co tén khac la thuat toan can bang thdi gian  — bd nhé (Time-
Memory Trade Off), cé nghia 1a néu ching ta c6 di bd nhé thi co thé s & dung bd nhé d6
dé lam gidm thoi gian thwe hién cda thuat toan xuéng.

Input: sb nguyén tb p, phan t& nguyén thiy a cla Z;, s nguyény.

Output: can tim x sao choa*mod p = y.

Thuat toan:

Goi m = [(p-1)"4] (l&y phan nguyén).

Buwéc 1: Tinh a™ mod p v&i 0 <j < m-1.

Buwéc 2: Sap xép cac cap (j, a” mod p) theo a™ mod p va lwu vao danh sach L.
Bwdc 3: Tinh ya' mod p véi 0 <i<m-1.

Buéc 4: Sap xép cac cap (i, ya' mod p) theo a™ mod p va lwu vao danh sach L,.

Buwéc 5: Tim trong hai danh sach L, va L, xem ¢6 ton tai cép (j, a™ mod p) va (i, ya®
mod p) nao ma a™ mod p = ya’ mod p (toa do thi hai ciia hai cdp bang nhau).

Bwéc 6: x = (m]j + i) mod (p-1). K&t qua nay co thé kiém chirng tir cong thirc a™ mod
p=ya'modp=>a"""modp=ymodp=>x=(mj+i) mod (p-1).
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Do phtrc tap clia thuat toan phu thudc vao m = [(p-1)?], véi gia tri cia m, ching ta
can tinh cac phan t& thuéc  hai danh sach L ; va L,, déu la cac phép toan ldy thira phu
thudc vao jvai, i vaj lai phu thuéc vao m nén cé thé nhan thay |a thuat toan nay chicé
thé ap dung trong nhirng tre'ng hop ma p nhé.

Thuét toan Pohlig-Hellman

C6 nhirng trwdng hop dac biét ma bai toan Logarithm rdi rac cé thé gidi quyét voi
dd phirc tap nhé hon O(p*?), chdng han nhw khi p — 1 chi ¢é cac wéc nguyén té nhé . Mot
thuat toan lam viéc véi cac trwedng hgp nhw vay  da dwoc Pohlig va Hellman dwa ra vao
nam 1978.

Giastrp-1=2"

Goi a la phén t& nguyén thiy cia Z, plamot sb1é vaa ®? mod p = -1. Goi m la

sb nguyén thudc khodng [0, p-2] ma chiing ta can timdéy = a™ mod p. Gia st m dwoc
biéu dién thanh dang nhj phan m = mg + 2my + 4m;, + ... + 2"'m,.,. Khi do:

p-1 p-1 o1 o1 . _
yT = (am)T = (3.mU+2ﬂ1l+22 mz+---+7-”’1mn4)T = amOT - 1 an~m0 0
-1nQim, =1
Viéc tinh y ®2 mét nhiéu nhét 2[log,p] budc va sé cho ta m. Khi xac dinh dwocy

=ya™,, ta lap lai thao tac twong tw dé tinh m:

1 1
4 2

_ (aml+2m2+...+2”‘2 mn_l)

. mlpzl_{lnfhlmlzo

=a ? = ~
-1nQ@im =1

Qua trinh tinh toan ct thé tiép dién cho t&i khi ching ta tim dwgc m ;. D6 phirc tap
cla thuat toan 1a: n(2[log.p] + 2) ~ O((log,p)?).
3.4. Cac hé ma mat dwa trén cac dwong cong Elliptic

Hau hét cac san pham va cac chuan str dung cac hé ma khoa cong khai d& ma hoa
va chir ky dién t&r hién nay déu sr dung  hé ma RSA . Tuy nhién v&i sy phat trién cla
nganh thdm ma va nang lwc ngay cang tang nhanh chéng cla cac hé théng may tinh |, d6
dai khéa d& ddm bao an toan cho hé ma RSA ciing ngay cang tang nhanh chéng  , diéu
nay lam gid m dang ké hiéu nang clia cac hé théng sir dung hé ma RSA , dic biét 13 véi
cac (rng dung thwong mai dién t& trwc tuyén hay cac hé thdng realtime ddi hdi thoi gian
x& ly nhanh chong . Gan day mot hé ma mai da xuat hién va 6 kha néng thay thé cho
RSA, dé la cac hé ma khda cbng khai dwa trén cac dwong cong Elliptic — ECC (Elliptic
Curve Cryptography).

Diém hép dan nhat cha cac hé ma dwa trén cac dwong cong Elliptic 1 nd cho
phép dat dwoc tinh an toan twong dwong véi RSA trong khi kich thuwéc khda st dung lai
nhé hon rét nhiéu, lam giam sé phép tinh st dung khi ma héa, giai ma va do do dat duwoc
hiéu nang va tdc do can thiét. Trén ly thuyét tinh an toan ctia ECC khong cao bang so voi
RSA va ciing khé giai thich mot cach dé hiéu hon so véi RSA hay Diffie  -Hellman. Co s&
toan hoc day di cta cac hé ma dwa trén dwong cong Elliptic vwot ra ngoai pham vi cla
tai liéu nay, trong phan nay ch ung ta s& chi xem xét cac van dé co ban cta cac dudng
cong Elliptic va cac hé ma ECC.
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3.4.1. Nhom Abel

Nhom Abel G, thwong dwoc ky hiéu la {G, <} la mét tap hgp v&i mot phép toan hai
ngdi ky hiéu Ia «, két qua thyc hién cha phép toan véi hai phantlra, b € G, ky hiéu 1a (a
b) cling la mét phan tir thudc G, tinh chat nay goi la déng dbi véi tap G. Déi véi phép toan
« cAc ménh dé sau déu théda man:

(Al): V a, b € G thi(a+b) €G, tinh dong (Closure)
(A2):Va,b,ceGthias(bec)=(a*b)-c,tinh két hop (Associate)

(A3): Tontaie e G:era=a+e=aV ae G, edwocgoila phan t don vi cla tap

(A4):VaeG,lubnia € G:a+a =a +*a=e,a laphan t& nghich dao cla a.
(A5): Va,beG:a*b=b-a,tinh giao hoan (Commutative).

R4t nhidu cac hé ma khoéa cong khai dwa trén cac nhém Abel. Chéng han, giao thirc
trao ddi khéa Diffie -Hellman lién quan t&i viéc nhan cac ¢ ap sb nguyén khac khong theo
modulo q (nguyén t6). Cac khoa dwegc sinh ra béi phép tinh Idy thira trén nhém.

Déi v&i cac hé ma ECC, phép toan codng trén cac duweng cong Elliptic dwoc st dung
la phép toan co ban. Phép nhan dwoc dinh nghia la sw 13p lai ctia nhiéu phép cong : a x k
=(a+a+ ... +a). Viec tham ma lién quan t&i viéc xac dinh gia tri cia k v&i cac thong tin
cong khai la a va (a x k).

Mét dwdng cong Elliptic 1a mét phwong trinh véi hai bié n va cac hé sb. Cac dwong
cong s dung cho cac hé ma mat cé cac bién va cac hé théng 1a cac phan tir thudc vé
moét trwérng hivu han, diéu nay tao thanh mét nhom Abel . Trwde hét ching ta sé& xem xét
cac duwong cong Elliptic trén trwdrng sb thue.

3.4.2. Cac dwérng cong Elliptic trén trwong sé thuc

Cac duwong cong Elliptic khdng phai la cac dwong Ellipse . Tén goi dwdng cong
Elliptic dwgc dat vi loai dwong cong nay dwoc mé ta bédi cac phuwong trinh bac  ba, twong
tw nhw cac phwong trinh dwoc dung dé tinh chu vi cia mot Ellipse . O’ dang chung nhét
phwong trinh bac 3 biéu dién mét dwdng cong Elliptic c6 dang:

y>+axy + by =x®+ cx* + dx + e.

Trong dd a, b, ¢, d, e la cac sé thuc , x va y 1a cac bién thudc treong sb thuwe . Voi
muc dich dé hiéu vé cac hé ma ECC chung ta chi xét cac dang dwdng cong Elliptic cé
dang:

y? = x* + ax + y (phwong trinh 1)

Céac phuwong trinh nay dwoc goi la cac phuwong trinh bac  ba, trén cac dwong cong
Elliptic chung ta dinh nghia mét diém dac biét goi 1a diém O hay diém tai vo cung (point at
infinity). D& vé duwdng cong Elliptic ching ta can tinh cac gia tri theo phwong trinh:

y =X +ax+b

V&i mbdi gia tri cu thé ciaava b , sé cho chung ta hai gia tricliay (mot am va mot
duwong) twong (rng vé&i mot gia tri cha x , cac dwdng cong dang nay ludn déi xirng qua
dwdng thang y = 0. Vi du v& hinh anh clia mét dwdng cong Elliptic:
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Hinh 4.4: Cac dwong cong Elliptic trén trwdng sb thuye

Chung ta xem xét tap diém E (a, b) chira tt c& cac diém (x, y) thda man phwong
trinh 1, cung véi diém O. Str dung cac cap (a, b) khac nhau chiing ta cé cac tap E (a, b)
khac nhau. St dung ky hiéu nay ta c6 hinh v& minh hoa trén 1a biéu di&n cta hai tap hop
E(1, 0) va E(1, 1) twong wng.

3.4.3. M6 ta hinh hoc cua phép cong trén cac dwoéng cong Elliptic
V&i mdi cdp (a, b) cu thé ching ta cé thé thanh [ap mot nhém tréntap E  (a, b) voi
cac diéu kién sau:

4a* +27b* = 0 (diéu kién 1).
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V&i didu kién bd sung nay ta dinh nghia phép cong trén dwérng cong Elliptic , mo ta
vé mat hinh hoc nhw sau: néu ba diém trén moét dwérng cong Elliptic tao thanh mét dwéng
théng thi tdng ctia ching bang O. Vé&i dinh nghia nay cac luat ctia phép cong trén dwéong
cong Elliptic nhw sau:

1. O |a phan tt trung hoa clia phép cong. vV P e E(a, b): P + O= P. Trong céac
ménh dé sau ching ta gia s P, Q # O.

2. P = (x, y) thi phan tt&r dbi cta P, ky hiéu 1a P, séla (x, -y)vaP + (P)=P P =
O. P va P nam trén mét duwdng thang dirng

3. Dé& cong hai diém P va Q khong cé cling hoang d6 x, vé mét dwong thang
ndi ching va tim giao diém R. D& dang nhan thay chi cé6 mét diém R nhw vay , tbng ctia P
va Q |a diém déi xtrng véi R qua duwdng thang y = 0.

4. Giao diém cuia dwong thang néi P vai dbi ctia P, tirc P, dwoc xem nhw cét
dwdng cong tai diém vé cwc va dé chinh 1a O.
5. D& nhan d6i mét diém Q, ta v& mot tiép tuyén tai Q véi duwdng cong va tim

giao diémS: Q +Q=2Q =S.

Vi 5 diéu kién nay E(a, b) 1a mét nhém Abel.
3.4.4. Mb ta dai sé vé phép cong

Trong phan nay ching ta sé trinh bay moét s6 két qua cho phép tinh toan trén cac
dwong cong Elliptic. V&i hai diém phan biét P = (Xp, yp) va Q = (Xo, Yo) khong phai la dbi
cla nhau, do déc cia duwd ng nbi | gitra ching 1A A = (yq, Yp). C6 chinh xac mét diém
khac ma | giao v&i duwéng cong , va do chinh |a dbi cta tdng gita Pva Q . Sau mot sb
phép toan dai s6 ching ta cé thé tinh ra R = P + Q nhw sau:

Xe =A% —Yp —Xg

Y =—Yp +A(XP - yR)

Phép toan nhan doi déi véi P dwoc tinh nhw sau:

3x%+a
XR:( 2P )Z_ZXP
P
3x% +a
yR:( 2Py )(XP_XR)_yP
P

3.4.5. Cac dworng cong Elliptic trén Z,

Céc hé ma ECC st dung cac duwdng cong Elliptic v&i cac bién va cac hé sb gidi han
thudc vé& mot trwdng hivu han . Cé hai ho cac dwérng cong Elliptic c6 thé sir dung véi cac
hé ma ECC: cac dwdng cong nguyén td trén Zp va cac dwdng cong nhi phan trén GF (2™).
M6t dwdng cong nguyén td trén Z p, ching ta s& dung phwong trinh bac ba ma céc bién
va cac hé sb clia nd déu la cac gia tri nguyén nam t» 0 t&i p-1 va cac phép tinh duwoc
thwe hién theo modulo P . Trén dwdng cong nhi phan, cac bién va cac hé sé 1a cac gia tri
trén GF(2"). va céc tinh toan dwoc thuc hién trén GF (2"). Cac nghién ctru vé ly thuyét da
cho thdy cac dwdng cong nguyén tb 1a phu hop nhét cho cac rng dung phan mém vi
nhi*ng phirc tap trong tinh toan déi véi cac dwd ng cong nhi phan, nhwng ddi véi cac ing
dung phan cirng thi viéc str dung cac dwdng cong nhi phan lai tét hon vi co ché 1am viéc
clia cac mach, cac con chip rat phi hop véi cac tinh toan trén trwdng nhi phan.
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V&i cac dwdrng cong Elliptic trén Ze ching ta dinh nghia lai phwong trinh biéu dién
nhuw sau:

y>mod p = (X + ax + y) mod p. (phwong trinh 2)

Chang hancacgiatia=1,b=1,x=9,y=9, y=7, p =23 théda man phwong trinh
trén.

Céc gia tri hé sb a, b va cac bién sb x, y déu thudc Z,. Tap Ep(a, b) gom tt ca cac
cap (X, y) théa man phwong trinh phwong trinh 2.

Viduvéoip=23,a=b=1,tacotap Ex(1, 1):

©0,1) (6,4) (12, 19)
0,22) | (6,19) | (13,7)
1,7) |(7,11) (13, 16)
1,16) | (7,12) (17,3)
(3,10) | (9,7) | (17, 20)
(3,13)  (9,16) |(18,3)
4,0) | (11,3) | (18,20)
(5,4) | (11,20) (19, 5)
(5,19) | (12,4) (19, 18)

e

5 6 7T 8 9 10111213 14 15 16 17 18 19 20 21 22
"

Bang 4.2: Biéu dién cua tap E23(1, 1)
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Caéc qui tédc vé phép cong ciing duoc dinh nghia twong tw ddi véi cac duwéng cong
Elliptic nguyén té:

Diéu kién: (4a® + 27b%) mod p # 0.

1. P+O=P

2. Néu P = (Xp, yp) thi P +(xp, yp) = O, diém (xp, yp) dwoc goi la dbi cta P, ky
hiéu la P. Chéng han trén Ex3(1, 1), P= (13, 7)tacd P = (13, 7) nhwng 7 mod 23 = 16 nén
P = (13, 16), cling thudc E,s(1, 1).

3. V&i hai diém phan bigt P = (xp, ¥p) Va Q = (X0, Yo), R = P + Q = (Xr, Yr)
dwoc dinh nghia nhw sau:

Xg = (A% =X, —Xy) mod p

Y = (i(xp _XR)_ yP) mod p

Trong dé:
(2% mod p,(P = Q)
i Xq — %o
] 3x2+a
( 2P ymod p,()p=Q)
P
4. Phép nhan dwoc dinh nghia la téng cla cac phép cong , chang han 4P = P
+P+P+P.VidyvoiP = (3 10) va Q= (9, 7) trén Exs(l, 1) ta co:

2= (29 mod 23 = () mod 23 = (ZY) mod 23 =11 nen
9-3 6 2
Xr = (11> -3-9)mod 23 =17
yr = (11(3 - 17) - 10) mod 23 = 20. Nén P + Q = (17, 20).
Pé tim 2P ta tinh:
3(3") +1
2x10
Chu y la dé thwe hién phép tinh cudi cung ta |4y phan tlr nghich ddo clia 4 trén Z,;
sau do6 nhan voi tir sb 1a 1.
X=(6%(3 - 7) - 10) mod 23 =30 mod 23 =7
Yr=(6(3-7) -10) mod 23 =34 mod 23 =12
Két luan: 2P = (7, 12).
Dé xac dinh do an toan cla cac hé ma mat dwa trén cac dwong cong Elliptic , nguoi
ta thworng dwa trén mot con s6 1a sb phan diém trén md  t nhom Abel hivu han |, goi la N,
duwoc dinh nghia trén mét dwong cong Elliptic . Trong tredng hgp nhém hivu han Ep(a, b),
ta c6 cac can cta N la:

A=( )mod23=(%)mod23=(%)mod23=6

p+1—2\/6§ N<p+l+ ZJE, con sb nay xap xi bang sb phan t& clia Zp (bang p).

3.4.6. Cac dworng cong Elliptic dwa trén cac trwwdng hiru han GF(2™)

Sb phan t& cha trwdng hivu han GF (2™) 1a 2™, cac phép toan dworc trang bi trén
GF(2™) la phép toan cong va phép toan nhan dwoc thwe hién véi cac da thivc . D6i véi cac
dwong cong Elliptic dwa trén GF (2™), chung ta st dung mét phwong trinh bac ba véi cac
bién va cac tham sb c6 gia tri thudc GF (2™), cac phép tinh dwoc thwe hién tuan theo cac
phép toan trén GF(2M).

1. Phwong trinh biéu dién
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So v6&i cac hé ma mat dua trén cac duwong cong trén Z p, dang biéu dién cla cac hé
ma dwa trén GF(2™) twong déi khac:

y? + xy = x> + ax? + b (phwong trinh 3)

Trong d6 cac bién x, y va cac hé sé a, b 1a cac phan t& ctia GF(2™) va cac phép tinh
toan duoc thwe hién tuan theo cac qui tac trén GF(2™).

Chung ta ky hiéu E,"(a, b) |a tt ca cac cdp sb nguyén (x, y) théa man phwong trinh
phwong trinh 3 va diém vé cung O.

Vi du: ching ta c6 thé str dung GF(2*) v&i da thire bat kha qui f(x) = x* + x + 1. Phan
t& sinh ctia GF(2*) la g thda man f(g) = 0, g* = g + 1, hay & dang nhj phan la 0010. Ching
ta c6 bang lly thira cua g nhuw sau:
g0 =0001 g4=0011 g8=0101 gl2=1111
g1 =0010 g5=0110 g9=1010 gl3=1101
g2 = 0100 g6 = 1100 g10 = 0111 gl4 = 1001

g3 =1000 g7 =1011 @¢11=1110 g15=0001
Chang han g° = g* g = (g+1)g = g* + g = 0110.

Xét dwong cong Elliptic y? + xy = x* + g*x? + 1, trong trwérng hop naya = g* vab =
g° = 1. Mot diém ndm trén dwong cong 1a (g°, g°):

(@%? + (9% = (@°)° + (@%@’ + 1
¢>96+982915+914+1

& 1100 + 0101 = 0001 + 1001 + 0001
& 1001 = 1001

Bang sau la cac diém trén E,* (g%, 1):

01 @9 @ g
19 @©.¢" @9
Lg% ¢ ¢) (@9
@’ ¢°) (@ 9" (@0

@’ 9%) (@ ¢) (@~ 9%
Hinh biéu di&n twong duwong:
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2 T

| ®

1l g 288 888 8% e 0
<

Hinh 4.5: Hinh biéu dién E,*(g*, 1)

Mot nhém Abel cé thé dinh nghia dwa trén E,™(a, b) véi diéu kién b#0. Cac luat thuwc
hién v&i phép cong, V a, b €E,"(a, b):

1. P+O=P

2. Néu P = (xp, Yp) thi P + (Xp, Xp + yp) = O. Diém (Xp, Xp + Yp) la diém dbi cla
P, ky hiéu la P.

3. Néu P = (xp, Yp) Va Q = (Xo, Yo) Va P£Q, P£ZQ thiR = P + Q = (Xg, Yr) dwoc

xac dinh bang cac cong thirc sau:
Xg = AT+ A+ X, + X, +a

Y= A(Xp +Xg) + Xz +Yp +a

Trong dé:
P Yo+ Yp
Xg + Xp
4. Néu P = (Xp, Yp) thi R = 2P = (xg, Yr) duoc xac dinh bang cac cong thirc

sau:
Xe = A°+A+a
Yr = X +(A+1)x
Trong do:
A=Xp i
Xp
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3.4.7. Hé ma mat dwa trén cac dwéong cong Elliptic

Phép toan cdng trén duwdng cong Elliptic twong wng véi phép nhan theo modulo
trong hé ma RSA , con phép toan nhan (cong nhiéu lan) trén dwdng cong Ellipti ¢ twong
trng v&i phép lly thira theo modulo trong hé ma RSA . Twong ty nhw bai toan co s& cua
hé ma RSA 1a bai toan phan tich ra dang thira s6 nguyén tb cia mot sb nguyén Ién , cac
hé ma dya trén cac dwong cong Elliptic cling c6 cac bai toan co sé la mét bai toan kho
giai, goi la bai toan Logarithm trén dwdng cong Elliptic:

Xét phwong trinh Q = kP trong d6 P, Q € Ep(a, b) va k < p. Viéc tinh Q néu biét P va
k 1& mot bai toan dé (thwe hién theo cac cong thirc). Nhwng viéc xac dinh k véi gia tri P, Q
cho trude lai 1a bai toan kho.

Chung ta xem xét vi du (Certicom Website www.certicom.com): E»3(9, 17) dwoc xac
dinh b&i phwong trinh y? mod 23 = (x3 + 9x + 17) mod 23.

V&iQ = (4, 5) vaP = (16, 5) thi k thda man Q = kP s& bang bao nhiéu ? Phwong
phap don gidn nhat la nhan P 1én nhiéu lan cho t&i khi bang Q:

P = (16, 5), 2P = (20, 20), 3P = P = (16, 5); 2P = (20, 20); 3P = (14, 14); 4P = (19,
20); 5P = (13, 10); 6P = (7, 3); 7P = (8, 7); 8P (12, 17); 9P = (4, 5).

Nhw vay k = 9. Trén thwc t& cac hé ma s& dam bao gia tri k 13 da Ién dé phuong
phap vét can nhw trén la khéng thé thwc hién dwoc.

3.4.8. Phwong phap trao déi khoéa Diffie-Hellman dwa trén cac dwong cong Elliptic

Ban dau ngu i ta chon mot sé nguyén 16n q , ¢6 thé la mot sé nguyén td p hay cé
dang 2™ twong &ng v&i cac phwong trinh biéu dién va cac thamséa , b. Viéc lwa chon
nay cho ching ta tap hop E 4(a, b). Tiép theo chon mot diém G = (x4, Y1) € Ep(a, b) c6 bac
n rat Ién, bac n cda diém G 1a sb nguyén nhé nhét théa man nG = O. Ey(a, b) va G la céc
tham sb cong khai cho hé ma mat dwa trén  dwong cong Elliptic twong (rng véi cac tham
sOp, a, b.

Phwong phap trao déi khoa gitra hai ngudi dung A va B co thé thyc hién nhw sau:

1. A chon mét sb nguy&n n nhd hon n. B4 chinh Ia khoa riéng ctiia A. Sau do
sinh khda céng khai P, = na x G, khéa nay la mét diém trén Eq(a, b).

2. Twong tw B cling chon mét khoéa riéng ng va tinh khda cdng khai Pg.

3. A sinh mét khoa bi mat K = na x Pg. B sinh khoa bi mat K = ng x Pa.

Dé& dang kiém chirng cac khoa bi mat ciia Ava B tinh dwoc déu bang nhau: na x Pg
=naX(Ng X G) =ng X (Na X G) = ng X Pa.

Hinh minh hoa cac budc:
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Global Public Elements

E a, b) elliptic curve with parameters a. b, and g. where g is a prime
or an integer of the form 2™

G point on elliptic curve whose order is large value n

User A Key Generation
Select private ny ny<n

Calculate public £, Pi=mXG

User B Key Generation

Select private np Hy < H

Calculate public Py Pg=nyX G

Calculation of Secret Key by User A

K =nyX Py

Calculation of Secret Key by User B

K =nyX Py

Hinh 4.6: Phuwong phap trao ddi khoa Diffie-Hellman dwa trén ECC

Dé tan cong phwong phap trao dbi khda trén , ké tAn cong can phai tinh dwoc gia tri
k v&i cac gia tri cong khai la G va kG, va day chinh |a bai toan Logarithm trén dwdng cong
Elliptic, mét bai toan khé.

Vidu: p = 211, E»;(0, 4) twong (rng véi phwong trinh biéu dién y 2 = x* + 4, ta chon
G = (2, 2). Do 240G = O nénn = 240. Achon khéariénglan , = 121, khoa cdng khai
twong rng cia Asé la P, = 121(2, 2) = (115, 48). Khoéa riéng ctia B la ng = 203 nén khoa
cong khaicuaBlaP g = 203(2, 2) = (130, 203). Khéa bi mat (chiasé) giraAvaB la
121(130, 203) = 203(115, 48) = (161, 69).

3.4.9. Thuat toan ma hoéa va giai ma

C6 nhiéu cach ma hda /gidi ma da dwoc nghién clu v&i cac hé ma trén cac dwong
cong Elliptic, & day ching ta s& xem xét cach don gian nhat. Thuat toan ma hoa ban dau
sé thwc hién phép bién dbi tién xir ly tlr input Ia moét ban ré m thanh dang moét diém P .
Diém P,, s& dwoc ma hoa thanh ban ma va sau d6 gidi ma . Thuc chét viéc tién x& ly nay
khéng don gian vi khéng phai tat ca cac toa dd cé dang  (x, y) déu thudc E s(a, b). Co
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nhiéu cach khac nhau cho viéc tién xt& ly nay , chang ta khéng ban ky t&i ching & day
nhwng thyc té 14 co mot vai cach dé hiéu dé thyc hién viéc do.

Gidng nhw ddi véi hé trao ddi khoa , ching ta cadn mot diém G va mot nhém Elliptic
Eq(a, b) lam tham s6 . M&i nguoi dung A lwa chon mot khdéa rieng n 4 va sinh mét khoa
cong khai P =na X G.

D& ma ho a mét thong diép P, dé givi t&i cho B , A s& chon mét s6 nguyén dwong
ngau nhién k va sinh ban ma C,, gdm mot cap diém:

Chuy 1a & day A st dung khéa céng khai ctia B . Dé giai ma ban ma , B s& nhan
diém thir nhét véi khoa bi mat cta B va lay két qua nhan dwoc trir di diém thir hai:
Pm + kPgng(kG) = Py, + k(nsG) ng(kG) = Py,

A da che di gia tri ciia P ., bang cach cdng kP vao P,,. Chi cé duy nhét A biét gia tri
k, nén tham chi biét kh éa cong khai P g, khong ai co thé loai bd mat na kP 5 dé timra P,
Tuy nhién gia tri cta C ,, cling gbm mét dau méi dé B (nguwoi duy nhét gitr khéa riéng n g)
c6 thé dwa vao dau méi dé6 ma tim ra P,

Vidu: p = 751, Ep(1, 188) twong trng véi phwong trinhy 2 = x* + x + 188, G = (0,
376). Gia str A mudn glri mét thoéng diép twong ng véi Py, = (562, 201) va A lya chon k =
386, khda cong khai cua B la Pg = (201, 5). Chung ta cé 386(0, 376) = (676, 558) va (562,
201) + 386(201, 5) = (385, 328). Ban ma sé& la C,, = {(676, 558), (385, 328)}.

3.4.10. Bd an toan cua cac hé ma mat dwa trén cac dwong cong Elliptic

Do an toan cua cac hé ma ECC phu thudc vao viéc xac dinh dwoc gia tri clia k dwa
trén cac gia tri kP va P. Bai toan nay dwoc goi la bai toan Logarithm trén cac dwong cong
Elliptic. Thuat toan nhanh nhat dé giai bai toan nay |a thuat toan cia Pollard . Bang sau
cho chung ta sy so sanh twong quan gitra cac hé ma:

Symmetric Scheme  ECC-Based Scheme RSA/DSA (modulus

(key size in bits) (size of nin bits) size in bits)
56 112 512
80 160 1024
112 224 2048
128 256 3072
92 384 7680
256 512 15360

Ngudn: Certicom

Bang 4.3: Bang so sanh cac hé ma ECC v&i hé ma RSA
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C6 thé thay la so v&i RSA , cac hé ma ECC ¢ wu thé hon vé dd dai khéa sir dung
d&c biét 14 khi ching ta s& dung cac khoa cé dd dai nhé thi ECC con cé wu thé vé tbc do
(s6 phép tinh) xt ly trong ma héa va giai ma.
4. Bai tap
Bai tap 4.1: Cho N = 1517. Hay tinh 13'*** mod N.
Bai tap 4.2: Trong hé mda RSA c6 N =p * q = 103 * (2 — 1) thi c6 thé si dung tdi da la
bao nhiéu gia tri ciia e dé& lam khéa ma héa, giai thich.
Bai tap 4.3: Trong hé ma RSA c6 N = p*q = 103 * 113 sé c6 bao nhiéu trwdng hop 16 ban
ro.
Bai tap 4.4: Trong hé chi ky dién t& ElGamma c6 p = 2** — 1 khi ky l1én mét van ban cé
thé str dung téi da bao nhiéu gia tri k, giai thich.
Bai tap 4.5: Cho hé ma ElGamma cé p = 31, a= 11 va x = 6. D& ma hdéa M = 18 ngudi ta
chon k = 7. Hay thwc hién tinh toan va dwa ra ban ma két qua.
Bai tap 4.6: Cho hé RSA c6 n = 1363, biét phi(n) = 1288 hay ma héa ban rd M = 2007.
Bai tap 4.7: Twong tw Cau 1 v&i n = 215629 va phi(n) = 214684 hay gidai ma ban ma M =
2007.
Bai tap 4.8: Gia slr c6 4 td chirc st dung 4 hé ma RSA dé truyén thong véi nhau. Goi Ny,
N5, N3, N4 1an lwot 1a cac tham sb twong ¢ing ma ho st dung va (N, N) =1 Vizjvai,je
Zs/{0}. Ca bdn hé RSA nay déu c6 sé mii 1ap ma la e = 3. Mét thong diép m sau khi ma
héa bang 4 hé ma trén nhan dwoc 4 ban ma twong rng la C,, C,, Cs, C,. Hay tim m.
Bai tap 4.9: Cho hé ma Knapsack c6 A ={11, 15, 30, 60}, M= 150 vau = 77.

a) Hay tim khéa cong khai Kp, va khéa bi mat Ks ctia hé ma trén.

b) D& ma hda cac théng diép viét bang tiéng Anh nguwdi ta dung mét ham chuyén
dbi tr cac ky tw thanh cac xau nhj phéan nhw sau:

Ky tw | Xau bit | Ky tw | Xau bit | Ky ty | Xau bit | Ky ty | Xau bit
A 00000 | H 00111 | O 01110 |V 10101

B 00001 |1 01000 | P 01111 | W 10110

C 00010 |J 01001 | Q 10000 | X 10111

D 00011 | K 01010 | R 10001 |Y 11000

E 00100 |L 01011 | S 10010 |z 11001

F 00101 | M 01100 | T 10011

G 00110 | N 01101 | U 10100

Khi d6 vi du xau ABCD sé dwoc chuyén thanh 00000 00001 00010 00011 va cat
thanh cac xau cé do dai 4 dé thuc hién ma hoa. Két qua thu dwoc ban ma la mot day cac
sb6 e Zy. Hay thwc hién ma hoéa xau P = “ANTI".

c) Gia st ban ma thu dwoc la C = <120, 105, 105, 0, 60, 75, 30, 22, 22, 30>. Hay
thwe hién gidi ma ban ma trén dé thu dwoc théng diép ban dau.

Bai tap 4.10: Cho hé ma Knapsack cé A ={7, 13, 31, 53}, M =173 va u = 97.

a) Hay tim khoa céng khai Kp, va khda bi mat Ks cia hé ma trén.
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