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TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin co thé dugc phép
dung nguyén ban hoic trich ding cho cac muc dich vé dao tao va tham khao.

Moi muc dich khac mang tinh 1éch lac hoac sir dung véi muc dich kinh doanh
thiéu lanh manh s& bi nghiém cam



LOI GIOI THIEU

Trong nhitng ndm qua, day nghé da c6 nhirng budc tién vuot bac ca vé sb luong va
chat lugng, nham thyuc hién nhiém vu dao tao ngudn nhan luc ky thuat truc tiép dap
rng nhu cau x& hoi. Cung véi su phat trién cua khoa hoc cdng nghé trén thé gidi, linh
vuc Cong nghé théng tin ndi chung va nganh Quan tri mang ¢ Viét Nam ndi riéng da

c6 nhirng budc phét trién dang ké.

Chuong trinh day nghé Quan tri mang da duoc xay dung trén co s& phan tich
nghé, phan ky ning nghé dugc két ciu theo cac md dun mon hoc. Dé tao diéu kién
thuan loi cho cac co sé day nghé trong qué trinh thuc hién, viéc bién soan giéo trinh

theo cac mo dun dao tao nghé la cap thiét hién nay.

M6n hoc 23: An toan mang 12 mén hoc dao tao chuyén mén nghé dugc bién soan
theo hinh thuc tich hop ly thuyét va thuc hanh. Trong qué trinh thuc hién, nhoém bién
soan da tham khao nhiéu tai liéu An toan mang trong va ngoai nudc, két hop véi kinh

nghiém trong thuc té.

Mac dau c6 rat nhiéu c6 gang, nhung khong tranh khoi nhiing khiém khuyét, rat

mong nhan dugc sy dong gop v kién cua doc gia dé giao trinh duoc hoan thién hon.

Xin chan thanh cam on

...... ,ngay ... thang ... nam 202...
Tham gia bién soan
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GIAO TRINH MON HOQC

Tén mon hoc: An toan théng tin
M& mon hoc: MH23

Thoi gian thwe hién mdn hoc: 65 gio; (LY thuyét: 25 gid; Thuc hanh: 38 gio; Kiém
tra 2 gio)

l. Vi tri, tinh chat ciia mon hoc:

- Vi tri: Mén hoc dugc bé tri giang day sau khi dd hoc xong mén Mang may tinh.
- Tinh chat: Man hoc nay thuéc nhom cac mén chuyén mon bét budc.

I1. Muc tiéu caa mon hoc:

- Kién thirc:

> Trinh bay duogc cac nguy co mat an toan; mot s ki thuat bao vé hé
thong may tinh, hé thong mang.

> Hiéu duogc cac nguyén ly an toan thong tin.

> Trinh bay duogc cac thanh phan khac nhau trong mé hinh bao mat.
- Ky nang:

» (6 kha nang trién khai hé thong bao vé dong bo.

> (6 kha ning phat hién sy ¢6 mat an toan may tinh va khac phuc su ¢
don gian.

-Vé nang lyc tu chu va trach nhiém:
Nghiém tdc khi nghién ctu

I11. Noi dung mon hoc.

1. N§i dung tong quat va phan bo thai gian

Thue
] hanh, thi ]
e Ton Ly nghiém, | Kiém
STT Noi dung ség Thuzrét gthﬁ.o Tra
ludn, bai
tap

1 | Chuong 1: Cac khai niém co ban 8 8 0 0
2 | Chuong 2: Céc ky thudt bdo vé thong tin | 26 9 16 1
3 | Chuong 3: Trién khai hé thong bao vé 31 8 22 1
Tong cong 65 25 38 2

Noi dung cua mon hoc/mo dun:




CHUONG 1: TONG QUAN VE AN TOAN VA BAO MAT THONG TIN
Ma chwong: MH 23-01
Gioi thiéu:

Bao mat 1a mot trong nhiing linh vyre ma hién nay gioi cong nghé thong tin kha
quan tam. Mot khi Internet ra doi va phat trién, nhu ciu trao doi thong tin tré nén can
thiét. Muc tiéu cta viéc nbi mang 13 1am cho moi ngudi c6 thé sit dung chung tai
nguyén tir nhimg vi tri dia ly khac nhau. Cung chinh vi vay ma cac tai nguyén cting rat
dé dang bi phan tan, din dén mot diéu hién nhién 1a chung s& bi xdm pham, gay mat
mat dir liéu cting nhu cac thong tin ¢6 gia tri. Cang giao thiép rong thi cang dé bi tan
cong, d6 1a mdt quy luat. Tur do, van dé bao vé thong tin cling dong thoi xuat hién, bao
mat ra doi.

T4t nhién, muc tiéu cta bao mat khong chi nam g61 gon trong linh vuc bao vé¢

thong tin ma con nhiéu pham tru khac nhu kiém duyét web, bao mat internet, bao mat
http, bao mat trén cac h¢ thong thanh toan di¢n tir va giao dich truc tuyén....

Moi nguy co trén mang déu 13 méi nguy hiém tiém tang. Tir mot 16 hong bao
mat nho cua h¢ thong, nhung néu biét khai thac va lgi dung voi tang suat cao va ky
thuat hack di€u luyén thi cling c6 thé tr¢ thanh tai hoa.

Theo théng ké cua to chic bao mat ndi tiéng CERT (Computer Emegancy
Response Team) thi s6 vu tin cong ngdy cang tang. Cu thé nam 1989 c6 khoan 200 vy,
dén nam 1991 c6 400 vu, dén ndm 1994 thi con s6 nay tang 1én dén muc 1330 vy, va
s€ con tang manh trong thoi gian to1.

Nhu vdy, sé vu tin cong ngay cang ting 1én véi mirc d6 chong mat. Pidu nay
ciing dé hiéu, vi mot thuc thé ludn ton tai hai mat déi 1ap nhau. Sy phat trién manh mé
ctia cong nghé thong tin va ky thuat s& 1am cho nan tin cong, an cap, pha hoai trén
internet bung phat manh mé.

Internet 13 mot noi cuc ky hon loan. Moi théng tin ma ban thuc hién truyén dan
déu co thé bi xam pham, tham chi 1a cong khai. Ban c6 thé hinh dung internet 1a mot
phong hop, nhing gi dugc trao d6i trong phong hop déu duoc nguoi khac nghe thiy.
Véi internet thi nhitng ngudi nay khong thdy mit nhau, va viéc nghe thiy thong tin
nay c6 thé hop phap hoic 1a khong hop phap.

Tom lai, internet 1a mot noi mat an toan. Ma khong chi 1a internet cac loai mang khac,
nhu mang LAN, dén mot hé théng may tinh cling co thé bi xam pham. Tham chi,
mang dién thoai, mang di dong ciing khong nam ngoai cudc. Vi thé ching ta néi rang,
pham vi ciia bao mat rat 16n, ndi khéng con goéi gon trong mot may tinh mot co quan
ma 14 toan cau.
Muc tiéu:

- Trinh bay dugc céc hinh thirc tan cong vao hé théng mang;

- Xéc dinh duoc cac thanh phan caa mét hé thong bao mat;

- Thuyec hién cac thao tac an toan vai may tinh.



Noi dung chinh:

1. Cac khai niém chung

Muyc tiéu:

- M6 ta duwrge cdce doi twong tdang cong hé théng mang ;
- Xdc dinh dwoc cac 16 hong bao mat.

1.1. Poi twong tan cong mang (Intruder)

La nhirng ca nhan hoic cac td chire sir dung céc kién thirc vé mang va cac cong
cu pha hoai (phan mém hoic phan cing) dé do tim cac diém yéu, 16 hong bao mat trén
hé thong, thuc hién cac hoat dong xam nhap va chiém doat tai nguy&n mang trai phép.

Mot sé ddi tuong tan cong mang Ia:

- Hacker: La nhitng ké xam nhap vao mang trai phép bang cach sir dung cac cong cu
pha mat khau hodc khai thac cac diém yéu cua cac thanh phan truy nhap trén hé thong.

- Masquerader: La nhiing ké gia mao thdng tin trén mang. Mot sé hinh thic gia mao
nhu gia mao dia chi IP, tén mién, dinh danh ngudi ding ...

- Eavesdropping: La nhiing ddi tugng nghe trom thong tin trén mang, st dung céc
cong cu sniffer; sau d6 dung cac cong cu phan tich va debug dé lay dugc céc thdng tin
c6 gia tri. Nhitng ddi twong tin cdng mang c6 thé nham nhiéu muc dich khac nhau:
nhu dn cip nhirng théng tin c6 gia tri vé kinh té, pha hoai hé théng mang c6 chu dinh,
hodc ciing c¢6 thé chi 1 nhitng hanh dong vo y thirc, thir nghiém cac chuong trinh
khdng kiém tra can than ...

1.2. Cac 16 hong bao mat

Cac 15 hong bao mat 1a nhirng diém yéu kém trén hé thdng hoic an chira trong
mét dich vu ma dya vao d6 ké tin cdng c6 thé xam nhép trai phép dé thuc hién céac
hanh dong pha hoai hoac chiém doat tai nguyén bat hop phép.

Nguyén nhan gay ra nhitng 16 hong bao mat 1a khac nhau: c6 thé do 15i ctia ban
than hé thong, hoac phan mém cung cap, hodc do ngudi quan tri yéu kém khong hiéu
sau sac cac dich vu cung cap ...

Mtic d6 anh huéng cua cac 16 hong 1a khac nhau. C6 nhiing 16 hong chi anh
huong téi chat lugng dich vy cung cap, ¢6 nhitng 16 hong anh hugng nghiém trong téi
toan bo hé théng ...

2. Nhu ciu bio vé thong tin
Muc tiéu:
- Trinh bay dwoC C4C Nhu cdu can bao vé trén hé thang mang
2.1. Nguyén nhan
Tai nguyén dau tién ma chung ta ndi dén chinh 1a dit ligu. D6i voi dir liéu,
chung ta can quan tdm nhitng yéu to sau:



2.2 Bao vé¢ dir liéu

Nhitng thong tin luu trit trén hé théng may tinh can duoc bao vé do cac yéu cau
Sau:

- Bao mét: nhitng thong tin c6 gia tri vé kinh t€, quan su, chinh sach vv... can dugc
bao v¢ va khong 10 thong tin ra bén ngoai.

- Tinh toan ven: Thong tin khong bi mAt mat hodc stra doi, danh tréo.
- Tinh kip thoi: Yéu cau truy nhap thong tin vao dung thoi diém can thiét.

Trong cac yéu cau ndy, thong thuong yéu cau vé bao mat duoc coi 1a yéu cau sb 1 ddi
voi thong tin luu trir trén mang. Tuy nhién, ngay ca khi nhimg thong tin nay khong
dugc gitr bi mat, thi nhiimg yéu cau vé tinh toan ven clng rat quan trong. Khong mot
c4 nhan, mot to chirc nio _lang phi tai nguyén vat chat va thoi gian dé luu trir nhimng
thong tin ma khong biét vé tinh diing dan cta nhiing thong tin do.

2.3. Bao v¢ tai nguyén sir dung trén mang

Trén thyc té, trong cac cudc tan cong trén Internet, ké tan cong, sau khi da lam
chu duoc hé théng bén trong, co thé str dung cac may nay dé phuc vu cho muc dich
ciia minh nhu chay cac chuong trinh do mat khau ngudi st dung, sir dung cac lién két
mang san c6 dé tiép tuc tAn cong cac hé thong khac.

2.4. Bao bé danh tiéng ciia co’ quan

Mot phan 16n cac cudc tin cong khong duge thong bao rong rdi, va mot trong
nhitng nguyén nhén 1a noi lo bi mat uy tin ciia co quan, dac biét 1a cac cong ty 16n va
cac co quan quan trong trong b0 may nha nudc. Trong trudng hop nguoi quan tri hé
thong chi dugc biét dén sau khi chinh h¢ thong ctia minh dugc dung lam ban dap dé
tan cong cac hé thong khac, thi ton that vé uy tin 1a rat 16n va co6 thé dé lai hau qua lau
dai.

Bai tap thuc hanh cia hoc vién
Cau 1: Trinh bay cac ddi tuong ting cong hé thong mang

Cau 2: P6i v6i dir liéu, ching ta can quan tdm nhiing yéu to nao?



CHUONG 2: MA HOA THONG TIN
Ma chwong: MH23-02

Muc tiéu:

- Liét ké va phan biét dugc cac kiéu ma hoa dit liéu;

- Ap dung dugc viéc ma hoa va giai ma véi mot sé6 phuong phap co ban;

- M0 ta vé ha ting ung dung khéa cong khai:

- Thuyec hién cac thao tac an toan vai may tinh.
1. Co ban vé mi hoa (Cryptography)
Muc tiéu:
- Trinh bay dwoc nhu cau sir dung ma hoa;
- M0 ta dwoc qua trinh ma hoa va giai ma.
Nhirng diéu cin ban vé njé hgé 7

Khi bat dau tim hiéu vé ma hoa, ching ta thuong dat ra nhitng cau hoéi chang

han nhu 1a: Tai sao can phai st dung ma hoé ? Tai sao lai c6 quéa nhiéu thuat todn ma
hoa ?...

1.1. Tai sao can phai stt dung ma hoa

Thuat toan Cryptography dé cap toi nghanh khoa hoc nghién ciru vé ma hoa va
giai ma thong tin. Cuy thé hon 1a nghién citu cac cach thirc chuyén doi thdng tin tir dang
ré (clear text) sang dang mo (cipher text) va nguoc lai. Pay 1a mot phuwong phap hd tro
rat tot cho trong viéc chdng lai nhitng truy cap bat hop phéap téi dit liéu duoc truyén di
trén mang, 4p dung méa hod sé& khién cho noi dung thong tin duoc truyén di dudi dang
mo va khdng thé doc duoc dbi voi bat ky ai ¢o tinh muén lay thong tin do.

1.2. Nhu ciu sir dung ky thuit ma hos

Khoéng phai ai hay bat ky (g dung nao ciing phai sir dung ma hoa. Nhu cau vé
str dung ma hoa xuat hién khi cac bén tham gia trao doi théng tin mudn bao vé céc tai
liéu quan trong hay giri chung di mét cach an toan. Céc tai liéu quan trong c6 thé 1a: tai
ligu quén sy, tai chinh, kinh doanh hoac don gian la mét thong tin nao d6 mang tinh
riéng tu.

Nhu chiing ta da biét, Internet hinh thanh va phat trién tir yéu cau cua chinh phu
M3 nhiam phuc vu cho muc dich quan sy. Khi chang ta tham gia trao d6i théng tin, thi
Internet 14 mdi truong khong an toan, day rai ro va nguy hiém, khong c6 gi dam bao
rang thong tin ma chdng ta truyén di khong bi doc trom trén duong truyén. Do d6, ma
hoa dugc 4p dung nhu mét bién phap nham gilp ching ta tu bao vé chinh minh ciing
nhu nhirng théng tin ma chung ta gai di. Bén canh @6, ma hoa con ¢6 nhitng tng dung
khac nhu 1a bao dam tinh toan ven cua dix liéu.

Tai sao lai c6 quéa nhiéu thuat todn ma hoa

Theo mot s6 tai liéu thi trude ddy tinh an toan, bi mat caa mot thuat toan phu
thudc vao phuong thirc 1am viéc cua thuat toan d6. Néu nhu tinh an toan caa mot thuat
toan chi dua vao su bi mat cua thuét toan do thi thuét toan d6 1a mot thuat toan han ché

S)



(Restricted Algrorithm). Restricted Algrorithm c6 tam quan trong trong lich sir nhung
khdng con phu hop trong thoi dai ngay nay. Gio day, né khong con dugc moi ngudi st
dung do mat han ché caa n6: méi khi mot user roi khoi mot nhdm thi toan bé nhém do
phai chuyén sang sir dung thuat toan khéac hoic néu ngudi d6 ngudi trong nhoém do tiét
16 thdng tin vé thuat toan hay c6 ké phét hién ra tinh bi mat cua thuét toan thi coi nhu
thuat toan d6 da bi pha vd, tit ca nhitng user con lai trong nhém budc phai thay doi lai
thuat todn dan dén mat thoi gian va cong stc.

Hé théng ma hoa hién nay da giai quyét van dé trén thdng qua khoa (Key) la
mot yéu t6 co lién quan nhung tach roi ra khoi thuat toan ma hod. Do céc thuat toan
hau nhu dugc cong khai cho nén tinh an toan ciia ma hoa gio day phu thudc vao khoa.
Khoé nay c6 thé 1a bat ki mot gid tri chir hoic s nao. Pham vi khéng gian cac gia tri
cd thé co cua khoa dugc goi 1a Keyspace . Hai qua trinh ma hoa va giai ma déu dung
dén khoa. Hién nay, nguoi ta phan loai thuat toan dya trén sé luong va dac tinh cua
khoa duogc st dung.

No6i dén ma hoa tirc 1a noi dén viéc che dau thong tin bang cach st dung thuat
toan. Che dau ¢ day khong phai 1a lam cho thong tin bién mat ma Ia cach thuc chuyén
tur dang t6 sang dang mo. Mot thuat toan la mét tap hop caa cac cau Iénh ma theo do
chuong trinh s& biét phai 1am thé nao dé xao tron hay phuc hoi lai dir liéu. Chang han
mét thuat toan rat don gian ma hod thong diép can giri di nhu sau:

Budc 1: Thay thé toan bo chir cai “e” thanh s6 “3”
Budc 2: Thay thé toan bo chir cai “a” thanh s6 “4”
Budc 3: Bao nguoc thong di¢p

Trén day 1a mot vi du rat don gian mé phong cach lam viéc cia mot thuat toan ma hoa.
Sau day la cac thuat nglr co ban nhat gidp chung ta nam dugc cac khai niém:

@ CipherText ﬁ PlainText

!
e y c"?‘"ji N
\«‘nﬁ l\‘m‘nv

Encryption Decryption

PlainText

Receiver

Hinh1: Minh hoa qué trinh ma héa va giai ma
Sender/Receiver: Nguoi giri/Nguoi nhan di li¢u
- Plaintext (Cleartext): Thong tin trudc khi duoc ma hoa. Pay 1a dir liéu ban dau o
dang ro
- Ciphertext: Thoéng tin, di liéu da dugc mé hoa ¢ dang mo
- Key: Thanh phan quan trong trong viéc ma hod va giai ma
- CryptoGraphic Algorithm: La céc thuat toan dugc sir dung trong viéc méd hoa hoac
giai mé& thong tin
- CryptoSystem: Hé théng ma hoa bao gom thuat todn ma hoa, khoa, Plaintext,
Ciphertext



Ki hiéu chung: P 14 thong tin ban dau, trudc khi ma hoa. E() 1a thuat toan ma hoa. D()
la thuat toan giai ma. C la thong tin ma hod. K la khoa.

1.3. Qua trinh ma hoa va giai ma nhw sau:

- Qua trinh mi hoa dugc md ta bang cong thuc: EK(P)=C

- Qua trinh giai ma duoc md ta bing céng thirc: DK(C)=P

Bén canh viéc 1am thé nao dé che dau noi dung théng tin thi ma hoé phai dam bao céc
muc tiéu sau:

a. Confidentiality (Tinh bi mat): Pam bao di liéu dugc truyén di mot cach an toan va
khdng thé bi 16 thdng tin néu nhu ¢6 ai d6 ¢b tinh muén c6 duoc ndi dung cua dix lidu
g6c ban dau. Chi nhitng ngudi duoc phép méi ¢6 kha ning doc dugc ndi dung thdng
tin ban dau.

b. Authentication (Tinh xac thuc): Gilp cho ngudi nhan dir liéu xac dinh dwgc chic
chan dit liéu ma ho nhan l1a dit liéu gbc ban dau. Ké gia mao khdng thé c6 kha ning dé
gia dang mot nguoi khac hay ndi cach khac khdng thé mao danh dé gui di lidu. Nguoi
nhan c6 kha nang kiém tra nguon goc thong tin ma ho nhan duoc.
c. Integrity (Tinh toan ven): Gitip cho ngudi nhan dir liéu kiém tra dugc rang dir liéu
khong bi thay d6i trong qua trinh truyén di. Ké gia mao khong thé ¢ kha ning thay
thé dir liéu ban dau bang dit liéu gia mao

d. Non-repudation (Tinh khong thé chdi bo): Ngudi gui hay nguoi nhan khong thé
chéi bo sau khi da giri hoac nhan théng tin.

2. D) an toan cua thuat toan
Muyc tiéu:
- Trinh bay dwoc cac thugdt todn ma hoa

Nguyén tic dau tién trong ma hoa 1a “Thuat toan ndo ciing c6 thé bi pha v&™.
Cac thuat toan khéac nhau cung cap mutc do an toan khac nhau, phu thudc vao do phuc
tap dé pha v& chdng. Tai mot thoi diém, do an toan caa mot thuat toan phy thuoc:
- Néu chi phi hay phi ton can thiét @& pha vd mot thuat toan 16n hon gié tri caa thong
tin di ma hodéa thuat toan thi thuat todn do tam thoi dugc coi la an toan.
- Néu thoi gian can thiét dung dé pha v& mot thuat toan 1a qua 1au thi thuat toan d6 tam
thoi duoc coi la an toan.
- Néu luong dir liéu can thiét dé pha v& mot thuat toan qua lon so vé6i luong dir liéu da
dugc ma hoa thi thuat toan dé tam thoi duoc coi la an toan

Tu tam thoi ¢ day c6 nghia 1a @6 an toan cua thuat toan do chi dting trong mot
thoi diém nhat dinh nao do, ludn ludn cé kha ning cho phép nhitng ngudi pha ma tim
ra cach dé pha v& thuat toan. Diéu nay chi phu thudc vao thoi gian, céng sac, 1ong
dam mé ciing nhu tinh kién tri bén bi. Cang ngay téc do xur Iy cia CPU cang cao, toc
do tinh toan ciia may tinh ngay cang nhanh, cho nén khong ai dam khang dinh chic
chan mot diéu rang thuat toAn ma minh xay dyng sé an toan mai mai. Trong linh vuc
mang may tinh va truyén thong ludn ludn ton tai hai phe d6i 1ap véi nhau nhimg nguoi
chuyén di tin cong, khai thac 15 hong caa hé thdng va nhitng nguoi chuyén phong tha,
xay dung cac qui trinh bao vé hé thng. Cudc chién giita hai bén ching khac gi mot
cudc choi trén ban co, timg bude di, nude budc sé quyét dinh sé phan cua mdi bén.
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Trong cudc chién nay, ai gioi hon s& danh duoc phan thing. Trong thé gigi ma hoa
cling vay, tat ca phu thuoc vao trinh do va thoi gian...s€ khéng ai c6 thé noi trudc
duogc diéu gi. Do 1a diém tha vi cda tro choi.

3. Phan loai cac thuat toan ma hoa

C6 rat nhiéu cac thuat toan ma hoa khac nhau. Tir nhitng thuat toan duoc cong
khai dé moi nguoi cung st dung va ap dung nhu 1a mot chuan chung cho viéc ma hoa
dit liéu; dén nhitng thuat toan ma hoa khong duoc cong bd. Co thé phan loai céc thuat
toan ma hoa nhu sau:

Phéan loai theo cac phuong phap:

- M4 hoé ¢b dién (Classical cryptography)

- M hoa déi xung (Symetric cryptography)

- M4 hoé bt d6i xing(Asymetric cryptography)

- Ham bam (Hash function)

Phan loai theo s6 lwong khoa:

- Ma hoa khoa bi mat (Private-key Cryptography)

- M& hoa khoa cong khai (Public-key Cryptography)

3.1. Ma ho4 ¢ dién:

Xuat hién trong lich str, cac phuong phap nay khong ding khoa. Thuat toan don
gian va dé hiéu. Nhitng tir chinh cac phwong phap mi hoa nay da gitp ching ta tiép
Can Voi c&c thuat toan ma hoa dbi xing dugc sir dung ngay nay. Trong ma hoa co dién
c6 02 phuong phap ndi bat dé la:

- M4 ho4 thay thé (Substitution Cipher):

La phuong phap ma tung Ki tu (hay ting nhom ki tu) trong ban rd (Plaintext)
duogc thay thé bang mot ki tu (hay mot nhom ki tu) khac dé tao ra ban mo (Ciphertext).
Bén nhan chi can dao ngugc trinh tu thay thé trén Ciphertext dé c6 duoc Plaintext ban
dau.

Cac hé mat mi co dién- Hé ma héa thay thé(Substitution Cipher)
Chon mot hoan vi p: Z26 - Z26 lam khoa.

VD:

Ma hoa

ep(a)=X
AlB|lc|D|]E|F|]Ge|H]|]I]|J]|K]|L|M
dl vl rlylv]olh|le|z|[x]w]p]|!t
nlol|lplgl|lr|s|t]lu]lv]w]|x]|]y]|?Z
s| F|lL|R|]C|I[VIM|U|E]|K|J '

Giai ma:



dp(A)=d

Bang r0 “nguyenthanhnhut”
Ma héa “SOUDHSMGXSGSGUM”

- Ma hod hoan vi (Transposition Cipher):

Bén canh phuong phap mi hoa thay thé thi trong ma hoa co dién c6 mot
phuong phap khac nita ciing noi tiéng khong kém, d6 chinh 1a ma hod hoan vi. Néu
nhu trong phuong phap ma hoa thay thé, cac ki ty trong Plaintext duoc thay thé hoan
toan bang cé4c ki ty trong Ciphertext, thi trong phuong phap mi hod hoan vi, cac ki tu
trong Plaintext van duoc gitr nguyén, ching chi duoc sip xép lai vi tri dé tao ra
Ciphertext. Tuc 1a cac ki tu trong Plaintext hoan toan khdng bi thay doi bang ki tu
khéc.

Ma hoan vi - Permutation Cipher
Chuyén d6i vi tri ban than cac chit cai trong van ban gdc tirng khdi m chir céi.
M4 hoé:
en(x1, ..., xm) = (xn(1l), ..., xTm)).
Giai ma:
dn(yl, ..., ym) = (yn’(1l), ..., yn’(m)).
Trong do, n: Z26 226 la mot hoan vi, n” :=n-1 la nghich dao cua .

Hoan vi
X 112|3|4]|5]|6
(%) 351116412
X 112|3|4]|5]|6

“shesellsseashellsbytheseashore™.

shesel | Isseas | hellsb | ythese | ashore

EESLSH | SALSES | LSHBLE | HSYEET | HRAEOS
“EESLSHSALSESLSHBLEHSYEETHRAEOS”.



3.2. M ho4 déi xirng:

O phan trén, chung ta d3 tim hiéu vé ma hoa cd dién, trong d6 c6 néi rang ma
hod ¢ dién khong dung khoa. Nhung trén thuc néu ching ta phan tich mot cach tong
quat, chiing ta s& thay duoc nhu sau:

- M4 hoé c6 dién c6 sir dung khoa. Bang chung 1a trong phuong phap Ceaser
Cipher thi khoa chinh 1a phép dich ky tw, ma cu thé 1a phép dich 3 ky tw. Trong
phuong phap ma hod hoan vi thi khéa nim & sb hang hay sé c¢6t ma ching ta qui dinh.
Khoa nay c6 thé dugc thay doi tuy theo muc dich mi hoa cua ching ta, nhung n6 phai
nam trong mot pham vi cho phép nao do.

- Dé dung dugc ma hoé cb dién thi bén ma hoa va bén giai ma phai thong nhat
vé6i nhau vé co ché ma hoa ciing nhu giai ma. Néu nhu khong c6 cong viéc nay thi hai
bén s& khong thé 1am viéc duoc véi nhau.

M3 hoa d6i xting con c6 mét sb tén goi khac nhu Secret Key Cryptography (hay
Private Key Cryptography), st dung cung mot khoa cho ca hai qua trinh ma hoa va
giai ma.

Qua trinh thuc hién nhu sau:

Trong hé thong ma hod ddi ximg, trudc khi truyén dit liéu, 2 bén giri va nhan
phai thoa thuan vé khoé ding chung cho qua trinh ma hoé va giai ma. Sau do, bén giri
s& ma hoa ban rd (Plaintext) bang cach st dung khoa bi mat nay va gui thong diép da
mé& hoa cho bén nhan. Bén nhan sau khi nhan dugc thong diép da ma hoa s€ st dung
chinh khoa bi mat ma hai bén thoa thuan dé giai ma va lay lai ban rd (Plaintext).

S 0§
‘ Plaintext q Ciphertext >' Plaintext ‘

Sender Encrypt Decrypt Recipient

Same key is used to encrypt
and decrypt message
7/

Shared Secret Key
Hinh 2: M4 hoa d6i xtng
Hinh v& trén chinh la quéa trinh tién hanh trao doi thong tin gitta bén giri va bén
nhan théng qua viéc st dung phuong phap ma hoa dbi xang. Trong qué trinh nay, thi
thanh phan quan trong nhat can phai duoc giit bi mat chinh la khod. Viéc trao doi, thoa
thuan vé thuat toan duoc sir dung trong viéc ma hoa co thé tién hanh mot cach cong
khai, nhung budc thoa thuan vé khod trong viéc ma hoé va giai ma phai tién hanh bi
mat. Ching ta c6 thé thdy rang thuét toan ma hoa ddi xang s& rat cd loi khi duoc ap
dung trong cac co quan hay to chic don 16. Nhung néu can phai trao d6i thdng tin véi
mot bén thir ba thi viéc dam bao tinh bi mat cia kho phai duoc dit 1én hang dau.
M3 hoé ddi xung c6 thé dugc phan thanh 02 loai:
- Loai thir nhat tac dong trén ban rd theo tirng nhém bits. Ting nhém bits nay duoc
goi voi mot cai tén khac 1a khdi (Block) va thuat toan dugc &p dung goi 1a Block
Cipher. Theo d6, tirng khdi dit liéu trong vin ban ban dau duoc thay thé bang mot
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khi dix liéu khac c6 cung do dai. Boi véi cac thuat toan ngay nay thi kich thudc chung
cua mot Block la 64 bits.

- Loai thwr hai tac dong 1én ban rd theo tirng bit mot. Cac thuat toan ap dung duoc goi
la Stream Cipher. Theo @6, dir liéu cua vin ban dugc ma hoa tirng bit mot. Cac thuat
toan ma hoa dong nay c6 toc do nhanh hon cac thuat todn ma hoa khéi va néd thuong
dugc 4p dung khi lwong ditr lieu cin md hoda chua biét trude.
Mot sb thuat toan ndi tiéng trong ma hoa ddi xang 1a: DES, Triple DES(3DES), RC4,
AES...

+ DES: viét tat cua Data Encryption Standard. Véi DES, ban rd (Plaintext) duoc ma
hod theo ting khéi 64 bits va sir dung mot khoa 1a 64 bits, nhung thuc té thi chi c6 56
bits 1a thuc sy duoc dung dé tao khod, 8 bits con lai dung dé kiém tra tinh chén, lé.
DES la mét thuat toan duoc sir dung rong réi nhat trén thé gisi. Hién tai DES khéng
con dugc danh gia cao do kich thuéc cua khoa qué nho 56 bits, va dé dang bi pha va.

+ Triple DES (3DES): 3DES cai thién d6 manh caa DES bang viéc st dung mot qué
trinh ma hod va giai ma sir dung 3 khoa. Khdi 64-bits ciia ban rd dau tién s& dugc ma
hoa str dung khoa thir nhat. Sau d6, dit liéu bi ma hoa dugc giai ma bang viéc sir dung
mot khoa thir hai. Cudi cling, sir dung khoa tht ba va két qua caa qua trinh ma hoa trén
dé ma hoa.

C = EK3(DK2(EK1(P)))

P = DK1(EK2(DK3(C)))

+ AES: Viét tat cia Advanced Encryption Standard, dugc sir dung dé thay thé cho
DES. N6 hd tro do dai cua khoa tir 128 bits cho dén 256 bits.
3.3. M4 ho4 bat déi xirng:

Hay con duoc goi vai mot cai tén khéac Ia mé hoé khoa céng khai (Public Key

Cryptography), noé dugc thiét ké sao cho khoa sir dung trong qué trinh ma hoa khac
biét vai khoa duoc sir dung trong qué trinh giai ma. Hon thé nira, khoa st dung trong
qua trinh giai ma khong thé duogc tinh toan hay luin ra duoc tir khoa duoc dung dé ma
hod va nguoc lai, tac 13 hai khoa nay c6 quan hé véi nhau vé mit toan hoc nhung
khong thé suy dién duoc ra nhau. Thuat toan nay duoc goi 1a ma hoa cong khai vi khoé
ding cho viéc ma hoa dugc cong khai cho tat ca moi nguoi. Mot nguoi bat ky cé thé
dung khoa nay dé ma hoa dit liéu nhung chi duy nhit ngudi ma cé khoé giai ma twong
tng maéi ¢6 thé doc duoc dit liéu ma théi. Do d6 trong thuat toan nay c6 2 loai khoa:
Khoa dé ma hoa duoc goi 1a Public Key, khod dé giai ma duoc goi 1a Private Key.
M3 hoa khoa cong khai ra doi dé giai quyét van dé vé quan Iy va phan phéi khoa cua
céc phuong phap ma hoa d6i xang. Hinh minh hoa & trén cho ching ta thay duoc qua
trinh truyén tin an toan dya vao hé thong ma hoa khoa coéng khai. Qua trinh truyén va
st dung ma hoa khoa cong khai dugc thuc hién nhu sau:
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Q.

a Q »
Plaintext U Ciphertext - Plaintext

Encrypt

Decrypt

!

Different keys are used to
encrypt and decrypt message

|

)

Recipient’'s Recipient’s
Public Private
Key Key

Recipient

Hinh 3: ma hoa bat dbi xing
- Bén gui yeu cau cung cap hoic tu tim khoa cong khai ciia bén nhan trén mot server
chiu trach nhiém quan ly khoa.
- Sau d6 hai bén théng nhat thuat toan ding dé ma hoa dit liéu, bén giri sir dung khoé
cong khai ciia bén nhan cing véi thuat toan da théng nhat dé ma hoa thong tin duoc
gui di.
- Khi nhan duoc thong tin dd ma hod, bén nhan sir dung khoa bi mat cua minh dé giai
m& va ly ra thong tin ban dau.

Vay la vai su ra doi cua Ma hoa cong khai thi khoa dugc quan ly mot cach linh
hoat va hiéu qua hon. Nguoi st dung chi can bao vé Private key. Tuy nhién nhuoc
diém cua M4 hoa khoa cong khai nam ¢ téc do thuc hién, né cham hon rat nhiéu so
v6i mid hoa ddi xang. Do d6, ngudi ta thuong két hop hai hé théng ma hoa khoa ddi
xang va cong khai lai véi nhau va dugc goi la Hybrid Cryptosystems. Mot s6 thuat
toon mA hod cong khai noi  tiéng:  Diffle-Hellman, RSA,...
3.4. Hé théng mé hoa khoa lai (Hybrid Cryptosystems):

Trén thuc té hé théng ma hod khod cong khai chwa thé thay thé hé thdng ma hoa
khoé bi mat duoc, no it dugc st dung dé ma hoa dir liéu ma thuong dung dé ma hoé
khod. Hé théng ma hoa khoa lai ra doi 1a sy két hop gitra téc do va tinh an toan cua hai
hé thdng ma hoé ¢ trén. Dudi day 12 m6 hinh cua hé théng ma hoa lai:

RS

=
% o ' .|
l. r\ D i
=5

= |
Frocehiers Public Ky "ﬁg ’;ﬁ -:,‘4/'

o
oy
I\-\-"-\_':

Hinh 4: M& hoa cong khai
Nhin vao mé hinh ching ta cé thé hinh dung duoc hoat dong cua hé théng ma
hod nay nhu sau:
- Bén guri tao ra mot khoa bi mat dung dé ma hoa dit liéu. Khoa nay con dwoc goi la
Session Key.
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- Sau d6, Session Key nay lai dwoc ma hoé bang khoa cong khai ciia bén nhan dix liéu.
- Tiép theo dix liéu ma ho4 cing vé6i Session Key dd ma hoa duoc gui di toi bén nhan.
- Luc nay bén nhan dung khoa riéng dé giai mi Session Key va c6 duoc Session Key
ban dau.
- Dung Session Key sau khi giai ma dé giai ma dix liéu.
Nhu vay, hé théng ma hod khoa lai dd tan dung tét dugc cac diém manh cua hai hé
théng ma hoé ¢ trén d6 1a: tdc do va tinh an toan. Piéu nay s& 1am han ché bét kha
nang gial m& cua tin tac.
* Mt sé &ng dung cia ma hod trong Security

Mot s6 ung dung ciia ma hoa trong doi sdng hang ngay noéi chung va trong linh
vuc bao mat ndi riéng.
bo la:
- Securing Email - Bao mat h¢ théng mail
- Authentication System — Hé thdng xéc thuc
- Secure E-commerce — Bao mat trong thuong mai di¢n tu
- Virtual Private Network — Mang riéng ao

- Wireless Encryption — M hda hé théng Wireless
Bai tap thuc hanh ciaa hoc vién
Cau 1: Tai sao can phai sir dung ma hoé théng tin?
Céu 2: Trinh bay phuong phap ma hoa co dién
Cau 3: Trinh bay phuong phap ma hoa dbi xing

Bai 1:

Thuc hién véi hé mé hoa thay thé(Substitution Cipher) ma hoa va giai ma véi bang ro
sau:

*“ khoacongnghethongtin”

“sinhviencongnghethongtin”

Bai 2:

Thuc hién vai hé M& hoa hoan vi (Permutation Cipher) mé hoa va giai ma vai bang
rd sau:

*“ khoacongnghethongtin”

“sinhviencongnghethongtin”
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CHUONG 3: NAT ( Network Address Translation)
Ma chwong: MH23-03

Muc tiéu:

Trinh bay dugc qué trinh NAT cia mot hé théng mang;
Trinh bay dugc NAT tinh va NAT dong;
Thiét 1ap cau hinh NAT trén Windows server;

Thuc hién cac thao tac an toan véi hé théng mang.

1. Giéi thiéu:
Muc tiéu:
- Trinh bay dwoc qué trinh NAT cia mgt hé thong mang;
- Trinh bay dwoc NAT tinh va NAT dong.

Luc dau, khi NAT dugc phat minh ra n6 chi dé giai quyét cho van dé thiéu IP.
Vao luc a ay khong ai nghi rang NAT c6 nhiéu hitu ich va c6 1& nhiéu ung dung trong
nhing van dé khac cia NAT van chua duoc tim thay.

Trong ngit canh d6 nhiéu nguoi di ¢d gang tim hiéu vai trd ctia NAT va loi ich
cua nd trong twong lai. Khi ma IPv6 duoc hién thuc thi no khong chi giai quyét cho
van dé thiéu IP. Qua nhleu cudc thr nghiém ho da chi ra rang viéc chuyen hoan toan
qua IPv6 thi khong c6 van dé gi va mau le nhung dé giai quyét nhimg van dé lién qua
giita IPv6 va IPv4 1a kho khin. Boi vay c6 kha ning IPv4 sé& 13 giao thirc chil yéu cho
Internet va Intranet ... lau dai hon nhiing gi ho mong muén.

Trudc khi giai thich vai tro cua NAT ngay nay va trong tuong lai, nhitng nguoi
nay muén chi ra sy khac nhau ve pham vi ciia NAT dugc su dung vao ngay do. Su giai
thich s& dua ra mot cai nhin tong quan va ho khong khuyén rang lam thé nao va nén
dung loai NAT nao. Sau day chi 1a gidi thiéu va phan loai cic NAT phan chi tiét s&
duoc thao luan va dé cap trong chuong sau khi hién thuc NAT la mét layd out.

Phan trinh bay dwoc chia lam 2 phan :

- Phan dau dugc dit tén 1a CLASSIC NAT né 1a cac ky thuat NAT vao nhiing thoi ky
so khai (dau nhirmg nam 90) duoc trinh bay chi tiét trong RFC 1931. Ung dung cta né
chu yéu giagi quyét cho bai toan thleu [P trén  Internet.
- Phan hai trinh bay nhiing k¥ thuat NAT duoc tim ra gan day va ung dung trong nhiéu
muc dich khac.

2. Cac ky thuat NAT co dién:

N6i vé NAT chiing ta phai biét rang c6 2 cach 14 tinh va dong. Trong truong
hop dau thi sy phan chia IP 1a 1 rang con truong hop sau thi nguge lai. Vi NAT tinh
thi mot IP nguon ludn duoc chuyén thanh chi mot IP dich ma théi trong bat ky thoi
gian ndo. Trong khi d6 NAT dong thi IP nay la thay dbi trong cac thdi gian va trong
cac két ndi khac nhau.

Trong phan nay ching ta dinh nghia :
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m: sO IP can duge chuyén doi (IP ngudn)

n: s6 IP sin c6 cho viéc chuyén doi (IP NATSs hay goi 1a IP dich)
2.1. NAT tinh

Yéucdum,n>=1;m=n (m,n la sb tur nhién)

Véi co ché IP tinh chiing ta c6 thé chuyén ddi cing mét sb luong cac IP ngudn
va dich. Truong hop dic biét 1a khi ca 2 chi chira duy nhat mét IP vi du netmask 2
255.255.255.255. Céch thtrc hién thuc NAT tinh thi dé dang vi toan b co ché dich dia
chi dugc thyc hién bd1 mdt cong thire don gian:

Dia chi dich = Dla chi mang méi OR ( dia chl ngu(‘)n AND ( NOT netmask))
Khong c6 thong tin vé trang thai két nbi. N6 chi can tim céc IP dich thich hop la du.
Céc két ndi tir bén ngoai hé théng vao bén trong hé thong thi chi khac nhau vé IP vi
thé co ché NAT tinh thi hdu nhu hoan toan trong sudt.

Vi du mot rule cho NAT tinh:

Dich toan bd IP trong mang 138.201.148.0 dén mang co6 dia chi 1a 94.64.15.0,
netmask 1a 255.255.255.0 cho ca hai mang.

Duéi ddy 1a mo ta viée dich tir dia chi co IP 1a 138.201.148.27 dén 94.64.15.27,
cac cai khac tuong tu.

10001010.11001001.10010100.00011011 ( host 138.201.148.0) AND
00000000.00000000.00000000.11111111 ( reverse netmask)
01011110.01000000.00001111 ( new net: 94.64.15.0)
01011110.01000000.00001111.00011011 ( dia chi méi )

2.2. NAT dong
Yéucaum>=1vam>=n

NAT dong dugc st dung khi sb IP ng~u6n khong béng s6 IP dich. S6 host chia
s€ noi chung bi gidi han boi so IP dich c6 san. NAT dong phirc tap hon NAT tinh vi
thé chiing phai luu gitr lai thong tin két ndi va tham chi tim thong tin ctia TCP trong
packet.

Nhu d3 dé cap ¢ trén NAT dong ciing co thé str dung nhu mot NAT tinh khi m
= n. M6t s6 ngudi dung n6 thay cho NAT tinh vi muc dich bao mat. Nhiing ké tir bén
ngoai khong thé tim dugc IP nao két ndi voi host chi dinh vi tai thoi diém tiép theo
host nay c6 thé nhan mot IP hoan toan khac. Trong trudng hop dac bi¢t tham chi co
nhiéu dia chi dich hon dia chi ngudn (m< n)
Nhiing két néi tir bén ngoai thi chi ¢ thé khi nhiing host nay van con nim gitt mot IP
trong bang NAT dong. Noi ma NAT router luu giit nhitng théng tin vé IP bén trong
(IP ngudn) duoc lién két vai NAT-IP(IP dich).

Cho mét vi du trong mot session ciia FPT non-passive. Noi ma server ¢6 giang
thiét 1ap mot kénh truyén dix liéu, vi thé khi server c¢6 gang giri mot IP packet dén FTP
client thi phai c6 mot entry cho client trong bang NAT. N6 van phai con lién két mot
IP client v&i ciing mot NAT-IPs khi client bat dau mot kénh truyén control trir khi FTP
session rdi sau mot thoi gian timeout. Giao thire FTP ¢6 2 co ché 1a passive va non-
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