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TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin co thé
dugc phép dung nguyén ban hodc trich dung cho cac muc dich vé dao tao va
tham khao.

Moi muc dich khac mang tinh 1€ch lac hodc sir dung v&i muc dich kinh
doanh thiéu lanh manh s& bi nghiém cam.



LOI NOI DAU

Nhing nam qua nganh cong ngh¢ thong tin khong ngung phat trién soi

dong va manh mé, dem lai nhiéu loi ich to 16n, rat ngan khoang cach giita moi
ngudi. Chiéc may vi tinh da nang, tién loi va hiéu qua ma ching ta dang dung,
gid day di tro nén chat hep va bat tién so voi cac may vi tinh ndi mang voi
nhau.
Tir khi xudt hién mang may tinh, tinh hiéu qua tién loi ciia mang da lam thay
d6i phuong thtrc khai thac may tinh c6 dién. Mang va cong nghé vé mang mac
du ra doi cach déy khong lau nhung n6 da duoc trién khai tmg dung trén réat
nhiéu linh vuc cta cudc séng.

Trong xu the do, Khoa CNTT truong CDN KTCN ciing da xay dung va
ngay cang cung cb mang riéng ciia minh phuc vu truc tiép cho nhu cau khai thac
thong tin, lién lac phuc vu cho cong tac hoc tdp va lam viéc. Chinh vi vay
nhitng kién thirc vé vién thong tin hoc ndi chung va vé mang noi riéng s& trd
thanh kién thirc ph6 thong khong thé thiéu duoc cho nhitng nguoi khai thac may
tinh. Trong nganh nghé, viéc lap dat va khai thac mang may tinh trong vong
may nam tré lai day ngay cang gia tang. Pong thoi cung voi viée khai thac cac
thong tin trén mang, yéu cau vé viéc quan tri mang nham khai thac mang hiéu
qua va an toan dang ngay cang tro nén can thiét va cap bach.

_Trong khuon kho mot gio trinh, toi khong thé dé cap duoc toan bo cac
van dé ké trén. Tuy nhom tac gia da co nhiéu cd ging khi bién soan, nhung gido
trinh khong tranh khoi nhimg khiém khuyét. Rit mong nhan duoc sy gop ¥ cua
ban doc.
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GIAO TRINH MO PUN: TRIEN KHAI HE THONG MANG

Ma mo dun: MD 27

Thoi gian thue hién mé dun: 90 gid (Ly thuyét: 18 gid; thuc hanh, thi nghiém,

thao ludn, bai tap: 58 gi0; kiém tra: 4 gio)
I.VI TRI, TINH CHAT CUA MO DUN:

Vi tri: M6 dun duoc bd tri sau khi sinh vién hoc xong mén, md dun: Mang
may tinh, Quan tri mang 1.
Tinh chat: La m6 dun chuyén nghanh bat budc.

. MUC TIEU MO PUN:

Co kha nang tinh chinh va gidm sat mang Windows Server;

Trién khai duoc dich vu Routing and Remote Access (RRAS);

Co kha nang phat hién va khoi phuc Server bi hong;

C6 kha nang cai dat va quan ly may tinh tir xa thong qua RAS;

Xay dung dugc mot mang riéng a0 VPN;

Trinh bay dugc cac tinh ndng va nhiitng nét dac trung ctia ISA Server;

Cai dat va cu hinh dugc ISA Server trén windows Server;

Thuc hién dugc cac Rule theo yéu cau;

Cai dat va cau hinh dugc cac chinh sich mic dinh cua Firewall, thuc hién
chinh xac thao tac sao luu cAu hinh mic dinh cta Firewall;

Trinh bay duoc cac co ché sao luu, phuc hoi toan bd may ISA Server ;

Thuc hién dugce thao tac xuét, nhap cac chinh sach cua Firewall ra thanh file;
Hiéu duogc cac loai ISA Server Client dong thoi cai dit va cAu hinh dung qui
trinh cho timg loai ISA Server Clien va nhitng tinh ning riéng trén mdi loai.
B6 tri 1am viéc khoa hoc dam bao an toan cho nguoi va phuong tién hoc tap.

III. NOI DUNG MO PUN:
1. Nji dung tong qudt va phin phoi thoi gian :
Thoi gian (gi0)
Thuc
38 w hanh, thi 7
T Tén cac bai trong mo dun Toéng L)’/, nghiém, | Kiém
sO thuyeét thao tra
luan, bai
tap
1 | Dich vu Windows terminal services 10 3 7

1. Tai sao phai dung Terminal services

2. M6 hinh xtr 1y cua Terminal Services

3. Yéu cau ddi véi Server ctia may khach
4. Cai dat, g& bo cac phan mém ho trg cho
Terminal service

5. Tao cac may khach Terminal service

6. Diéu chinh cac thiét dinh ciia tai khoan
két ndi

7. Cap phép st dung Terminal services

8. Quan ly cac phién lam viéc cua




S
TT

Tén céac bai trong mo6 dun

Thoi gian (gi0)

Ly
thuyét

Thuc
hanh, thi
nghi¢m,

thao
luan, bai

tap

Kiém
tra

Terminal services

Tinh chinh va gidam sat mang Windows
server

1. Toéng quan vé cung cu tinh chinh

2. Quan sat cac dudng biéu dién hiu ning
bang System Monitor

3. Giai quyét truc tric bang Event Viewer
4. Str dung Task Manager

Khoi phuc server khi bi hong

1. Cac bién phap phong ngtra

2. Cac phuong phap sao luu dy phong

3. Tim va quan tri Pan phan cing bang
cong cu System Information

4. Giai quyét cac truc tric trong qua trinh
khéi dong

Cai dat va quan ly remote access services
( RAS) trong Windows server

1. Nhitng trng dung thuong gdp ciia RAS
2. Dy tri va nhiing luu ¥ vé thong luong
dudng truyén

3. Céc yéu ciu vé phan cimg dé thyc hién
RAS

4. Tiép nhén cac cude goi tir nguoi dung &
Xa

5. Két ndi mot mang VPN

Group Policy Object

1. Gi6i thiéu Group policy

2. Tao va to chuc cic ddi twong trong
Group policy

3. Thiét 1ap cac chinh sach trén Domain
Controller

4. Str dung GPO dé trién khai Ms office
Gi6i thiéu vé ISA Server

1. Binh nghia Firewall

2. Phan loai Firewall

3. Churc nang cua Firewall

4. Cac kién trac Firewall co ban

5. Gigi thiéu vé ISA server

6. Cac mo hinh Firewall co ban va phtrc
tap

7. So Do hoat dong cua ISA

10

10

10

7




Thoi gian (gi0)

Thuc
38 q hanh, thi 7
T Tén cac bai trong moé dun Tong Ly | nghiém, | Kiém
sO thuyét thao tra
luan, bai
tap
7 | Cai bat va ciu hinh st dung cac Rule 13 3 10
trong ISA
1. Cai dat ISA
2. Tao rule cho Admin di ra ngoai Internet
str dung tit ca cac giao thirc
3. Céu hinh cho céac clien ra Internet chi
st dung giao thuc HTTP , HTTPS
4. Cau hinh DNS phan giai tén
8 | Dich vu Virtual Private Network 8 3 4 1
1. Gi6i thi¢u vé VPN
2. M6 hinh VPN Client to Site dung giao
thirc PPTP
3. M6 hinh VPN Client to Site dung giao
thirc L2TP/IPSec
4. M6 hinh VPN Client to Site dung
chuong trinh No-IP
6. M0 hinh VPN Site to Site
9 | Publishing 13 3 9 1
1. Cai Pat hé thong Mail Mdaemon va giri
mail qua lai
2. Publishing Mail
3. C4u hinh Loc mail
4. Publishing Web
5. Publishing FTP
6. Publishing Terminal Services
10 | Monitor ISA Server 7 2 5
1. Trinh bay céc tab trong Monitor
2. Phat hién cac dot tan cong gtri mail cho
admin
3. Network Templates
4. Backup va Restore
Cong 90 30 56 4




Bai mé dau: GIOI THIEU TONG QUAN

Ma bai: MP 27.00
Muc tiéu:

- Ké tén duoc cac dich vu mang.

- V& va giai thich duoc so do giao thic TCP/IP

- Hiéu dugc vé IP V4
1.Gidi thi¢u
Muc tiéu:

- Ké tén dwoc cdc dich vu mang.

- Vé va gidi thich dwoc so dé giao thirc TCP/IP
1.1.Tong quan vé cac dich vu mang
Céc dich vu mang phé bién nhét 1a:

- Dich vu tép tin.

- Dich vy in an.

- Dich vu thong di€p.

- Dich vu thu muc.

- Dich vu tmg dung.

- Dich vu co so dir liéu.

- Dich vu Web.

1.1.1. Dich vu tap tin (Files Services)

Dich vy tép tin cho phép cdc may tinh chia sé cac tap tin, thao tac trén céac
tap tin chia sé nay nhu: luu
trit, tim kiém, di chuyén...

Truyén tap tin: khong c6 mang, cac kha ning truyén tai tap tin giita cac
may tinh bi han ché. Vi du nhu ching ta mudn sao chép mot tap tin tir may
tinh cuc bo ¢ Viét Nam sang mdt may tinh server dat tai Phap thi ching ta
dung dich vu FTP dé sao chép. Dich vu nay rat phé bién va don gian.

Luu trir tap tin: phén 16n cac dit liéu quan trong trén mang déu duoc luu
trit  tap trung theo nhiéu cach khac nhau:

Luu trr tryc tuyén (online storage): dir liéu dugc luu trir trén dia cing
nén truy xuat dé dang, nhanh chong, bat ké thoi gian. Nhung phuong phap nay
c6 mot khuyét diém 1a ching khong thé thao roi dé trao doi hodc luu trit tach
r0i, ddng thoi chi phi luu trit mét MB dir liéu twong dbi cao.

Luu trit ngoai tuyén (offline storage): thuong ap dung cho dir liéu
it khi can truy xuat (luu trit, backup). Céc thiét bi pho bién dung cho phuong
phap nay la bang tur, dia quang.

Luu trir can tuyén (near- line storage): phuong phap nay giup ta khac
phuc duoc tinh trang truy xuit cham cta phuong phap luu trir ngoai tuyén
nhung chi phi lai khong cao d6 1a ching ta dung thiét bi Jukebox dé tdong
quan ly cac bang tur va dia quang.

Di tra dir liéu (data migration) 1a cong ngh¢ tu dong doi cac dr licu it
dung tir kho Iwu trit truc tuyén sang kho Iuu trir cdn tuyén hay ngoai tuyén. Noi
cach khac day 1a qua trinh chuyén cac tap tin tir dang luu trit ndy sang dang luu
trir khac.



Pong bo hoa viée cap nhat tap tin: dich vy nay theo do1 cac thay d6i khéc
nhau 1én cung mot tap tin dé dam bao rang tat ca moi ngudi dung déu co ban
sao moi nhat cua tap tin va tap tin khong bi hong.

Sao luu dy phong (backup) 1a qua trinh sao chep va luu trir mot ban
sao dit lieu tir thiét bi luu trir chinh. Khi thiét bi luu trit chinh c6 su ¢ thi
chung ta dung ban sao nay dé phuc hoi dit liéu.

1.1.2. Dich vu in dn (Print Services)

Dich vu in 4n 13 mot tng dung mang diéu khién va quan 1y viéc truy
cap cac may in, may fax mang.

Céc loi ich cua dich vu in 4n:

Giam chi phi cho nhiéu ngudi c¢6 thé chia nhau dung chung céac thiét bi
dat tién nhu may in mau, may v&, mdy in kho gidy 16n.

Tang d6 linh hoat vi cic may tinh co thé dat bat ky noi nao, chir khong
chi dat canh PC cta nguoi dung.

Dung co ché hang doi in dé 4n dinh muc d6 wu tién ndi dung nao duogc in
trude, noi dung nao dugc in sau.

1.1.3. Dich vu thong diép (Message Services)

La dich vu cho phép goi/nhan cac thu dién t& (e-mail). Cong
nghé thu dién tir ndy ré tién, nhanh chong, phong phu cho phép dinh kém
nhiéu loai file khac nhau nhu: phim anh, &m thanh... Ngoai ra dich vu nay
con cung cp cac tmg dung khac nhu: thu thoai (voice mail), cac tmg dung
nhoém lam viée (workgroup application).

1.1.4. Dich vu thw muc (Directory Services)

Dich vu nay cho phép tich hop moi thong tin vé cac d6i tuong trén mang
thanh mot cdu trac thu muc ding chung nhd d6 ma qua trinh quan 1y va chia sé
tai nguyén tré nén hi¢u qua hon.

1.1.5. Dich vu irng dung (Application Services)

Dich vu ndy cung cdp két qua cho cac chuong trinh & client bang
cach thuc hién cac chuong trinh trén server. Dich vu nady cho phép cac tng
dung huy dong nang luc cuia cdc may tinh chuyén dung khac trén mang.

1.1.6. Dich vu co so dir liéu (Database Services)

Dich vu co s¢ dir liéu thuc hién cac chirc nang sau:

- Bao mat co sé dir lidu.

- Téi wu hoa tién trinh thuc hién céc tac vu co s& dir liéu.

- Phuc vu s6 luong ngudi dung 16n, truy cip nhanh vao céac co sé dit lidu.

- Phan phdi dit liéu qua nhiéu hé phuc vy CSDL.

1.1.7. Dich vu Web

Dich vu nay cho phép tat ca moi nguoi trén mang co thé trao doi cac siéu
van ban voi nhau. Cac siéu ban nay co6 thé chtra hinh anh, &m thanh gitp cac
ngudi ding c6 thé trao d6i nhanh thong tin va song dong hon.

1.2 Kién triic bd giao tric TCP/IP

B giao thirc TCP/IP dugc phan lam 4 tang:

Network access Layer: tuong tmg vé&i tang Physical va Datalink cta
OSl.

Internet Layer: twong img véi ting Network ctia OSI.



Transport Layer: twong tmg voi ting Transport cua OSI.

Application Layer: trong Gng véi 3 ting cao nhat(Session, Presentation,
Application) trong OSI.

C6 nhiéu loai giao thirc c6 trong bd giao thuc truyén théng TCP/IP,
nhung c6 hai giao thirc quan trong nhét duoc 1y dé dat tén cho b giao thirc nay
la TCP(Transmission Control Protocol) va IP(Internet Protocol). Cu thé sé& la:
Céc giao thuc hoat dong o ting Application:

FTP (File transfer Protocol): Giao thirc truyén tép, cho phép nguoi
dung lay hodc gii mot tép tin dén mot may khac.

Telnet: Chuong trinh mo phong thiét bi ddu cudi cho phép ngudi dung
login vao may chu tr mft may khac trén mang.

SMTP (Simple Mail Transfer Protocol): Mot giao thirc dé truyén thu
DNS (Domain Name Service): Dich vu tén mién cho phép nhan ra mot may
tinh tir tén mién cua né thay vi phai danh vao dia chi IP kho nhé. Nhiéu ban
thuong nham DNS 1a Domain Name Server — Sai.

SNMP (Simple Network Management Protocol): Giao thtic cung cap
cac cong cu quan tri mang.

Céc giao thirc hoat dong & tang Transport:

UDP (User Datagram Protocol): Giao thiic truyén khong tin cdy nhung
wu diém cua né 1a nhanh va tiét kiém.

TCP (Transmission Control Protocol): Cung cdp mot phuong thic
truyén tin cay

Céc giao thirc hoat dong & tang Internet:

IP (Internet Protocol): Giao thirc Internet, cung cap cac théng tin dé lam
sao C4c goi tin ¢ thé dén duogc dich.

ARP (Address Resolution Protocol): Giao thic chuyén dija chi IP thanh
dia mang chi vat 1y

ICMP (Internet Control Message Protocol): Mot giao thirc thong bao
161 xay ra trén dudng truyén.

Cic cong nghé thwong giip ¢ ting vat ly: Ethernet, Token Ring, Token
Bus, Fiber.

Cung_ gidng nhu mo hinh tham chiéu OSI, dit liéu tir ting Application di
xudng céac tang dudi, noi ma mdi tang c6 nhung dinh nghia riéng vé dir liéu ma
no su dung, ching thém vao cac header cua riéng minh trude khi chuyén tiép
xudng tang tiép theo, qua trinh nhan dién ra nguoc lai.
2.1P V4
Muc tiéu:

- Trinh bay dwoc dia chi IP va cac [op.
- Hiéu dwoc vé kj thudt VLSM va CIDR.
2.1. Dia chi IP va cac lop
So d6 dia chi hod dé dinh danh céc tram (host) trong lién mang dugc goi
1a dia chi IP. Mdi dia chi IP c6 d6 dai 32 bits (déi voi IP4) duoc tach thanh 4
ving (mdi ving 1 byte), ¢ thé duoc biéu thi dudi dang thap phan, bat phén,
thap luc phan hodc nhi phan. Céch viét pho bién nhat 13 dung ky phap thap phan



c6 ddu cham dé tach giita cac viung. Muc dich cta dia chi IP 1a dé dinh danh duy
nhat cho mot host bat ky trén lién mang.

C6 hai cach cép phat dia chi IP, n6 phu thudc vao cach ta két ndi mang.

Néu mang cua ta két ndi vao mang Internet, dia mang chi dugc xac nhan
boi NIC (Network Information Center). Néu mang cua ta khong két ndi
Internet,  ngudi quan tri mang s& cip phat dia chi IP cho mang nay. Con cac
host ID duoc cip phat boi nguoi quan tri mang.

Khuén dang dia chi IP: mdi host trén mang TCP/IP dugc dinh danh duy
nhat bai mot dia chi ¢ khuon dang <Network Number, Host number>

- Phan dinh danh dia chi mang Network Number.

- Phan dinh danh dia chi cac tram lam viéc trén mang d6 Host Number.

Vi du 128.4.70.9 1a mot dia chi IP

Do t6 chirc va d6 16n cua cac mang con cua lién mang c6 thé khac nhau,
nguoi ta chia cac dia chi IP thanh 5 16p ky hi¢u A,B,C, D, E voi cAu trac duoc
xac dinh trén hinh 2.2.

Céc bit dau tién cua byte dau tién duoc dung dé dinh danh 16p dia chi (0-
16p A; 10 16p B; 110 16p C; 1110 16p D; 11110 16p E).

- Lép A cho phép dinh danh t&i 126 mang (sir dung byte dau tién), voi
t6i da 16 tridu host (3 byte con lai, 24 bits) cho mdi mang. Lop nay duoc ding
cho cdc mang co s6 tram cuc 16n. Tai sao lai c6 126 mang trong khi dung 8
bits? Li do dau tién, 127.x (01111111) dung cho dia chi loopback, thir 2 14 bit
dau tién cua byte dau tién bao gid cling 14 0, 1111111(127). Dang dia chi 16p A
(network number. host.host.host). Néu ding ky phap thap phan cho phép 1 dén

bits 01234 8 18 24 3
Class A [0] prefix | suffix |
Class B [1]o] prefix | suffix |
Class C |1 |1 |[]I prefix suffix |
Class D [1]1]1]o] multicast address |
Class E [1]1]1]1] reserved for future use |

Hinh 0.1. Cach danh dia chi TCP/IP

- L&p B cho phép dinh danh té1 16384 mang

(10111111.11111111.host.host), v6i tdi da 65535 host trén mdi mang.
Dang cta 16p B (network number. Network number.host.host). Néu dung ky
phap thap phan cho phép 128 dén 191 cho vung dau, 1 dén 255 cho cac ving
con lai.

- L6p C cho phép dinh danh téi 2.097.150 mang va tdi da 254 host cho
mdi mang. Lép nay duoc dung cho cidc mang co it tram. Lép C st dung 3 bytes
dau dinh danh dia chi mang (110xxxxx). Dang cta 16p C (network number.
Network number.Network number.host). Néu dung dang ky phap thap phan cho
phép 129 dén 233 cho ving dau va tir 1 dén 255 cho cac vung con lai.



- Lép D dung dé gui IP datagram t6i mot nhém céc host trén mot mang.

Tat ca cac sb 16n hon 233 trong trudong dau 1a thudce 16p D

- Lép E du phong dé dung trong tuong lai

Nhu vay dia chi mang cho 16p: A: tir 1 dén 126 cho ving dau tién, 127
dung

cho dia chi loopback, B tir 128.1.0.0 dén 191.255.0.0, C tr 192.1.0.0
dén

233.255.255.0

Vi du:
192.1.1.1 dia chi 16p C c¢6 dia chi mang 192.1.1.0, dia chi host 1a 1
200.6.5.4 dia chi 16p C co6 dia chi mang 200.6.5, dia chi mang 1a 4
150.150.5.6 dia chi 16p B c6 dia chi mang 150.150.0.0, dia chi host 14 5.6
9.6.7.8 dia chi 16p A co6 dia chi mang 9.0.0.0, dia chi host 14 6.7.8
128.1.0.1 dia chi 16p B c6 dia chi mang 128.1.0.0, dia chi host 1a 0.1
Subneting
Trong nhiéu trudng hop, mdt mang cé thé dugc chia thanh nhiéu mang
con (subnet), lac d6 c6 thé dua thém cac ving subnetid dé dinh danh céac
mang con. Vung subnetid duoc 1y tir ving hostid, cu thé d6i véi 3 16p A, B, C
nhu sau:

Netid Subnetid hostid Lop A
0 78 1516 2324 31

Netid Subnetid hostid LopB
0 78 1516 2324 2627 31

Netid Stpnetid | hostid | LépC

Hinh 0.2 B6 sung ving subnetid

Vi du:
17.1.1.1 dia chi 16p A c6 dia chi mang 17, dia chi subnet 1, dia chi host 1.1
129.1.1.1 dia chi 16p B c6 dia chi mang 129.1, dia chi subnet 1, dia chi host 1.

2.2. Chia mang con (subnetting). ) )
(14 su ta phai tién hanh dat dia chi IP cho h¢ thong c6 cau tric nhu sau:
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Theo hinh trén, ta bat budc phai ding dén tat ca 1a sau dudng mang
riéng bict dé dat cho hé théng mang cia minh, mic du trong mdi mang chi
dung dén vai dia chi trong téng s 65534 dia chi hop 1€, d6 1a mdt sy phi pham
to 16n. Thay vi vay, khi sir dung k¥ thuét chia mang con, ta chi can sir dung
mot duong mang 150.150.0.0 va chia duong mang nay thanh sdu mang con theo
hinh bén dudi:
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- Heé théng mang c6 6 dudng mang (sau khi chia Subnet)

RS rang khi tién hanh cip phat dia chi cho cac hé théng mang 16n, ngudi
ta phai sir dung ky thudt chia mang con trong tinh hinh dia chi IP ngay cang
khan hiém. Vi du trong hinh trén hoan toan chua phai la chién lugc chia mang
con toi wu. That su nguoi ta con co thé chia mang con nhé hon nira, dén mot
murc do khong bo phi mét dia chi IP nao khac.

Xet ve khia canh ky thuat, chia mang con chinh la viéc muon mot s bit
trong phan host id ban dau dé dat cho cac mang con. Luc nay, cau trac cua dia



chi IP gdm c6 ba phan: network_id, subnet_id va host_id. S bit dung cho phan
subnet_id bao nhi€u la tuy thudc vao chién luoc chia mang con cua nguoi quan
tri, ¢ thé 1a mot con s tron byte (8 bit) hoac mot s bit 1¢ van duogc. Tuy nhién
subnet_id khong thé chiém tron sd bit co trong host id ban dau, cu thé 1a (sb
bit 1am subnet_id) < (sb bit lam host id)-2.

H T4-x X
3l Eubnat Hogt Clagg A
18 18-2 x
NebyoIK Bubnet Host | Class B
L)
Netwark BubnefHost Class C
Hinh 0.5

Hinn 4.6 — Sé luong Subnet thi da droe phép

S6 luong host trong mdi mang con dugc xac dinh bang sb bit trong
phan host_id; 2x —2 1a s6 dia chi hop 1& c6 thé dit cho cac host trong mang
con. Tuong tu, s6 bit trong phan subnet id x4c dinh s6 lugng mang con. Gia st
s6 bit 1a y — 2y — 2 13 86 lwong mang con ¢6 dugc (trudong hop dic biét thi co thé
st dung dugc 2y mang con).

Mot s6 khdi niém méi:

- Pja chi mang con (dia chi duong mang): bao gébm ca phan
network id va subnet id, phan host id chi chira cc bit 0. Theo hinh bén trén
thi ta co cac dia chi mang con sau: 150.150.1.0, 150.150.2.0, ...

- Dia chi broadcast trong mdt mang con: Gilr nguyén cac bit dung lam
dia chi mang con, dong thoi bat tit ca cac bit trong phan host id 1én 1. Vi du
dia chi broadcast ciia mang con 150.150.1.0 1a 150.150.1.255.

- Mat na mang con (subnet mask): giip may tinh x4c dinh dugc dia chi
mang con cua mdt dia chi host. pé xdy dung mat na mang con cho mot hé
théng dia chi, ta bat cac bit trong phan network id va subnet id 1én 1, tat
cac bit trong phén host id thanh 0. Vi du méat na mang con dung cho hé théng
mang trong hinh trén 1a 255.255.255.0.

Van dé dat ra 1a khi xac dinh dugc mot dia chi IP (vi du 172.29.8.230) ta
khong thé biét duoc host nay nam trong mang nao (khong thé biét mang nay
c6 chia mang con hay khong, va néu co chia thi dung bao nhiéu bit dé chia).
Chinh vi vay khi ghi nhan dia chi IP cua mot host, ta cling phai cho biét subnet
mask 13 bao nhiéu (subnet mask c6 thé 1a gia tri thap phan, cling c6 thé 1a
s6 bit ding 1am subnet mask).

+ Vi du dia chi IP ghi theo gid tri thadp phan cua subnet mask la
172.29.8.230/255.255.255.0

+ Hoac dia chi IP ghi theo s6 bit dung lam subnet mask la
172.29.8.230/24.

2.3.K¥y thuat VLSM va CIDR

Muc tiéu:

- Trinh bay dwoc ky thudt VLSM va CIDR.



2.3.1. Ky thudt VLSM

* Khai niém

VLSM (Variable Length Subnet Mask) 1a mot ky thuat cho phép nguoi
quan tri dung nhiéu gié tri subnet mask khac nhau trong cing mot dia chi mang.
Ip dugc chia thanh cac 16p A, B, C dé tién str dung. Tuy nhién theo thoi gian thi
s0 dia chi Ip nay ngay cang can kiét. Chinh vi vy nguoi ta moi dua ra giai phap
chia subnet dé viéc sir dung Ip hiéu qua hon. Chung ta c6 thé tham khao theo
mo hinh bén dudi

Mo hinh chia subnet cho mang l6p A.

V61 mo6 hinh mang trén thi mang 172.16.0.0/16 dugc chia thanh cac sub-
net nho hon, vdi cac sub-net mask /24, /27, /30.

Vi du ta c6 yéu cau thiét ké cho mot hé thong mang nhu sau:

- LAN NewsStar can 300 dia chi IP

- LAN Cisco can 200 dia chi IP

- LAN Server can 4 dia chi IP

- Lién két Serial can 2 dija chi IP

- Pia chi 16p B duoc cap cho 13 172.16.0.0/16

Ta lam nhu sau:

Budc 1: Lap bang nhu sau:

Budc 2:

Chon LAN ¢4 sb luong host 16n nhét: O day chon Lan NewStar v6i 9 bit
lam host => 7 bit lam network. V&1 7 bit 1a network ta co 27128 sub-net nhu
Sau.

O day ta chon subnet 1 ( 172.16.0.0/23) lam dia chi mang cho LAN
NEWSTAR
Buéc 3: Tiép tuc tinh tiép cho LAN Cisco ( 200 host).

Ta thay, dia chi dugc cip dau tién 172.16.0.0/16. Ta di chia dia chi nay
thanh 27=128 subnet, mdi subnet c6 23 bit 13 host. O trén, ta di dung 1 subnet
cho segment 300 host, nhu vy s6 luong subnet chua dung 13 127 (mdi subnet
c6 23 net-bit va 11 host-bit).

Ta sé& chon 1 trong 127 subnet nay dé tinh cho segment 200 host. Vi du,
ta sir dung subnet subnet 2: 172.16.2.0/23

Tuong tu nhu trén, bay gio ta chi quan tim dén subnet 172.16.2.0/23 dé
giai quyét cho segment 200 host (8 bit 13 host).

Buéc 4: Tiép tuc tinh tiép cho LAN Server ( 4 host). Sir dung
172.16.3.0/24

Bwéc 5: Tiép tuc tinh tiép cho Lién két Serial ( 2 host). St dung
172.16.3.8/24

Nhuw vay: Ta da thiét 1ap duoc dia chi cho h¢ théng mang su dung VLSM

2.3.2. Ky thudt CIDR

Classess Interdomain Routing (CIDR) la mét giai phap khac cho tinh
trang thiéu dia chi IP public (bén canh IPv6). CIDR duogc gidi thi¢u tir nam
1993 va trién khai mot nam sau d6. Co ché danh dia chi nay duoc xem la cép
phat hi€u qua hon so vdi cach danh dia chi theo 16p A, B, C, D, E truyén théng,



véi mot co ché it lang phi va linh hoat hon, 1am tang hi¢u qua va tinh m¢ rong
cho IPv4.

CIDR cung cip co ché supernetting, mot cai tién cho viéc thu thap dinh
tuyén (route). Khi mang Internet ngay cang phinh to, cac router doi hoi phai céd
cac bang luu trir khong 16 dé chira tat ca cac thong tin dinh tuyén. Suppernetting
rit ngan va két hop nhiéu thong tin dinh tuyén vao mét entry duy nhat, bang
cach ndy s& gitip 1am giam kich thudc cac bang luu trir ciia router va ting toc
qua trinh tim kiém.

Vi du cho dia chi mang CIDR:

192.168.54.0/23

Nework address 1a 192.168.54.0, prefix 1a /23, do d6 9 bit con lai c6 thé
dugc dung dé danh dia chi host. (Luu ¥ phan prefix khong gidng voi cac Class
chuan).

IANA cép phat nhing block cac dia chi Ipv4 cho cac nha cung cap dich
vu, nhimg nha cung cap nay sau d6 dung CIDR dé cap _phat lai dia chi cho
khach hang theo nhitng chinh sach riéng cta ho. Vi dy, néu ban yéu cau nhiéu
hon 254 dia chi host, ban c¢6 thé dugc gan cho mot dia chi /23 thay vi phung phi
toan bo ca dia chi 16p B, ho tro dén 65,534 host.

Cac mang CIDR con duoc biét nhu 1a mang “slash x”” — x dai dién cho s6
bit trong phan network cta dia chi IP. Chang han 16p C 1a mang slash 24 —
InterNIC 14 t6 chitc quan ly 24 bit dau tién (trong 32 bit cta dia chi Ipv4), va 8
bit con lai co thé duoc dung dé cap phat.

CIDR c6 thé tong hop nhiéu mang phan 16p chuan thanh mot mang lon
hon. Bang cach do, so luong entry trong bang dinh tuyén ctia router giam xubng
va tang s luong host duoc cip phét trong network. Ta dat dugc diéu nay ma
khong can phai dung dén network ID cua 16p 16n hon nhu theo cach phan 16p
thong thuong.

Khi dung CIDR, mdt to chtic s& khong yéu cau dia chi tir mot trung tim
c6 tham quyén, ma s& yéu cau tir ISP. ISP s& danh gia yéu cau cua to chtc va
cap phat vung dia chi tir block dia chi CIDR ctia né. Nhimg CIDR block nay
thuong duge cac RIR (Regional Internet Registry — & chau A 1a APNIC, xem
thém & day) gan cho cac chinh phu, nha cung cip dich vu, doanh nghiép, va cac
t6 chuc.

Vi dy, mot ISP c¢6 block dia chi 192.168.0.0/16. Cong ty A mua mot
block dia chi nhé hon 1a 192.168.0.0/23 tir ISP. Nhu vay nd ¢ thé dung 9 bit
cho dia chi host, trir di dia chi network va dia chi broadcast thi A c6 thé danh
dia chi cho 279-2 = 510 may.

V6i hé théng khong phan 16p nay, ISP chiu trach nhiém quan 1y khong
gian dia chi. Cac router trén Internet luu gitt mot supernet route (con goi la
summary route) dén mang ctia nha cung cap. ISP s& luu giit cac route chi tiét
hon dén cac mang khach hang ciia chinh ISP d6. Phuong phéap nay gitip giam
kich thuéc bang dinh tuyén trén Internet rat hiéu qua.
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Bai 1: Xay dung LAN Router
Ma bai: MP32.01
Muc tiéu:
- Nhan biét dugc cac thanh phan cia LAN Router

Trinh bay duoc cac tng dung ciia Dynamic va Static Routes
Xay dung dugc LAN Rounter
- Xur 1y cac su ¢b thong dung vé Routing.
Ty tin trong thao tac trién khai Routing.
Tinh than twong trg 1an nhau trong hoc tap.

1.Gi6i thiéu vé dinh tuyén.

Muc tiéu:

- Trinh bay dwoc khai niém dinh tuyén.

- Ké tén duwoc cac loai dinh tuyén.

1.1. Khai niém co ban

Pinh tuyén 1a gi ?

La chuce nang cua router gitip xac dinh qua trinh tim duong di cho cac goi
tin tu nguon toi dich thong qua hé thong mang.

Pé dinh tuyén thi router can phai biét cac thong tin sau:

* Pia chi dich

* Cac nguén ma n6 cb thé hoc

* Cac tuyen (routes)

* Tuyén tot nhat (best route)

* Béo tri va kiém tra thong tin dinh tuyén

1.2.C4c loai giao thirc dinh tuyén.

C6 hai loai dinh tuyén 13 : dinh tuyén tinh va dinh tuyén dong

1.2.1.Dinh tuyén tinh — static routing

Pinh tuyén tinh 1a mot qua trinh dinh tuyén sir dung cac tuyén do ngudi
quan tri cau hinh thii cong trén router.

Lénh: ip route

* Dung dé cau hinh static route, ta cdu hinh bang tay cho bang dinh
tuyén.
* Dung & mode global configuration

* CU phép

* Ip route <destination-network> <subnet-mask> <address | interface>

Trong do:

destination-network: 1a dia chi mang can di toi

subnet-mask: subnet mask ctia destination-network

address: dia chi IP ctia cong trén router ma packet s& di ra

interface: cong clia router ma packet sé di ra

Vi du: Céu hinh trén router Cisco A dé hoc mang 172.16.1.0/24

Mo hinh mang c4u hinh static route

RouterA(config)#ip route 172.16.1.0 255.255.255.0 SO

Hoac:
RouterA(config)#ip route 172.16.1.0 255.255.255.0 172.16.2.2



* CU phép khac:

* Ip route <destination-network> <subnet-mask> <nexthop-address>

Trong do:

C1 phap nay thudng dugc sir dung hon ct phap da trinh bay phan trude.

Vi du: Tuong ty nhu mo hinh trén, ta cdu hinh theo ca phap nay trén
router Cisco A nhu sau

Router(config)# ip route 172.16.1.0 255.255.255.0 172.16.2.1

Static route khong c6 hoat dong guri thong tin cap nhat nhu céac giao thic
dinh tuyén dong.

1.2.2.Dinh tuyén djng.

La nhiing tuyén do router hoc duoc tir cac router khac nhd giao thirc dinh
tuyén dong. Mot sb giao thirc dinh tuyén dong nhu RIP, EIGRP, OSPF, IS-IS,
BGP...

2.Gi6i thiéu vé b dinh tuyén.

Muc tiéu:

- Trinh bay dwoc khai niém bo dinh tuyén, cac thanh phd‘n cua dinh
tuyén.

2.1. Khai niém

Router 12 mot thiét bi cho phép gui cac goi dit liéu doc theo mang. Mot R
outer dugc két ndi t6i it nhat 13 hai thong thuong hai mang do 1a LAN,

WAN hoac 1a mot LAN va mang ISP cta no.
Router gdm ¢6 hai loai: Router Ciig va Router Mém

Hinh 1.2: B dinh tuyén
2.2.2. Routing Protocol
Giao thire dinh tuyén (Routing Protocol) la ngdn ngt ma modt router trao
d6i véi router khac dé chia sé thong tin dinh tuyén vé kha niang
dén dugc ciing nhu trang thai cia mang.




