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Chuong 3. MA CONG KHAI VA QUAN LY KHOA
Ma chuwong: MH2/03

Gidi thiéu:

Khoa cong khai ra doi vao dau nh &g n am 1970. Pay 1a budc tién quan
tr ong nhat trong lich st 3000 n m ma hoa. O day nguoi ta sir dung 2 khod: mot
kho4 riéng dé giai md va mot khoa cong khai dé md hoa. Hai khod nay khac
nhau, mi khoa cong khai con duoc goi 1a ma khong d6i xing. Khod cong khai
ra doi hd tro thém dé giai quyét m 6t s6 bai toan an toan, chir khong phai thay
thé khoa riéng. Ca hai khoa cting ton tai, phat trién va bo sung cho nhau.

Muc tiéu bai hoc:

Sau khi hoc xong chwong nay ngwoi hoc co khd ning:
- Hiéu khai niém vé khoa cong khai va chir ky dién tu;
- Hiéu mé hinh khoa cong khai trong hé théng;
- Thiét ké dugc co sé ha ting khoa cong khai;
- Biét cac giai thuat vé chit ky dién tir;
- Biét cach sir dung ham bam
- Chinh x4c, cén than, ti mi, khoa hoc.
3.1 Ma khoa cong khai
M khoda riéng: Ma khoa riéng con duoc goi 1a ma khoa don hay mat.
O day chi dung mot khoa, dung chung ca nguoi nhan va ngudi giri. Khi khoa
nay dugc dung, viéc trao doi thong tin vé kho4 s& duoc théa thuan truoec.
Nguoi ta con goi day 1a ma d6i ximg, vi hai ddi tac ¢6 vai trd nhu nhau.
Do d6 khong bao vé ngudi gui khoi viée ngudi nhan gia mao mau tin va tuyén
b6 12 n6 duoc giri bang ngudi giri. Nghia 14 khi hai nguoi ding ma d6i xing,
thi ho gilr dugc bi mat ndi dung trao doi, nhung ban than mau tin khong mang

thong tin xac thuc dugc nguoi gui.
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3.1.1 Ma khoa cong khai

Kho4 cong khai ra doi vao dau nhitng nim 1970. C6 thé néi day 1a bude

tién quan trong nhat trong lich str 3000 nim ma hoa. O day nguoi ta sir dung 2
khoa: mét khod riéng va mdt khoé cong khai. Hai khoa nay khac nhau, khong
d6i xtmg voi nhau, do d6 mi khoa cong khai, con duoc goi 13 ma khong d6i
xtng. Nguoi ta di tmg dung mot cach thong minh cac két qua cua 1y thuyét sd
vé ham sb.

Kho4 cong khai ra doi hd tro thém dé giai quyét mot sb bai toan an toan,
chtr khong phai thay thé khoa riéng. Ca hai khoa cung ton tai, phat trién va bo
sung cho nhau.

Khoa cong khai/hai khoa/khong d6i ximg bao gom viéce sir dung 2 khoa:
Khoa cong khai, ma moi nguoi déu biét, duogc dung dé ma hoa mau tin
va kiém chimng chir ky.

Khoa riéng, chi nguoi nhan biét, dé giai ma ban tin hodc dé tao chir ky.

La khong dbi ximg vi nhitng ngudi ma hod va kiém chimg chir ky khong

thé giai ma hodc tao chit ky.
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3.1.2 Tai sao lai phdi dung ma khoda cong khai

Nguoi ta mudn giai quyét hai van dé sau vé khoa nay sinh trong thuc té:

o Phén phdi khoa - 1am sao c¢6 thé phan phdi khoa an toan ma khong can
trung tim phan phdi khoa tin cay

o Chit ky dién tr - lam sao c6 thé kiém ching dugc ring mau tin gui dén
nguyén ven tur dung nguoi ding tén guri.

Néu chi dung khoa ddi xtng, thi khéng c6 giai phap cho hai bai toan
trén. Ma khoé cong khai dugc phat minh trudc cong chiing boi hai nha bac hoc
Whitfield Diffie & Martin Hellman & truong Dai hoc Stanford vao nam 1976.

Tuy nhién khai ni¢m ban dau vé nd di dugc biét dén sém hon bai cong
ddng cac nha khoa hoc.

3.1. 3 Cac ddc trung cua khod cong khai
Céc thuat toan khoé cong khai dung 2 khod véi cac dac trung sau:

o Khong c6 kha ning tinh toan dé tim khoa giai ma néu chi biét thuat
toan mi va khod dung dé ma.

o Co thé dé dang ma hoa hodc giai ma mau tin néu biét khoa tuong tng

o Trong mot s6 so dd: mot khoa bat ky trong hai khoa c6 thé dung dé ma,

con khoa kia dung dé giai ma. Chung c6 vai tro doi ngugc nhau.

Source A Destination B

Encryption Eneryption Decryption Decryption| |
Algorithm =] Algorithm | Alzorithm | Algorithm

4 T F F
KU, | KRy,
™

Key Pair

Source
|

Key Pair
Source

Figure 9.4 Public-Key Cryptosystem: Secrecy and Authentication
3.1.4 Ung dung khod céng khai
C6 thé phan loai cac img dung cua khoa cong khai thanh 3 loai khac nhau:

o M4a/giai mi — cung cip bao mat. Pay 1 Gmg dung bao mat truyén théng
gidng nhu ta van thudng dung voi khoa dbi xing.

o Chir ky dién tir - cung cip xac thuc. Mot trong cac tmg dung méi cua
khoa cong khai ma khoa d6i xtng khong thé thuc hién duoc, d6 1a khod cong
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khai c6 du co s& dé xac nhan ngudi gui va co thé 1a mot lya chon dé tao chir ky
dién tur cua nguoi gui.

Mot sb thuat toan ma cong khai phu hop véi moi ing dung, con mot sb
khac chuyén dung cho ung dung cu thé.

3.1.5 Tinh an toan ciia cdc so do khod cong khai

Ciing gidng nhu khod riéng viéc tim kiém vét can luén ludn co thé, tic 1a
khi biét mot trong hai khoa va thuat toan ma hoa vé nguyén tic ta c6 thé do tim
khod thir hai bang cach tinh todn cac gia tri lién quan. Néi chung khéi luong
can tinh toan 13 rat 16n do do phuc tap cua bai toan xac dinh khoa. Néu khoa str
dung 1a rat 16n ¢& hon 512 bit, thi hiu nhu bai toan tim khod tht hai la khong
kha thi, khong thé thuc hién duoc trong thoi gian c6 nghia, cho du ngudn luc
c6 thé rat 16n.

Tinh an toan dya trén sy khac biét du 16n gitra cac bai toan dé 1a ma/ giai
ma khi biét khoa va bai toan khé 13 tham ma khi khong biét khoa tuong ung.
Vi bai toan tham ma ndm trong 16p cac bai toan kho tong quat hon da duoc biét
dén va vé mit 1y thuyét di duoc chimg minh 13 né rat kho c6 thé thyc hién trén
thuc t&. Boi vi no doi hoi st dung sb rat 16n, nén sd phép toan can thyc hién 1a
rat nhiéu. Pay 13 ¥ tuong chinh dé tao nén mot ma cong khai. Ta tim kiém céc
bai toan ma néu biét thong tin mat nao do duoc che dau thi n6 rat dé thuc hién,
con néu khong thi nd thudc 16p bai toan rat kho giai, hiu nhu khong thé giai
trén thuc té.

M3 cong khai thudng cham hon kha nhiéu so v6i mi d6i ximg, nén né
thuong dugc dung ma nhiing thong tin nhé quan trong.

3.2. H¢ mat ma RSA
RSA 1a ma cong khai dugc sang tao boi Rivest, Shamir & Adleman &

MIT (Truong Pai hoc Céng nghé Massachusetts) vao nam 1977. RSA la ma
cong khai duoc biét dén nhiéu nhit va st dung rong rai nhat hién nay. NO dua
trén cic phép toan lily thira trong trudng hiru han cac sé nguyén theo modulo
nguyén t6. Cu thé, md hoa hay giai ma 13 cac phép toan luy thira theo modulo
sb rat 16n. Viéc tham md, tic 14 tim khoa riéng khi biét khoa cong khai, dya

trén bai toan kho 1a phan tich mot sb rt 16n d6 ra thira s6 nguyén t6. Néu
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khong c6 thong tin gi, thi ta phai 1an lugt kiém tra tinh chia hét cua sé d6 cho

tat ca cac so6 nguyén to nho hon cin ctia n6. Day 1a viéc lam khong kha thi.
Ngudi ta chimg minh duoc rang, phép liy thira cdn  O((log n)3) phép

toan, nén c6 thé coi lily thira 1a bai toan d&. Can chu y rang ¢ ddy ta st dung

0**°. Tinh an toan dua vao do kho

cac sb rat 1on khoang 1024 bit, tirc 1a ¢ 1
ctia bai toan phan tich ra thira s6 cac s6 16n.

3.2.1 Khdi tao khoa RSA

MObi ngudi str dung tao mot ciip khoa cong khai — riéng nhu sau:
Chon ngau nhién 2 s6 nguyén t6 16n p va q
Tinh s6 1am modulo cua hé théng:
N=pq
Ta da biet ®N)=(p-1)(g-1)
Va c6 thé dung Dinh 1y Trung Hoa dé giam bét tinh toan
Chon ngiu nhién khoa mi e
Trong d6 1<e< ®N), ged(e,d(N))=1
Giai phuong trinh sau dé tim kho4 giai ma d sao cho
e.d=1 mod ®(N) voi 0<d< O(N)
In khod ma cong khai KU={e,N}
Gitlr khod riéng bi mat KR={d,p,q}
3.2.2 Sir dung RSA
Dé mi hoa mau tin, ngudi gui:
Lay khoa cong khai cia ngudi nhan KU={e,N}
Tinh C=M€ mod N, trong d6 0<M<N
Dé giai md hoa ban m3, ngudi s hitu nhén:
Str dung khoa rieng KR={d,p,q}
Tinh M=Cd mod N
Luu ¥ rang ban tin M <N, do d6 khi can chia khéi ban r5.
Co sé cua RSA
Theo Pinh Iy Ole
a®Mmod N=1 trongdé ged(a,N)=I
Taco N=pq
D(N)=(p-1)(g-1)
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e.d=1 mod ®(N)
e.d=1+k.D(N) d6i véi mot gia tri k nio do.
Suy ra
cd = Meyd = M1tk 2(N) = M1 (MP(N))k
suy ra CdMod N = M1 (1)k modN = M1 modN = M modN
Vidu
Chon cac s6 nguyén té:  p=17 & ¢=11.
Tinh n = pgq, n=17x11=187
Tinh ®(n)=(p—1)(g-1)=16x10=160
Chon e : ged(e,160)=1; Lay e=7
Xac dinh d: de=1 mod 160 va d<160
Gié tri can tim a d=23, vi 23x7=161= 10x160+1
In khod cong khar KU={7,187}
Gilr khoa riéng bi mat KR={23,17,11}
Vidu 4p dung ma RSA trén nhu sau:
Cho mau tin M = 88 (viy 88<187)
Mi C=887mod187=11
Gidimd M= 1123 mod 187 =88
Co6 thé dung dinh 1y phan du Trung Hoa dé giai ma cho nhanh nhu sau:
Tinh 1123 mod 11 =0
Tinh 11%mod 17 = (-6)* mod 17 = (-6)'°
(-6)* (-6)* (-6) mod 17 =3
Vi (-6)° mod 17=2,nén (-6)* mod 17 =4, (-6)* mod 17 =-1
(-6)"mod 17 =1
11-1 mod 17 = (-6)-1 mod 17 =14 nén ¢2=11(11-1 mod 17) = 11 (14 mod
17)=154
Vay M = (3.154) mod 187 = 462 mod 187 = 88

3.2.3 Liiy thira ‘
Trong céac bai todn ma hod cong khai, chiing ta st dung nhi€u phép toan

Iy thtra v&i s6 mil 16n. Nhu vady can ¢6 thudt todn nhanh hi¢u qua doéi voi phép
toan nay. Trudc hét ta phan tich s6 mii theo co so 2, xét bi¢u dién nhi phan cia
sO mi, sau do6 su dung thuat toan binh phuong va nhan. Khai niém dugc dya
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trén phép lap co s& binh phuong va nhan dé nhan duoc két qua mong mudn.
Do phtic tap cia thuat toan 1a O(log? n) phép nhan ddi véi s6 mil n.
Vi du:

75=7471=37=10mod 11

vi72=77=49=5mod 11

74=7272=55=3mod 11
3129 =3128 31 =53 =4 mod 11

Phén tich s6 mii theo co s6 2

Trude hét ta chuyén sé mil tir co s6 10 sang co s6 2: (11)0 = (1011),.

Sau d6 tinh toan nhu sau:
1 1273+ 0.2/2+ 1271 + 1.270
M =M

= (M22H 02112020
= (MO0
= (M)’ M)'M

3.2.4 Ma hiéu qua:

M3 str dung liy thira ctia khoa cong khai e, néu gi tri cta e nho thi tinh
toan s& nhanh, nhung d& bi tan cong. Thudng chon e nhé hon hoidc bang 65537
(2'°-1), tirc 1a @6 dai khoa cong khai 1a 16 bit. Ching han trong vi du trén ta co
thé Iya chon e = 23 hodc e = 7. Ta c6 thé tinh ma hoa nhanh, néu biét n=pq va
sir dung Pinh 1y phan du Trung Hoa v&i mau tin M theo ciac Modulo p va q
khac nhau. Néu khod cong khai e ¢ dinh thi can tin tudng rang khi chon n ta
luon c6  ged(e,®(n)) = 1. Loai boé moi p, q ma lam cho d(n) khong nguyén t6
cung nhau voi e.
3.2.5 Giai ma hiéu qua: . i

C6 thé sir dung Pinh 1y phan du Trung Hoa dé tinh theo mod p va q, sau
d6 két hop lai dé tim ra ban rd. Vi & day nguoi sir dung khoa riéng biét duoc p
va q, do d6 co thé str dung k¥ thuat nay. Néu sir dung dinh 1y phan du Trung
Hoa dé giai ma thi hiéu qua 13 nhanh gap 4 1an so v6i giai ma tinh tryc tiép.

3.2.6 Sinh khoda RSA . N ) o
Nguodi st dung RSA can phai xac dinh ngau nhién 2 s6 nguyén to rat

16n, thong thuong khoang 512 bit. Do d6 viée sinh ra ngau nhién p, q va kiém

tra xac suat tinh nguyén t6 cua ching c6 nhi€u giai phap khac nhau véi do tin
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cay cao. Sau khi chon dugc mot khoa e hodc d nguyén t6 cing nhau véi ®(n),
dé dang tinh dugc khoa kia chinh 13 s6 nghich dao ctia né qua thudt toan
Euclide mo rong.

3.2.7 An toan cua RSA
Trén thyc té c6 nhi€u céch tan cong khac nhau d6i véi ma cong khai

RSA nhu sau:

Tim kiém khod bing phuong phap vét can, phuong phap nay khong kha
thi v&i kich thude du 16n cia cac sd hodc tin cong béng toan hoc dua vao do
kho viéc tinh ®(n) bang cach phan tich n thanh hai s6 nguyén t6 p va q hoic
tim cach tinh tryc tiép ®(n). Trong qué trinh nghién ctru viéc tham ma nguoi ta
dé xuat kiéu tan cong thoi gian trong khi giai ma, tic 14 cin ctr vao toc do ma
hoa va giai md cac mAu tin cho trudc ma phan doan cac thong tin vé khoa.

Cubi cung c6 nhitng nghién ctru tin cong RSA vé6i diéu kién biét trude
ban mi cho trudc. Cu thé nhu sau:

Bai toan phan tich
Tan cong toan hoc c6 3 dang

Phan tich N =p.q, saudo tinh ®(N) va d

Tim n tryc tiép O(N) va tinh d

Timd tryc tiép
Hién tai tin rang tat ca déu twong duong voi bai toan phan tich

C6 cac budc tién cham theo thoi gian

Hién tai cho rﬁng RSA 1024 hoac 2048 1a an toan
T4n cong thoi gian

Phat trién vao gitra nam 1990

Paul Kocher chi ra rang ké thim ma c6 thé xac dinh dugc khoa riéng néu
theo ddi thoi gian may tinh can dé giai ma cac ban tin.

Tan cong thoi gian khong chi ap dung cho RSA, ma ca voi cac hé ma
cong khai khac.

Tan cong thoi gian gidng nhu ké cudp doan sb dién thoai bang cach
quan sat mot ngudi ndo d6 trong bao lau chuyén quay dién thoai tir s6 nay
sang sb khéc.

Tan cong ban ma chon truwée
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RSA c6 diém yéu voi tan cong ban mi chon trudc

Ké tan cong chon ban mi va doan ban rd dugc giai ma

Chon ban mé dé kham ph4d RSA cung cap thong tin dé thim ma

C0 thé tinh v6i bd dém ngdu nhién cua ban rd

Hoac st dung bo dém ma hoa phan xting.
3.3 Quan ly khoa
3.3.1 Phén phéi khod , o

Ma khod cong khai giap giai bai toan phan phoi khod, day 1a nhu cau cap
bach cin phai tao ra mot co ché chia sé khoa trong méi truong thudng xuyén
trao ddi thong tin va thudng xuyén thay ddi khoa. N6 bao gom hai khia canh
sau:

Phan phdi khoa mét cach cong khai nhung dam bao duoc bi mat.

Str dung ma khoa cong khai dé phan phdi khoa mat (con khoa mat dung
dé m3 ho4 thong tin).

3.3.2 Phén phoi khod céng khai
C6 thé xem xét dé€ dugc sir dung vao mot trong nhirng viéc sau:

Thong bao cong khai khoa cua nguoi st dung.
Thu muc truy cap cong cong cho moi nguoi.
Chu quyén khoa cong khai, ngudi ndm giir khoa cong khai.
Chung nhan khoa cong khai, khoa cong khai cua nguoi st dung dugc
noi c6 tham quyén chirmg nhan.
Thong bao cong khai
eNgudi ding phan phdi khoa cong khai cho ngudi nhan hodc théng bao
rong rai cho cong dong. Chang han nhu ngudi st dung c6 thé ty bd sung khoa
PGP vao thu dién tir hodc guri cho nhom chia sé tin hodc mdt danh sach thu
dién tir.
eDiém yéu chinh cua thong bao cong khai 1a mao danh: mot ngudi nao do
c6 thé tao khod va tuyén bd minh 13 mot ngudi khac va giri thong bao cho moi
ngudi khac. Cho dén khi gia mao bi phat hién thi ké mao danh di co thé lira
trong vai tro nguoi khac

Thw muc truy cap cong cong

79



