Bai 4: QUAN LY TAlI KHOAN NGUOI DUNG VA NHOM
Ma bai: MDCNTT 19.04
Muc tiéu:
- M0 ta duoc tai khoan nguoi dung, tai khoan nhom, céac thuoc tinh caa nguoi
dung;
- Tao va quan tri dugc tai khoan nguoi dung, tai khoan nhom.
- Thuc hién cac thao tac an toan vai may tinh.
Noi dung chinh:
1. Pinh nghia tai khoan ngwoi dung va tai khoan nhém
Muc tiéu:
- Néu duoc dinh nghia tai khoan nguoi dung, tai khoan nhém.
1.1. Tai khoan nguei dung
Tai khoan nguoi dung (user account) la mét déi twong quan trong dai dién
cho nguoi dung trén mang, ching duoc phan bi¢t véi nhau thong qua chuoi
nhan dang username. Chuoi nhan dang nay giup hé thc‘)ng mang phéan biét gitra
nguoi nay va nguoi khac trén mang tir d6 nguoi dung cé thé dang nhap vao mang
va truy cap céac tai nguyén mang ma minh dugc phép.

1.1.1. Tai khoan nguai dung cuc b

Tai khoan nguoi dung cuc bo (local user account) la tai khoan nguoi dung duogc
dinh nghia trén may cuc bd va chi dugc phép logon, truy cap cac tai nguyén trén
may tinh cuc bd. Néu mudn truy cap cac tai nguyén trén mang thi nguoi dung nay
phai ching thuc lai voi may domain controller hoac may tinh chua tai nguyén
chia s¢. Ban tao tai khoan nguoi dung cuc bd vai cong cu Local Users and
Group trong Computer Management (COMPMGMT.MSC). Céac tai khoan cuc
bo tao ra trén may stand-alone server, member server hoic cadc may tram déu
dugc luu trix trong tap tin co so dir lieu SAM  (Security Accounts Manager).

Tap tin SAM nay duogcdat trongthu muc \Windows\system32\config

1.1.2. Tai khodn nguéi dung mién

Tai khoan nguoi dung mién (domain user account) la tai khoan ngudi ding
dugc dinh nghia trén Active Directory va duoc phép dang nhap (logon) vao
mang trén bat ky may tram nao thudc vung. bong thoi véi tai khoan nay nguoi
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dung c6 thé truy cap dén céc tai nguyén trén mang. Ban tao tai khoan ngudi
dung mién vai coéng cu Active Directory Users and Computer (DSA.MSC). Khac
v6i tai khoan nguoi ding cuc bo, tai khoan ngudi ding mién khdng chira trong cac
tap tin co s¢ dir lieu SAM ma chta trong tap tin NTDS.DIT, theo mac dinh thi tap
tin nay chura trong thu muc \Windows\NTDS.

1.1.3. Yéu cdu vé tai khodn ngeoi dung

- MJi username phai tir 1 dén 20 ky ty (trén Windows Server 2003 thi tén
dang nhap c6 thé dai dén 104 ky tu, tuy nhién khi dang nhap tir cac may cai
hé diéu hanh Windows NT 4.0 vé trudc thi mac dinh chi hiéu 20 ky tu).

- M&di username la chudi duy nhat cua mdi ngudi dung c6 nghia 1a tt ca tén
cua nguoi dung va nhém khdng dugc trung nhau.

- Username khéng chwra cac ky tu sau: “/\[]:;|=,+*?<>

- Trong mot username c6 thé chira cac ky tu dac biét bao gom: dau cham cau,
khoang trang, dau gach ngang, dau gach dudi. Tuy nhién, nén tranh cac
khoang trang vi nhitng tén nhu thé phai dat trong dau ngoac khi dung céc kich
ban hay dong 1énh.

1.2. Tai khoan nhém

Tai khoan nhém (group account) 1a mot dbi tuong dai dién cho mot nhém
ngudi ndo d6, dung cho viéc quan ly chung cac ddi twong nguoi dung. Viec
phan bo cac ngudi dung vao nhom gilp ching ta d& dang cap quyén trén cac tai
nguyén mang nhu thu muc chia sé¢, may in. Chd y la tai khoan nguoi dung co
thé dang nhap vao mang nhung tai khoan nhém khéng duoc phép ding nhap ma
chi dung dé quan ly. Tai khoan nhom dugc chia lam hai loai: nhom bao mat
(security group) va nhém phan phéi (distribution group)

Nhoém bdo mat

Nhom bao mat 12 loai nhém dugc ding dé cip phat cic quyén hé thong
(rights) va quyen truy cap (permission). Gidng nhu céc tai khoan ngudi dung, cac
nhom bao mat déu duoc chi dinh cac SID. C6 ba loai nhom bao mat chinh la:
local, global va universal. Tuy nhién néu chdng ta khao sat ky thi c¢d thé phan
thanh bon loai nhu sau: local, domain local, global va universal.

Local group (nhdm cuc bo) la loai nhém c6 trén cac mday stand-alone
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Server, member server, Win2K Pro hay WinXP. Cac nhom cuc bo nay chi cé y
nghia va pham vi hoat dong ngay tai trén may chira n6 thoi.

Domain local group (nhom cuc bd mién) 1a loai nhém cuc bo dic biét vi
ching 1a local group nhung nim trén may Domain Controller. Céac may
Domain Controller c6 mét co so dir liéu Active Directory chung va dugc
sao chép ddng bo véi nhau do d6 mot local group trén mot Domain
Controller nay thi ciing s€ c6 mat trén cac Domain Controller anh em ctaa no, nhu
vay local group ndy c6 mat trén mién nén duoc goi v6i cai tén nhom cuc bo
mién. Cac nhom trong muc Built-in cua Active Directory la cac domain local.

Global group (nhém toan cuc hay nhdm toan mang) Ia loai nhém nam trong
Active Directory va duoc tao trén cac Domain Controller. Chung dung dé cap
phat nhitng quyén hé théng va quyén truy cap vuot qua nhitng ranh gi¢i cua mot
mién. Mot nhom global co thé dat vao trong mot nhom local cua cac server thanh
vién trong mién. Chl y khi tao nhiéu nhom global thi c6 thé lam ting tai trong
cong viéc cua Global Catalog.

Universal group (nhom pho quat) la loai nhdém cé chirc nang glong nhu global
group nhung no dung dé cap quyen cho cac d6i tuong trén khap cac mién trong mot
ring va giita cac mién c6 thiét 1ap quan hé tin cdy véi nhau. Loai nhdm nay tién
loi hon hai nhém global group va local group vi ching dé dang 16ng cac nhom
vao nhau. Nhung chd y 1a loai nhém nay chi c6 thé dung dugc khi hé théng cua
ban phai hoat dong ¢ ché d6 Windows 2000 native functional level hoac
Windows Server 2003 functional level c6 nghia la tit ca cac may Domain
Controller trong mang déu phai la Windows Server 2003 hoic Windows 2000
Server.

Nhém phan phéi

Nhom phan phdi 1a mot loai nhém phi bao mat, khdng c6 SID va khong
xuat hién trong cac ACL (Access Control List). Loai nhom nay khong dugc
dung bai cac nha quan tri ma dugc dung béi cac phan mém va dich vu. Ching
duoc dung dé phan phoi thu (e-mail) hogc cac tin nhan (message). Ban sé gap lai
loai nhém nay khi lam viéc vai phan mém MS Exchange.
Qui tac gia nhap nhom
Tat ca cac nhom Domain local, Global, Universal déu c6 thé dat vao trong
nhém Machine Local.

Tat ca cac nhom Domain local, Global, Universal déu c6 thé dat vao trong chinh
loai nhom cua minh.

Nhom Global va Universal c6 thé dat vao trong nhém Domain local.
Nhém Global cé thé dit vao trong nhém Universal.

Domain Locals
YERNY|

Machine Local Global

A 4
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2. Chirng thuc va kiém soat truy cap
2.1. Giao thirc ching theec va phan quyén truy cdp mang (AAA)

Ngay nay, viéc su dung giao thirc chung thyuc va phan quyén (AAA) trong vin dé bao
mat va dleU khién truy cap dir liéu trong mang c6 day (cable) va mang khong day
(wifi) rat can thiét.

Céc nha quan tri mang phai diéu khién viéc truy cap ciing nhu giam sat théng tin ma
nguoi diing dau cudi dang thao téc vao hé théng mang. Nhiing viéc 1am d6 c6 thé dua
dén sy mat mat dir liéu cua cong ty. Vi y tuong d6, AAA la cach thic tét nhat dé
giam sat nhitng gi ma nguoi dung dau cudi cé thé Iam trén mang. Ta c6 thé xac thyc,
dinh danh (authentication) nguoi ding, phan quyén (authorization) cho nguoi ding,
ciing nhu tap hop dugc nhitng thong tin nhu thoi gian bat dau hay két thic cua nguoi
ding (accounting), tai nguyén ngudi dung da truy cap. Nhu ta thdy, bao mat 1a van dé
rt quan trong.

Véi mic d6 diéu khién, that d& dang dé cai dat bao mat va quan tri mang. Ta c6 thé
dinh nghia céc vai tro (role) dwa ra cho user nhiing Iénh ma ho can dé hoan thanh
nhiém vu caa ho va theo ddi nhiing thay doi trong mang. Vai kha nang hé thdng ghi
log lai cac su kién, ta c6 thé c6 nhitng sy diéu chinh thich hop véi tiing yéu cau dat ra.
Tat ca nhiing thanh phan nay 1a can thiét dé duy tri tinh an toan, bao mat cho mang.
Vi thong tin thu thap duoc, ta ¢d thé du doan viéc cap nhat can thiét theo thoi gian.
Vi du : 1 user binh thuong sé truy cép vao tai nguyen hé théng trong gio lam viéc (tur
8h sang dén 5h chiéu), hdm nay thay truy cap bat thuong tir 1h sang dén 3h sang.

Yéu cau bao mat dir liéu, giam sat cac van dé trén mang... tat ca déu co thé tim thiy
trén dich vu AAA.

2.1.1. Tong quan AAA:

AAA cho phép nha quan tri mang biét dugc cac thong tin quan trong vé tinh hinh ciing
nhu mac d6 an toan trong mang. N6 cung cp viéc xéac thuc(authentication) nguoi
ding nham bao dam c6 thé nhan dang dang nguoi dung, ddng ho va tén nhan vién,
ding phong ban. Mot khi d& nhan dang nguoi dung, ta c6 thé gidi han phan
quyén(authorization) ma nguoi dung c6 thé twong tac vao hé théng. Khi nguai ding si
dung mang, ta ciing ¢ thé gidm sat tat ca nhiing gi ma ho lam. AAA véi ba thanh
phan xac thyc (authentication), phan quyén(authorization), tlnh cugc(accounting) la
cac phan riéng biét ma ta co thé sir dung trong dich vu mang, can thiét & mo rong va
bao mat mang.

AAA c6 thé ding dé tap hop théng tin tir nhiéu thiét bi trén mang. Ta c6 thé bat cac
dich vu AAA trén router, switch, firewall, cac thiét bi VPN, server...

Theo kién tric thiét ké bao mat, chiing ta thuong dat cac cau hoi nhu sau:
Authentication
Who are you?
I am user student and my password validateme proves it.
Authorization
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What can you do? What can you access?
User student can access host serverXYZ using Telnet.
Accounting
What did you do? How long did you do it?
How often did you do it?
User student accessed host serverXYZ using Telnet for 15 minutes.
2.1.2. binh nghia AAA:

Céac dich vu AAA duoc chia thanh ba phan: xac thuc (authentication), phan quyén
(accounting), tinh cuéc (accountlng) Ta sé& tim hiéu sy khac nhau cua ba phan nay va
cach thac chiing 1am viéc nhu thé nao.

2.1.3. X&c thuc ngwoi dung (Authentication user):

Xac thyc dung dé dinh danh, nhan dang (identify user) nguoi ding. Trong sudt qua
trinh xéc thuc, username va password cua ngudi ding dugc kiém tra va déi chiéu voi
co s& dir lidu luu trong AAA Server hoic external database. Tat nhién, tly thugc vao
giao thac ma AAA hd tro ma héa dén dau, it nhat thi ciing m& héa username va
password. X&c thyuc sé xac dinh nguoi dung la ai.

Vi du: Nguoi ding c6 username va mat khau trong hé thong, sé& 1a hop 18 va duoc
xé&c thuc thanh cong véi hé théng. Sau khi xéac thuc thanh cong thi ngudi dung d6 co
thé truy cap dugc vao mang. Tién trinh ndy chi la mét trong cac thanh phan dé diéu
khién nguoi ding véi AAA. Mot khi username va password duoc chap nhan, AAA c¢6
thé dung dé dinh nghia phan quyén ma nguoi ding dugc phép lam trong hé thong.

2.1.4. Phan quyén nguoi ding (Authorization user):

Authorization cho phép nha quan tri diéu khién viéc cap quyén trong mot khoang thoi
gian, hay trén tung thiét bi, ting nhom, ting ngudi ding cu thé hay trén ting giao
thac. AAA cho phép nha quan tri tao ra cac thugc tinh mé ta cac chirc nang ciaa nguoi
ding dugc phép 1am. Do dd, ngudi dung phai dugc xac thuc trude khi cap quyén cho
nguoi do.
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AAA Authorization lam viéc giéng nhu mot tap cac thuoc tinh md ta nhiing gi ma
nguoi dung dé dugc xac thuc cd the co. Vi du: 1 nguoi dung la nhan vién thugc phong
nhan sy, truy cap vao hé thong, s& duoc phan quyen theo chlc nang cua phong nhan
sw, nguoi dung la khach cua cong ty, s€ dugc phan quyen toi thieu dé truy cap internet,
khong truy cap vao tai nguyén h¢ thong dugc. Nhing thudc tinh nay dugc so sanh véi
thdng tin chira trong co s¢ dit lieu cua nguoi dung do va ket qua dugc AAA tra ve dé
xac dinh kha nang ciing nhu gisi han thyc t€ cua nguoi d6. Bieu nay yéu cau co so dir
li¢u phai giao tiep lién tuc vai AAA server trong suot qué trinh ket noi dén thiét bi truy
cap tu xa.
3.Céc tai khoan tao sin
Muc tiéu: Trinh bay dwoc cac tai khodn tqo san.
3.1. Tai khoan ngwei dung tao sin

Tai khoan nguoi ding tao san (Built-in) 14 nhitng tai khoan nguoi ding ma
khi ta cai dat Windows Server 2003 thi mic dinh duoc tao ra. Tai khoan nay la
h¢ thong nén chung ta khong cé quyen xda di nhung van c6 quyen doi tén (chu y
thao tac doi tén trén nhiing tai khoan hé thong phuc tap mét chit so véi viec doi
tén mot tai khoan binh thuong do nha quan tri tao ra). Tat ca cac tai khoan nguoi
dung tao san nay déu nang trong Container Users cua céng cu Active Directory
User and Computer. Sau day la bang md ta cac tai khoan nguoi dung dugc tao
san:
Tén tai khoan M6 ta

Administrator 1a mot tai khoan dic biét, cO toan quyeén
trén may tinh hién tai. Ban c6 thé dat mat khau cho tai
khoan nay trong ldc cai dat Windows Server 2003. Tai
khoan nay c6 thé thi hanh tit ca cac tdc vu nhu tao tai khoan
ngudi ding, nhoém, quan Iy cac tap tin hé thdng va cau hinh
Tai khoan Guest cho phép nguoi dung truy cap vao cac may
Guest tinh néu ho khong ¢6 mot tai khoan va mat ma riéng. Mac
dinh la tai khoan nay khdng dugc st dung, néu dugc s
dung thi théng thuong né bi gioi han vé quyen, vi du nhu la
chi e trinvg can Intarnaot hnie in an

La tai khoan dic biét duoc ding cho dich vu ILS. ILS hd trg
cho céc ung dung dién thoai c6 cac dac tinh nhu: caller
ID, video conferencing, conference calling, va faxing.
Mubdn st dung ILS thi dich vu 11S phai duoc cai dit.

Administrator

ILS_Anonymo
us_User

IUSR_comput | La tai khoan dic biét dugc dung trong cac truy cap giau tén
er- name trong dich vu I1S trén may tinh c6 cai 11S.

IWAM_compu | La tai khoan dic biét duoc dung cho 11S khai dong cac tién
ter- name trinh cua cac ang dung trén may co cai IIS.

La tai khoan dac biét dugc dung cho dich vu trung tam phan
Krbtgt phoi khoa (Key Distribution Center)
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TSinternetUser

La tai khoan dac biét dugc dung cho Terminal Services.

3.2. Tai khoan nhém Domain Local tao sin

Nhung ching ta d& thiy trong coéng cu Active Directory User and
Computers, container Users chira nhom universal, nhém domain local va
nhém global 14 do hé théng dd mac dinh quy dinh truéc. Nhung mot sé nhom
domain local dac biét duoc dat trong container Built-in, cac nhém nay khong
dugc di chuyén sang cac OU khac, dong thoi né ciing duoc gan mot sO quyén
¢d dinh trugc nham phuc vu cho cdng tac quan tri. Ban ciing chd y rang 1a khong
c6 quyén xda cac nhom dac biét nay.

Tén nhdm

Mo ta

Administrators

Nhém nay mic dinh dugc 4n dinh sdn tit ca cac quyén han
cho nén thanh vién cua nhoém nay c6 toan quyén trén heé
thbng mang. Nhom Domain Admins va Enterprise
Admins la thanh vien midc dinh cuia nhdém
Administrators.

Account
Operators

Thanh vién cua nhom nay co thé thém, xo6a, stra duoc Cac tai
khoan nguoi dung, tai khoan may va tai khoan nhom. Tuy
nhién ho khéng c6 quyén xda, stra cac nhém trong container
Built-in va OU.

Domain
Controllers

Nhom nay chi cé trén cac Domain Controller va mac dinh
khong c6 thanh vién nao, thanh vién cia nhém cé thé ding
nhap cuc bo vao cdc Domain Controller nhung khdng co
quyén quan tri cac chinh séach bao mat.

Backup
Operators

Thanh vién cua nhém nay cé quyén luu trit duy phong
(Backup) va phuc hdi (Retore) hé théng tap tin. Trong
truong hop hé théng tap tin 12 NTFS va ho khéng duoc géan
quyen trén hé théng tap tin thi thanh vién ciia nhém nay chi c6
thé truy cép hé théng tap tin thong qua cong cu Backup.
Néu mudn truy cap tryuc tiép thi ho phai duoc gan quyén.

Guests

La nhom bi han ché quyén truy cap cac tai nguyén trén
mang. Cac thanh vién nhém nay la nguoi dung vang lai khong
phai la thanh vién ctia mang. Mac dinh céc tai khoan Guest bi
khoa

Print Operator

Thanh vién cia nhém nay co quyén tao ra, quan ly va xoéa
bo cac doi tugng may in dung chung trong Active Directory.

Server
Operators

Thanh vién cia nhém nay c6 thé quan tri cac may server trong
mién nhu:

cai dat, quan ly may in, tao va quan ly thu muc dung chung,
backup dir

lidu, dinh dang dia, thay d6i gio...
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Mic dinh moi ngudi dung duoc tao déu thuéc nhém nay,
nhdm nay cé quyén toi thiéu cua mot ngudoi dung nén viéc truy

Desktop User

Users
cap rat han che.
Nhom nay duoc dung dé hd tro viéc sao chép danh ba trong
Replicator Directory Services, nhém nay khdng c6 thanh vién mac dinh.
Incoming Thanh vién nhom nay c6 thé tao ra cac quan hé tin cay huéng
Forest Trust dén, mot chiéu vao céc rirng. Nhdm nay khdng co6 thanh vién ma
Builders dinh.
Network Thanh vién nhém nay cé quyén stra doi cac théng so TCP/IP
Configuration trén cac may
Operators Domain Controller trong mién.
Pre-Windows | Nhém nay c6 quyen truy cap dén tat ca cac tai khoan nguoi
2000 dung va tai khodan nhom trong mien, nham ho trg cho cac h¢
) thong WInNT cil.
Compatible i
Remote Thanh vién nhém nay c6 thé dang nhap tir xa vao cac Domain

Controller trong mién, nhém nay khdng c6 thanh vién mac dinh

Performace Log
Users

Thanh vién nhém nay c6 quyén truy cap tir xa & ghi nhan lai
nhiing gié tri vé hiéu nang cua cac may Domain Controller,
nhom nay cting khéng co thanh vién mac dinh.

Performace
Monitor Users

Thanh vién nhém nay c6 kha niang gidm sat tir xa Cac
may Domain Controller.

Ngoai ra con moét s6 nhom khac nhu DHCP Users, DHCP Administrators, DNS

Administrators...

cac nhom nay phuc vu chu yéu cho céc dich vu, ching ta s& tim

hiéu cu thé trong ting dich vu ¢ gido trinh “Dich Vu Mang”. Chd y theo mic
dinh hai nhom Domain Computers va Domain Controllers dugc danh riéng cho
tai khoan may tinh, nhung ban van cé thé dua tai khoan nguoi dung vao hai

nhém nay.

3.3. Tai khoan nhém Global tao san

Tén nhom Mo ta
Domain Thanh vién cua nhom nay co thé toan quyen quan tri cdc may tinh
Admins trong mién vi mac dinh khi gia nhap vao mién cac member server va

cac may tram (Win2K Pro, WinXP) da dua nhom Domain Admins
Ia thanh vién caa nhdm cuc bo Administrators trén cac may nay.

Domain Users

Theo mic dinh moi tai khoan nguoi ding trén mién déu la thanh
vién cia nhom nay. Mac dinh nhém nay la thanh vién ctia nhom
cuc bo Users trén cac may server thanh vién va may tram.
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Group Policy
Creator Owners

Thanh vién nhém nay cé quyén sta doi chinh sach nhom cua
mién, theo mic dinh tai khoan administrator mién la thanh vién
cua nhém nay.

Enterprise
Admins

bay 1a mot nhdm universal, thanh vién cua nhom nay c6 toan
quyén trén tat ca cac mién trong ring dang xét. Nhom nay chi xuat
hién trong mién gbc cua ring thdi. Mac dinh nhém nay 1a thanh
vién cua nhom administrators trén cac Domain Controller trong
rung.

Schema
Admins

Nhom universal nay ciing chi xuat hién trong mién goc cua ring,
thanh vién ctia nhém nay cd thé chinh stra cau trdc to chic
(schema) cua Active Directory.

3.4. C4c nhom tao sin dic biét

Ngoai c4c nhom tao sin d4 trinh bay & trén, hé thong Windows Server 2003 con
c6 mot sb nhém tao san dit biét, ching khong xuat hién trén ctra sé cua cdng cu
Active Directory User and Computer, ma chdng chi xuét hién trén cac ACL cua
c4c tai nguyén va ddi tugng. Y nghia caa nhom dac biét nay la:

- Interactive: dai dién cho nhitng nguoi ding dang stir dung may tai chd.

- Network: dai dién cho tit ca nhitng ngudi dung dang néi két mang dén mot
may tinh khéc.

- Everyone: dai dién cho tat ca moi ngudi dung.
- System: dai dién cho hé diéu hanh.

- Creator owner: dai di¢n cho nhiing nguoi tao ra, nhiing nguoi s¢ hira mot
tai nguyén nao dé nhu: thu muc, tap tin, tdc vu in 4n (print job)...

- Authenticated users: dai dién cho nhitng nguoi du,ng d4 dugc hé théng
xac thuc, nhom nay duoc dung nhu mét giai phap thay thé an toan hon cho nhom
everyone.

- Anonymous logon: dai dién cho mét nguoi dung da dang nhap vao h¢ théng
mot cach nac danh, chang han mot nguoi s dung dich vu FTP.

- Service: dai dién cho mot tai khoan ma da dang nhap vai tu cdch nhu mot dich
vu.

- Dialup: dai dién cho nhitng ngudi dang truy cap hé théng théng qua Dial-up
Networking.

4.Quan ly tai khoan ngwoi dung va nhém cuc bé
Muc tiéu:
- St dung dwoc cac cbng cu tao va quan tri tai khodan nguoi dung va nhdm cuc bg.
4.1.Céng cu quan ly tai khoan ngwoi dung cuc bd
Muén t6 chirc va quan ly nguoi ding cuc bo, ta diung cong cu Local Users
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and Groups. V6i cong cu nay ban co thé tao, x0a, sta cac tai khoan nguoi dung,
cting nhu thay d6i mat ma. Cé hai phuong thac truy cap dén céng cu Local Users
and Groups:

- Dung nhu mét MMC (Microsoft Management Console) shap-in.

- Dung théng qua cdng cu Computer Management.

Cac budc dung dé chén Local Users and Groups snap-in vao trong MMC:
1.Chon Start \ Run, nhap vao hop thoai MMC va an phim Enter ¢&& mé ctra s6 MMC.
2.Chon Console \ Add/Remove Snap-in ¢¢ mo hop thoai Add/Remove Snap-in

3.Nhap chudt vao nit Add dé ma hop thoai Add Standalone Snap-in. Chon Local
Users and Groups va nhap chudt vao nat Add. Hop thoai Choose Target Machine xuét
hién, ta chon Local Computer va nhip chudt vao nat Finish dé trg lai hop thoai Add
Standalone Snap-in.

4.Nhap chudt vao nit Close dé tré lai hop thoai Add/Remove Shap-in.

5.Nhdp chudt vao nat OK, ta s& nhin thdy Local Users and Groups snap-in dd chén
vao MMC nhu hinh sau.

6.Luu Console bang cach chon Console \ Save, sau d6 ta nhap duong dan va tén file
can luu trir. Bé tién loi cho viéc quan tri sau nay ta c6 thé luu console ngay trén
Desktop.

7.Néu may tinh caa ban khong c6 cau hinh MMC thi cach nhanh nhét dé truy cap cong
cu Local Users and Groups thong qua cong cu Computer Management. Nhap phai
chuot vao My Computer va chon Manage tir pop-up menu va mé cira s6 Computer
Management. Trong muc System Tools, ta s& nhin thdy muc Local Users and Groups

8.Cach khac dé truy cap dén cong cu Local Users and Groups la vao Start\
Programs\Administrative Tools \ Computer Management

4.2.Cac thao tac co ban trén tai khoan ngwoi dung cuc b
4.2.1. Tgo tai khodan mai

Trong cong cu Local Users and Groups, ta nhip phai chuot vao Users va
chon New User, hop tho%i New User hién thi ban nhap cac théng tin can thiét
vao, nhung quan trong nhat va bat budc phai cé la muc Username.

4.2.2. X6a tai khodn

Ban nén xda tai khoan nguoi diing, néu ban chic ring tai khoan nay khong
bao gio can dung lai nita. Mudn xda tai khoan nguoi ding ban mé cong cu
Local Users and Groups, chon tai khoan ngudi ding can x6a, nhap phai chuot
va chon Delete hoic vao thuc don Action \ Delete.

Cha y: khi chon Delete thi hé¢ thong xuat hién hop thoai hoi ban muén xda
that sy khong vi tranh truong hop ban x6a nham. Béi vi khi dé xda thi tai khoan
nguoi dung nay khéng thé phuc hoi duoc.
4.2.3 Khoa tai khodn
Khi mot tai khoan khong st dung trong thoi gian dai ban nén khoa lai vi ly
do bao mat va an toan hé thong. Néu ban xoéa tai khoan nay di thi khéng thé phuc

65



hdi lai dugc do d6 ta chi tam khoa. Trong cong cu Local Users and Groups, nhap
d6i chudt vao nguoi dung can khoa, hop thoai Properties cua tai khoan xuat hién.
Trong Tab General, danh dau vao muc Account is disabled.
4.2.4 Péi tén tai khodn
Ban c6 the doi tén bat ky mot tai khoan ngudi ding nao, dong thai  ban
cling c6 the dieu chinh cac thdng tin cua tai khoan nguoi dung thong qua chirc
nang nay. Chac ndng nay c6 uu diém la khi ban thay doi tén nguoi dung nhung
SID cua tai khoan van khong thay doi. Muon thay doi tén tai khoan nguoi
dung ban m¢ cong cu Local Users and Groups, chon tai khoan nguoi dung can
thay doi tén, nhap phai chuét va chon Rename.

4.2.5 Thay doi mat khdu

Mubn dbi mat ma cua nguoi ding ban m¢ cong cu Local Users and Groups,
chon tai khoan nguoi dung can thay doi mat ma, nhap phai chudt va chon Reset
password.

5.Quan ly tai khoan ngwoi dung nhom trén Active Directory
Muc tiéu:
- Sur dung dwoc cac cong cu tgo va quan tri tai khoan nguoi dung va nhom cuc bg.
5.1. Tao méi tai khoan ngwoi dung

Ban c6 thé dung cong cu Active Directory User and Computers trong
Administrative Tools ngay trén may Domain Controller dé tao céac tai khoan
nguoi dung mien. Cong cu nay cho phép ban quan ly tai khoan nguoi ding tir xa
tham chi trén cac may tram khong phai dung hé di€u hanh Server nhu WinXP,
Win2K Pro. Muén the trén cac may tram nay phai cai thém b6 cong cu Admin
Pack. B6 cdong cu nay nam trén  Server trong thu  muc

\Windows\system32\ADMINPAK.MSI. Tao moét tai khoan nguoi dung trén
Active Directory, ta lam cac budc sau:

Chon Start\ Programs\ Administrative Tools\ Active Directory Users and
Computers.

Cira s6 Active Directory Users and Computers xuat hién, ban nhap phai chuot vao
muc Users, chon New \ User

Hop thoai New Object-User xuét hién nhu hinh sau, ban nhap t&n md ta
nguoi dung, tén tai khoan logon vao mang. Gia tri Full Name s€ tu dong phat
sinh khi ban nhap gi4 tri First Name va Last Name, nhung ban van c6 thé thay
ddi duoc. Cha y: gia tri quan trong nhit va bat budc phai c6 la logon name
(username). Chudi nay 1a duy nhat cho mét tai khoan nguoi dung theo nhu dinh
nghia trén phan ly thuyét. Trong méi truong Windows 2000 va 2003, Microsoft dua
thém mot khai niém hau t& UPN (Universal Principal Name), trong vi du nay la
“@netclass.edu.vn”. Hau t6 UPN nay gin vao sau chudi username dung dé tao
thanh mot tén username day du dung dé chung thuc ¢ cip ring hodc ching thuc
& mot mién khac c6 quan hé tin cay véi mién cua nguoi dung do, trong vi du nay
thi tén username day du la tuan@netclass.edu.vn”. Ngoai ra trong hop thoai nay
cting cho phép chlng ta dat tén username cua tai khoan nguoi dung phuc vu cho hé
théng cii (pre-Windows 2000). Sau khi viéc nhap cac thong tin hoan thanh ban nhap
chudt vao nat Next dé tiép tuc.
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Hop thoai thir hai xuét hién, cho phép ban nhap vao mat khau (password) cua
tai khoan ngudoi dung va danh dau vao céc lua chon lién quan dén tai khoan nhu: cho
phép d6i mat khau, yéu cau phai d¢6i mat khau lan dang nhap dau tién hay khoa tai
khoan. Céc lya chon nay ching ta s& tim hiéu chi tiét ¢ phan tiép theo.

Hop thoai cudi clng xuat hién va né hién thi cac thdng tin d4 cdu hinh cho
ngudi dung. Néu tat ca cac théng tin da chinh xéc thi ban nhap chudt vao nat Finish
dé hoan thanh, con néu can chinh sta lai thi nhip chudt vao nit Back dé tro vé cac
hop thoali trudéc.

5.2. Cac thugc tinh cia tai khoan ngwoi dung

Mubn quan Iy cac thudc tinh cua céc tai khoan ngudi ta dung cong cu Active
Directory Users and Computers (biang cach chon Start\ Programs\ Administrative
Tools\ Active Directory Users and Computers), sau dd chon thu muc Users va nhip
d6i chuodt vao tai khoan nguoi ding can khao sat. Hop thoai Properties xuat hién,
trong hop thoai nay chira 12 Tab chinh, ta s& 1an luot khao sat cac Tab nay. Ngoai
ra ban c6 thé gom nhom (dung hai phim Shift, Ctrl) va hiéu chinh théng tin cua
nhiéu tai khoan ngudi dung cing maot ldc.

5.2.1 Cac thong tin mé réng cua nguwoi dung

Tab General chtra cac thong tin chung cua nguoi dung trén mang ma ban da
nhap trong llc tao nguoi dung mei. Dong thoi ban co thé nhap thém mot sé  théng
tin nhu: s6 dién thoai, dia chi mail va trang dia chi trang Web ca nhan..

Tab Address cho phép ban cé thé khai béo chi tiét cac thong tin lién quan den
dia chi cua tai khoan nguoi ding nhu: dia chi duong, thanh phd, ma ving, quéc
gia...

Tab Telephones cho phép ban khai béo chi tiét cac s6 dién thoai cua tai khoan
ngudi dung

Tab Organization cho phép ban khai b4o cé4c thdng tin ngudi dung vé: chuc
nang cua cong ty, tén phong ban truc thudc, tén cong ty ...

5.2.2 Tab Account

Tab Account cho pheép ban khai bao lai username, quy dinh gio logon vao
mang cho nguoi dung, quy dinh may tram ma ngudi dung c6 thé su dung dé vao
mang, quy dinh cac chinh sach tai khoan cho nguoi dung, quy dinh thoi diém hét
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han cua tai khoan...

Diéu khién gid logon vao mang: ban nhip chudt vao nat Logon Hours, hop
thoai Logon Hours xuat hién. Mac dinh tit ca moi nguoi dung déu dugc phép truy
cap vao mang 24 gio mdi ngay, trong tat ca 7 ngay cua tuan. Khi mot nguoi ding
logon vao mang thi hé théng s& kiém tra xem thoi diém nay c6 nam trong khoang
thoi gian cho phép truy cap khéng, néu khong phu hop thi hé théng s& khong cho
vao mang va thong béo 16i Unable to log you on because of an account restriction.
Ban c6 thé thay d6i quy dinh gio logon bang cach chon ving thoi gian can thay doi
va nhap chudt vao ndt lya chon Logon Permitted, néu nguoc lai khong cho phép thi
nhip chudt vao nat lva chon Logon Denied. Sau day Ia hinh vi du chi cho phép
ngudi dung 1am viéc tir 7h sang dén 5h chiéu, tir tha 2 dén thi 6.

Chu y: mic dinh nguoi dung khéng bi logoff tu dong khi hét gio ding nhap
nhung ban c6 thé diéu chinh diéu nay tai muc Automatically Log Off Users When
Logon Hours Expire trong Group Policy phan Computer Configuration\ Windows
Settings\Security Settings\ Local Policies\ Security Option. Ngoai ra ban cting cé
cach khac dé diéu chinh théng tin logoff nay bang cach ding céng cu Domain
Security Policy hoac Local Security Policy tly theo béi canh.

Chon lya may tram duoc truy cap vao mang: ban nhip chudt vao nat Log On
To, ban s& thdy hop thoai Logon Workstations xuat hién. Hop thoai nay cho phép
ban chi dinh ngudi dung c6 thé logon tir tt ca cdc may tinh trong mang hoic gisi
han ngudi ding chi duoc phép logon tir mot sé may tinh trong mang. Vi du nhu
nguoi quan tri mang lam viéc trong moi truong bao mat nén tai khoan nguoi dung
nay chi dugc chi dinh logon vao mang tir mot sé may tranh tinh trang nguoi ding
gia dang quan tri dé tin cong mang. Mudn chi dinh may tinh ma ngudi ding dugc
phép logon vao mang, ban nhap tén may tinh dé6 vao muc Computer Name va sau do
nhap chudt vao nat Add

Bang md ta chi tiét cac tuy chon lién quan dén tai khoan nguoi dung:

Tuy chon Y nghia

User mustchange | Nguoi ding phai thay doi mat khau lan dang nhap ké
password at next logon | tiép, sau dé muc nay sé tu dong bé chon.

User cannot change |Néu dugc chon thi ngan khéng cho nguoi dung tay
password y thay déi mat khau.

Password never expires| Néu dugc chon thi mat khau cua tai khoan nay khéng
bao gio hét han.

Store password using | Chi ap dung tly chon nay doi voi ngudi dung dang nhap
reversible encryption | tir cac may Apple.

Account is disabled Néu duoc chon thi tai khoan nay tam thoi bi khoa,
khéng st dung duoc.
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for interactive login

Smart card is required

Tuy chon nay dugc dung khi nguoi dung dang nhap vao
mang théng qua mot thé théng minh (smart card), Iuc do6
ngudi dung khéng nhap username va password ma chi can
nhap vao mot sé PIN.

Account is trustedfor
elegation

Chi ap dung cho cac tai khoan dich vu nao can gianh
duoc quyen truy cap vao tai nguyén vai vai tro nhirng tai
khoan nguoi dung khac

Account is sensitive
and cannot be
delegated

Dung tuy chon nay trén mét tai khoan khach véng lai
hoac tam dé dam bao rang tai khoan dé sé khéng dugc
dai dién boi mot tai khoan khac.

Use DES encryption
types for this account

Néu dugc chon thi h¢ thong s& hd tro Data Encryption
Standard (DES) vai nhiéu mirc do khac nhau.

Do not require
Kerberos
preauthentication

Néu dugc chon hé thong s& cho phép tai khoan nay dung
mot  Kiéu thuc hién giao thirc Kerberos khac vai kiéu cua
Windows Server 2003.

Muc cudi cting trong Tab nay 1a quy dinh thoi gian hét han cua mot tai khoan
nguoi dung. Trong muc Account Expires, néu ta chon Never thi tai khoan nay
khéng bi hét han, néu chon End of: ngay thang hét han thi dén ngay nay tai

khoan nay bi tam khoa.
5.2.3 Tab Profile

Tab Profile cho phép ban khai bao duong dan dén Profile cua tai khoan nguoi
dung hién tai, khai bao tap tin logon script duoc tu dong thi hanh khi nguoi dung
dang nhap hay khai bdo home folder. Chu y céac tuy chon trong Tab Profile nay
chu yéu phuc vu cho cac may tram truéc Windows 2000, con dbi voi cac may tram
tir Win2K tré vé sau nhu: Win2K Pro, WinXP, Windows Server 2003 thi ching
ta c6 thé cau hinh cac lua chon nay trong Group Policy.

Trudc tién ching ta hay tim hiéu khai niém Profile. User Profiles 1a mot thu
muc chua cac thong tin vé moi truong cia Windows Server 2003 cho tung
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nguoi dung mang. Profile chira cac qui dinh ve man hinh Desktop, ndi dung cua
menu Start, kiéu cach phdi mau sic, vi tri sap xép cac icon, biéu tugng chuot..

Maic dinh khi nguoi dung dang nhap vao mang, mot profile s€ dugc mo cho
ngudi dung do6. Néu 1a l1an dang nhap 1an dau tién thi ho s& nhan dugc mot profile
chuan. Mot thu muc c6 tén gidng nhu tén cia ngudi dung diang nhap s& duogc tao
trong thu muc Documents and Settings. Thu muc profile nguoi dung dugc tao
chira mot tap tin ntuser.dat, tap tin nay duoc xem nhu la mot thu muc con chira cac
lien két thu muc dén céac biéu twong nén cua nguoi dung. Trong Windows Server
2003 c0 ba loai Profile:

Local Profile: 1a profile cia nguoi dung duoc luu trén may cuc bd va ho tu ciu
hinh trén profile do.

Roaming Profile: 1a loai Profile dugc chta trén mang va ngudi quan tri mang
thém thong tin duong dan user profile vao trong théng tin tai khoan nguoi
dung, dé ty dong duy tri mot ban sao cua tai khoan nguoi dung trén mang.

Mandatory Profile: ngudi quan tri mang thém thong tin duong dan user profile
vao trong thong tin tai khoan nguoi dung, sau d6 chép mot profile d& ciu hinh
san vao duong dan d6. Lic d6 cac nguoi ding dung chung profile nay va khéng
duoc quyén thay doi profile do.

Kich ban dang nhéap (logon script hay login script) la nhiing tap tin chuong
trinh duoc thi hanh mdi khi nguoi dung dang nhap vao hé théng, véi chic niang
la ciu hinh méi treong 1am viéc cua nguoi dung va phan phéat cho ho nhiing tai
nguyén mang nhu 6 dia, may in (duoc anh xa tir Server). Ban c6 thé dung nhiéu
ngdn ngir kich ban dé tao ra logon script nhu: 1énh shell cia DOS/NT/Windows,
Windows Scripting Host (WSH), VBScript, Jscript...

DP6i voi Windows Server 2003 thi c6 hai cach dé khai béo logon script la:
khai bao trong thudc tinh cua tai khoan nguoi dung théng qua cdng cu Active
Directory User and Computers, khai bao théng qua Group Policy. Nhung cha y
trong ca hai cach, cac tap tin script va moi tap tin can thiét khac phai dugc dat
trong thu muc chia s¢ SYSVOL, nim trong \Windows\SYSVOL\sysvol, néu cac
tap tin script ndy phuc vu cho cac may tién Win2K thi phaidit trongthu muc

\Windows\Sysvol\sysvol\domainname\scripts. Dé céac tap tin script thi hanh
dugc ban nhé cip quyén cho cac ngudi dung mang c6 quyén Read va Excute
trén cac tap tin nay.

Thu muc c& nhén (home folder hay home directory) la thu muc danh riéng
cho mdi tai khoan nguoi ding, giup nguoi ding co thé luu trir cac tai lidu va tap
tin riéng, ddng thoi day ciing 1a thu muc mac dinh tai ddu nhéc 1énh. Mudn tao mot
thu muc nhan cho nguoi dung thi trong muc Connect ban chon 6 dia hién thi trén
may tram va duong din ma dia ndy can anh xa dén (chi y la céc thu muc ding
chung dam bao da chia s¢). Trong vi du nay ban chi thu muc c& nhan cho
tai khoan Tuan 1a “\\server\tuan”, nhung ban c6é thé thay thé tén tai khoan
bang bién mdi truong ngudi dung nhu: “\\server\%username%".

5.2.4 Tab Member Of
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Tab Member Of cho phép ban xem va ciu hinh tai khoan nguoi dung hién
tai la thanh vién caa nhirng nhém nao. Mot tai
khoan nguoi ding c6 thé la thanh vién cua
nhiéu nhém khac nhau va né dugc thira huong
quyén cua tit ca cac nhom nay. Mubn gia
nhap vao nhém ndo ban nhip chudt vao nat
Add, hop thoai chon nhom sé hién ra.

Trong hop thoai chon nhdm, néu ban nhé
tén nhom thi c6 thé nhap truc tiép tén nhom
vao va sau d6 nhap chudt vao nat Check
Names dé kiém tra c6 chinh xac khéng, ban
c6 thé nhap gan ding dé hé thong tim cac tén
nhém coé lién quan. Pay la tinh nang mai cua
Windows Server 2003 tranh tinh trang tim
kiém va hién thi hét tat ca cac nhdm hién cé
trong hé théng. Néu ban khdng nhd tén nhom
thi chap nhan nhap chudt vao nit Advanced va Find Now dé tim hét tat ca céc
nhém
Néu ban mudn tai khoan nguoi ding hién tai thoat ra khoi mot nhém nao do thi ban
chon nhém sau d6 nhap chuét vao nit Remove.

5.2.5 Tab Dial-in

Tab Dial-in cho phép ban cau hinh
quyén truy cap tir xa cua ngudi dung cho
két ndi dial-in hoic VPN, ching ta s& khao
sét chi tiét & chuong Routing and Remote
Access

5.3. Tao méi tai khoan nhom

Ban tao va quan ly tai khoan nhom
trén Active Directory théng qua cong cu
Active Directory Users and Computers.
Truéc khi tao nhédm ban phai xac dinh
loai nhdm can tao, pham vi hoat dong cua
nhom nhu thé ndo. Sau khi chuan bi day du
cac thoéng tin ban thuc hién cac budc sau:

Chon Start \ Programs \ Administrative
Tools \ Active Directory Users and
Computers dé mod cong cu Active Directory
Users and Computers I&n. Nhap phai chudt
vao muc Users, chon New trén pop-up menu
va chon Group.

Hop thoai New Object — Group xuét hi@n, ban nhap tén nhém vao muc
Group name, truong tén nhém cho cac hé dieu hanh truéc Windows 2000 (pre-
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Windows 2000) tu dong phat sinh, ban c6 thé hiéu chinh lai cho phu hop.
Bai tap thwc hanh ciaa hoc vién

. Trén may Domain Controller tao OU c06 tén HCM.

. Trong OU HCM tao 2 nhdm cd tén la Ke Toan va Nhan Su.

. Trong mdi nhom tao 3 user.

. Tim kiém, di chuyén va khda mét vai tai khoan nguoi ding bat ky.

1
2
3
4
5. Chi cho phép cac user logon vao mang tir 7:00am-6:00pm.
6. Tao Home Folder cho cac user.

7. Cho phép user chi luu trir 500MB trén Home Folder.

8. Thuc hién Account Lock-Out(cho phép user nhap sai 2 1an)
9. Cai dit Adminpak.msi xuéng may client.

Huéng din thuc hign:

Tao OU cé tén HCM:

F Tai server: Start/Programs / Administrative Tools / Active Directory Users and
Computers/ click nat phai chuot trén bi¢u tuong server / New / Organizational Unit

F Dbat tén cho OU
Trong OU HCM tao 2 nhom cé tén la Ke Toan va Nhan Su:
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F Click nat phai chuét trén OU HCM / New / Group

Group Name: Ke Toan /Group scope: Global /Group type: Security
F Twong tw tao Group “Nhan Su”
Trong mdi nhom tao 3 user:

-Tao Users

(Cha y: Sau khi tao xong cac User hay nhap céc thong tin vé cac User @6 nhu: S6
dién thoai, dia chi, email, dia chi Web, nhiap tén nguwoi quan ly....)

F Click nat phai chuot trén OU HCM /

New / User / dién théng tin cho user kt1

F Dat password cho user, danh dau muc Password never expires
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F Lap lai twong tw cho cac user KT2, KT3, NS1, NS2, NS3
-Thiét 1ap Users thuoc Group:
F Chon 3 user KT1, KT2 va KT3/ click nat phai chuot trén 3 user / Add to a group

F G0 tén nhom “Ke Toan” / Check
Names / xuat hién gach chan trén group “Ke Toan”
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F Thong béao két qua
F Lam twong tw véi cac user NS1, NS2 va NS3 dé dwa vao nhom “Nhan Su”

75



