Bai 4: QUAN LY TAI KHOAN NGUOI DUNG VA NHOM
M3 bai: MP 04.04.

Gidi thiéu:
Quan Iy tai nguyén ngudi ding va nhém cung cap cho ngudi hoc nhimng kién
thire vé tai khoan ngudi ding va nhom, cac thude tinh cua tai khoan ngudi dung , cac
nhém tao sin. Bai ndy duoc trinh bay thanh cic muc chinh dugc sap xép nhu sau:
- Dinh nghia tai khoan nguoi dung va tai khoan nhom.
- Céc tai khoan tao san.
- Quan ly tai khoan nguodi dung va nhom cuc bo.

Muc tiéu

- Hiéu dwoc tai khodn nguoi ding, tai khoan nhém

- Tao va quan tri dwoc tai khoan nguoi dung, tai khoan nhom.

- Tinh chinh xdc, ding ddn khi ra nhitng quyét dinh quan tri.

NOI DUNG CHINH
1. Giéi thiéu

Muc tiéu.

- Biét dang nhdp vao hé théng

- Tao dwoc tai khoan nguoi dung cuc bé va tai khodn nguoi ding mién.
1.1. Qua trinh dang nhip vao h¢ thong

Néu ban khéng mudn nhdp tén nguoi dung va mat khau mdi khi truy cip vao
san pham Google ua thich cua minh, ban c6 thé chon tuy chon 'Duy tri trang thai dang
nhap' trén trang dang nhap ctua Tai khoan Google ¢ ngay phia trén nit Pang nhap.

Néu ban chon tuy chon niy va ding nhap vao Tai khoan Google ciia ban thanh

cong, hé thong cua chung toi s& khong yéu cau ban diang nhap lai trong toi da 2 tuan,
trir khi ban ding xuat.

1.2. Tai khoan nguwoi dung cuc b

Tai khoan nguoi dung cuc bd (local user account) la tai khoan nguoi dung
duogc dinh nghia trén may cuc bd va chi dugc phép logon, truy cép cac tai nguyén trén
may tinh cuc bd. Néu mudn truy cip cac tai nguyén trén mang thi nguoi dung nay phai
chung thyc lai véi mdy domain controller hodc may tinh chira tai nguyén chia sé. Ban
tao tai khoan nguoi dung cuc bo vdi cong cu Local Users and Group trong
ComputerManagement (COMPMGMT.MSC). Cac tai khoan cuc bo tao ra trén
may stand-alone server , member server hoic cac may tram déu dugc luu trit trong
tap tin co sodir licu SAM (Security Accounts Manager). Tap tin SAM
nay dugc dat trong thu myc \Windows \system32\config.
Dé t6 chirc va quan 1y nhu tao, x0a, sira, thay d6i mat khau tai khoan ngudi dung cuc
bd, ban st dung cong cu Local Users ang Groups.
Co6 3 cach truy cap Local Users and Groups :
- Cach 1:
Chen Local Users and Groups snap-in vao MMC (Microsoft Management Console)
bang cach:
Chon Start --> Run, nhap vao MMC --> nhén Enter. Xuét hién cira s0 :
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There are no kems to show n Hhs wew,

Chon File --> Add/Remove Snap-in, xuat hién hop hoi thoai :
Add/Remove Snap-in | X|
Standalone |E;¢m|
Uize thiz page to add or remove a standalone Snap-in from the console.
Snapins added to: |2y Console Root | Eﬁﬁl

- Description-

Add. . I Hemove S bout I

ok | Cancel

Chon Add, xuat hién hop hoi thoai :
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Add Standalone Snap-in K E3

Availlable Standalone Snap-ins:
Snapin | Vendor o]
B3 \ndesing Service Microsoft Corporation, |...

!,1’ Inteinet Authentication Service [IAS]  Microsoft Corporation
"‘_'g Internet Information Services (IIS) M... Microsoft Corporation

& 1P Security Monitor Microsoft Corporation

S IP Security Policy Management Microsoft Cotporation

i Link to'Web Address Microsoft Corporation _J
. FiLocal Users and Groups Micrasoft Corporation

& Performance Logs and Alerts Microsoft Corporation

£ Remote Desktops Microsoft Corporation

ﬁ:: Removable Storage Management Microsoft Cotporation |
~ Description

Manages Local Users and Groups

Add Close

Chon Local Users and Groups --> chon Add, xuat hién hop hoi thoai :

Select the computer pou want the snap-n to manage
This snap o vill shways manage

{ Local computer fthe computer on which this console i unrng]

" Another computer: l { & I

[ Allow the selected computer to be changed when launching from the command line. Thes
only apphes # you save the console.

Frish Cancel |

Chon Finish --> chon Close --> chon OK dé hoan tat viéc chén Local Users and
Groups snap-in vao MMC. Cura s6 console xuat hién :
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Be Adion Mew Favokes Widow Hep

o= OE B @

I'.. Cnnsale Root' Lo al Users and Groags (Lo al) Users M=
I Corvoke Fost tame Pl Narme Descripton

= ] Lacal Lisars and Groups (Local) FY— Bult-in sccound fer sdmristerr
=1 - ASPHET ASPNET Machine Accourt. Account used for runming the 8
= Grous | Gt Bult-n sccound For guest acoes
ISR _WMSE Inkarreat Guest Rooount Built-in accourt fior anorymous.
TWAM_WMSE. ., Launch 115 Process Accourt  Built-n sccourt for Inbernet Ind

postgres pstgres PostgreSOL service account

SUPRORT M. ON=Moosoll Corporstion, .,  This is & vendor's acoount for 8

o |

| 7] x]

I oxrirE

File pame: Il:r:rnnla! mic _':'J | Save ;
Save a1 lype: Ichr-urbcA Managameni Console Files " mec) _ﬂ Cancel |

Chon duong dan va dat tén dé luu file *.msc, vi du 1a consolel.msc.

Khi can str dung cong cu Local Users and Groups, ban m& file consolel.msc.
-Cach2:

St dung cong cu Computer Management bang cach :

Click chuft phai tai biéu tuong cua My Computer trén desktop, chon Manege, xuit
hién ctra s :
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5| Ble Acoon  View rdow Help =
LNy
= ﬁ Sostem Tools E-;-.ua-\em".lr.\h-
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Local Users and Groups
| Parformancs Logs and Alets
A Drervice Manmsger
= 5 Srorage
#-=a Removable Storage
g Diigk Dusl'y sy i
sk Management
L} _# Service and Apphc alion

< | #{sl i H

Bén khung cira s6 bén phai, chon va mé Local Users and Groups.

-Cach3:

Chon Start --> Programs --> Administrative Tools --> Computer Management, xuat
hién ctra s6 nhu hinh trén

1.3. Tai khodn ngudi ding mién.

Tai khoan ngudi ding mién (domain user account) 1a tai khoan nguoi dung duoc
dinh nghia trén Active Directory va dugc phep dang nhap (logon) vao mang trén bat
ky may tram nao thudc ving. Pong thoi véi tai khoan nay nguoi dung c6 thé truy cap
dén cac tai nguyén trén mang. Ban tao tai khoan ngudi dung mién véi cong cu
ActiveDirectory Users and Computer (DSA.MSC). Khac véi tai khoan nguoi dung
cuc b, tai khoan nguoi dung mién khong chira trong cac tap tin co s¢ dir liéu SAM
ma chura
trong tap tinNTDS.DIT, theo mac dinh thi tap tin nay chira trong thu muc\Windows\N
TDS
2. Tai khoan nguoi dung.

Muc tiéu.
- Biét tao tai khoan nguoi dung
- Phan biét duoc tao tai khoan nguoi dung bang giao dién va dong dién

Mudn t6 chirc va quan 1y nguoi ding cuc b, ta dung cong cu Local Users and
Groups. Véi cong cu nay ban co thé tao, x0a, stra cac tai khoan nguoi dung, cling nhu
thay d6i mat ma. C6 hai phuong thirc truy cap dén cong cu Local Users and Groups:
2.1. Tao tai khoan ngudi dung bang giao dién

Trong cong cu Local Users and Groups, ta nhap phai chudt vao Users va chon
New User, hop thoai New User hién thj ban nhap cac thong tin can thiét vao, nhung
quan trong nhat va bit budc phai c6 1a muc Username.
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Uszer name: Ihtuan

Eull narme: INgu_l,len Bui fink Tuan
Description: ITru-:ung phong ky thuat
Pazsword: I’"“‘

Confirm pazswaord: Im

[ User must change pazsword at nest logon
™ User cannot change pazsword
[ Pazsword never expires

[T Accourt iz dizabled

Create I Cloze

2.2. Tao tai khoan nguoi dung biang dong lénh
- Dung nhu mét MMC (Microsoft Management Console) snap-in.
- Dung thong qua cong cu Computer Management.
Céc bude dung dé chén Local Users and Groups snap-in vao trong MMC:
Chon Start / Run, nhap vao hop thoai MMC va an phim Enter dé mo cura s6

MMC.

'iti Consolel =18 x|
J Console  Window  Help |J 0O =M |

'ii Console Root

| action  view Favories || & = |

Tree I Favorikes Marne |

Chon Console / Add/Remove Snap-in dé mo hop thoai Add/Remove Snap-in.
Nhap chudt vao nut Add dé m¢ hop thoai Add Standalone Snap-in. Chon
Local Users and Groups va nhap chudt vao nat Add. Hop thoai Choose Target
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Machine xuét hién, ta chon Local Computer va nhap chudt vao nat Finish dé tro lai
hop thoai Add Standalone Snap-in.

Nhép chudt vao nut Close dé tro lai hop thoai Add/Remove Snap-in.

Nhép chudt vao nat OK, ta s& nhin thay Local Users and Groups snap-in da
chén vao MMC nhu hinh sau.

'iti Consolel - [Console Root] =10l x|
J[%] Console  Window  Help |J 0= HE | =51 x|
| B2

Tree IFa\-'u:urites | Marne |
ELDcaI IUsers and Groups (Local)

J action  Wiew  Favorites J-.:::- -p|

Luu Console bang cach chon Console / Save, sau d6 ta nhap dudong dan va tén
file can luu trit. Dé tién loi cho viée quan tri sau nay ta co thé luu console ngay trén
Desktop. Néu may tinh ctia ban khong ¢ cau hinh MMC thi cach nhanh nhat dé truy
cap cong cu Local Users and Groups thong qua cong cu Computer Management.
Nhap phai chudt vao My Computer va chon Manage tir pop-up menu va mé cira so
Computer Management. Trong muc System Tools, ta s& nhin thdy muc Local Users
and Groups

£ Computer Management " ;|g|5|
| action  view |J & = | -|_| | @

Tree I Mame

Q Computer Management (Local) - [(users

El- ﬁ% Syskem Tools |:|Gr|:uups

I @ Event viewer
-G System Information
ﬁ Performance Logs and Alerts
- Shared Folders
----- y, Device Manager

f Local Users and Groups

= @ Storage

------ i Disk Managerment
------ @ Disk, Defragmenter
----- i--i=a Logical Drives

I - Removable Storage =l | »|
| |
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Céch khac dé truy cap dén cong cu Local Users and Groups 1a vao Start / Programs
/Administrative Tools / Computer Management.
3. Tai khoan nhom.

Muc tiéu.
- Nam duwoc y nghia cua group scope va y nghia cua group type.
- Phdn biét duoc 2 y nghia nay.

3.1. Y nghia ciia group scope

Pham vi ctia mot nhém xac dinh hai déc diém:

N6 xé&c dinh mtrc d6 ing dung bao mat cho mot nhém xac dinh ma nguoi dung
c6 thé dugc thém vao mot nhom. Windows Server 2003 hd trg cac pham Vi sau
day: Domain Local: Cac nhom domain dia phuong duoc sir dung dé gan quyen truy
cap dia phuong nguon tai nguyén nhu file va may in. Cac thanh vién c6 thé dén tir tén
mién bat ky. toan cau: Cac thanh vién cua nhom nay co thé truy cap tai nguyén trong
pham vi bat ky. Céc thanh vién chi c¢6 thé dén tir cac mién dia phuong. gii: Cac thanh
vién c6 thé dugc thém vao tir bat ky tén mién trong rimg. Cac thanh vién c6 thé truy
cap tai nguyén tir tén mién bat ky. Cac nhom Universal group duogc sir dung cho quan
1y an ninh trén cac tén mién. Cac nhom Universal group ciing cé thé chira toan
cau nhoém. Universal group 1a chi c6 san trong cac linh vuc c6 mic chic ning
Windows 2000 c6 ngudn gbe hoic Windows Server 2003.

3.2. Y nghia ciia group type

Nhom céc loai

Nhom duge sir dung dé thu thap céc tai khoan ngudi ding, tai khoan may tinh,
va nhom tai khoan khac vao don vi quan ly. Lam viéc v6i cdc nhom thay vi véi nguoi
dung ca nhan giup don gidn hoa vi¢c bao tri mang va quan tri.

C6 hai loai cua cac nhém trong Active Directory: nhom phan phéi va cac nhom
bao mat. Ban co thé sir dung cac nhém phén phbi dé tao ra danh sach phan phéi e-mail
va cac nhém bao mat dé gan quyén truy cp tai nguyén chia sé.

Phan phdi cac nhom

Nhom phan phdi c6 thé duoc sir dung chi v6i cac ng dung e-mail (chang han
nhu Exchange) dé giri e-mail cho cac bo suu tap cia ngudi st dung. Nhém phan phoi
khong phai 13 an ninh cho phép, c6 nghia 14 ho khong thé dugc liét ké trong danh sach
kiém soét truy cép tiy y (DACLs). Néu ban can mot nhom dé kiém soat truy cip vao
tai nguyén chia sé, tao ra mot nhém bao mat.

An ninh nhém
Puoc str dung véi vige cham soc, nhom an ninh cung cép mot cach hi¢u qua dé gan
quyén truy cap tai nguyén trén mang cua ban. St dung cac nhom bao mét, ban co thé:

o Chi dinh quyen ngudi dung dé nhém bio mat trong Active muc

Quyén cua ngudi dung dugc gan cho nhom bao mat dé xac dinh nhing gi cac
thanh vién ctia nhom d6 c6 thé lam trong pham vi cia mot tén mién (hoidc rimg). Quyén
ngudi dung duoc ty dong gan cho mot sé nhom bao mat Active Directory duogc cai dat
dé gitp cic quan tri vién xac dinh vai trd quan 1y cia mot ngudi trong mién. Vi du, mot
nguoi dung dugc thém vao nhom nha khai thac sao luu trong Active Directory c6 kha
nang sao luu va khoi phuc lai cac tap tin va thu myc nam trén mdi bo didu khién mién
trong mién nay c6 thé boi vi theo mic dinh, cac quyén nguoi dung Back up files va thu
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muc Khdi phuc cac tép tin va thu myc dugc ty dong gan cho nhom Nha diéu hanh sao
lwu. Vi vay, cac thanh vién cua nhom nay ké thira cac quyén ngudi dung duoc gan cho
nhom d6. Bé blet thém théng tin vé cac quyén cta nguoi st dung, quyén tai . Dé biét
thém thong tin vé nguoi sir dung quyen duoc giao cho cac nhom bao mat, nhin thay
cac nhom mic dinh . Ban c6 thé gan quyén nguoi dung dé nhom bao mat bang cach str
dung Group Policy dé giup cac nhiém vu dai biéu cu thé. Ban nén luén luén st dung
theo y minh khi giao nhiém vy dugc giao vi mot nguoi str dung chua qua dao tao dugc
giao quyén qua nhiéu vao mot nhom bao mat c6 kha ning c6 thé giy ra thiét hai dang ké
cho mang cua ban. bé blet thém thong tin, xem Delegating quan ly. Dé biét thém thong
tin vé nguoi s dung quyén giao cho cic nhom, xem Gan quyén ngudi ding cho mot
nhom trong Active Directory .
Gan quyén truy cip cho cic nhom an ninh ve tai nguyén
Khoéng nén nham 1an vé&i quyén nguoi dung. Quyén dugc giao cho nhom bao
mat trén cac ngudn tai nguyén chia sé¢. Quyén xac dinh nhimg nguoi co thé truy cap tai
nguyén va muc do truy cap, chang han nhu kiém soat toan. Mot s6 diéu khoan trén cac
d6i twong mién duoc tu dong chi dinh dé cho phép muc d6 khac nhau truy cap cho cac
nhém bdo mat mic dinh nhu nhom Account Operator hodc cdc nhom Domain
Admins. Dé biét thém thong tin vé quyén truy cdp, xem Truy cdp kiém soat trong
Active Directory . nhom an ninh dang duoc li¢t ké trong DACLs xac dinh cac quyén
truy cdp vao tai nguyén va cac dbi twong. Khi phan quyén truy cdp cho nguén tai
nguyén (chia sé file, may in, va nhu vy), cic quan tri vién nén chi dinh nhitng quyén
truy cap vao mot nhom bao mat hon 1a ngudi ding ca nhan. Cac diéu khoan duoc giao
mot 1an cho nhom, thay vi nhiéu 1an dé mdi nguoi dung ca nhan. Mdi tai khoan duoc
thém vao mot nhom nhan dugc cac quyén dugc giao cho nhom d6 trong Active
Directory va cac diéu khoan quy dinh cho nhom dé ngudn tai nguyén.
Gibéng nhu cac nhom phan phéi, cac nhom bao mat ciing c6 thé duge sir dung nhu mot
thuc thé e-mail. Gtri mot tin nhan e-mail cho nhoém giri tin nhan cho tat ca cac thanh
vién cua nhom.
Chuyén d6i gifta an ninh va cac nhom phan phdi
Mot nhom c6 thé duge chuyén doi tr mot nhom bao mat dé mot nhom phéan
ph01 va nguoc lai, bat ctr luc nao, nhung néu mirc d6 mién chuc nang dugc thiét lap
dé ban dia Windows 2000 hogc cao hon. Chua ¢6 nhom nao ¢ thé dugc chuyen doi
trong khi mtrc do mién chirc nang duoc thiét lap, dé Windows 2000 tron 1an. Dbi voi
thong tin thu tuc cu the, chuyen d6i mot nhom dén mot loai nhom . Poi voi thong tin
vé chirc ning mién, tén mién va chirc ning ring.

CAU HOI VA BAI TAP
1- Néu cac dinh nghia vé tai khoan nguoi dung?
2- Phan bi¢t sy khac nhau gitra tai khoan nguoi dung cuc b va tai khoan nguoi
dung mién.
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Bai 5: QUAN LY TAI NGUYEN DUNG CHUNG
M3 bai: MP 04.05.

Gidi thi¢u:

Quan ly tai nguyén dung chung la mot trong nhimg cong viéc tao nén thanh
cong viéc chia s¢ va phan quyén truy suat tai nguyén. Bai nay s€ cung cap cho sinh
vién cac kién thirc can thiét dé chia sé thu muc, mdy in, quyén NTFS va nhing van dé
lién quan dén quyen Duoc trinh bay thanh cac muc chinh dugc sap xép nhu sau:

- Quyén truy xuat tai nguyén
- Trién khai dich vu file — DFS
- Quyeén quan 1y File - NTFS
- Cai dat va quan tri may in mang

Muc tiéu:

- Giai thich dwgc viéc chia sé va phan quyén truy xudt tai nguyén

- Trinh bay dwoc cdc quyen chia sé thu muc, mady in, quyén NTFS va nhitng vén
dé lién quan dén quyén

- Chia sé thi muc, phdn quyén truy xudt cho User béi cong cu do hoa hay dong
lenh

- Trién khai dich vu chia sé tap tin DF'S

- Trién khai may in cuc bg, mdy in mang

- Xt Iy cdc sw cé théng dung vé quyén va in dn.

- Tinh chinh xdc, ding ddn khi ra nhitng quyét dinh quan tri.

NOI DUNG CHINH
1. Tong quan vé quyén truy xuat tai nguyén.

Muc tiéu . ’
- Nam duoc khai niém quyén truy xuat: File (Shared, NTFS), Print, Services.
- Nam dwoc quan ly tai khoan (SID, ACE, DACL).

Khi nguoi dung truy xuat dén cac tai nguyén hé thong thi phai c6 mot tai khoan
nhét dinh, mdi tai khoan c6 mot muac do truy cap nhét dinh, con goi la Premission.

Permission 1a quyén han truy xuit tai nguyén ctia ngudi ding.

Permission duoc dung dé gan cho cac ddi twong mudbn bao mat: File, Folder,

Printer.

Permission dugc ap dung cho user va group hay Computer trén Activer Directory

hay Local on Computer.

oRead
oWrite
oDelete




1.1. Khai niém quyen truy xuit: File (Shared, NTFS), Print, Services

Quyén truy xuat tai nguyén: ngudi dung mudn st dung tai nguyén hé théng mang:
PC, Foder, File, Printer phai c6 mot tai khoan nhét dinh

Tai khoan con goi la username, dugc tao ra va c6 mot ID nhét dinh trén toan hé
thdng

Khi ngudi dung truy Xuét tai  nguyén s€ ¢ xac thue cua hé théng.

Dé xac thuc quyén truy xuét tai nguyén ciia ngudi dung hé thong dua vao: SID,
DACL, ACL.

1.2. Quan ly tai khoan (SID, ACE, DACL)

- SID (Security Identifier): S6 nhan dang bao mat. Thanh phan nhan dang khong
trung ldp dugc hé théng tao ra voi tai khoan va dung cho hé¢ théng nhan dang.

- DACL: (Discretionary Access Control List): Danh sach diéu khién truy cap cia
chu s& hitu, cha so hitu ddi trong c6 quyén thay d6i ndi dung danh sach nay. Cho phép
hoic khong cho phép truy cap ddi tuong.

- ACL: Mot danh sach lién két, chira nhiéu ACE 1a cac phan tir. M&i ACE chua
mot mot s6 bao mat SID ciia nguoi ding hodc nhom nguoi dung, danh sach quy dinh
ngudi dung duge phép hay khong duoc phép truy cap dén dbi twong goi 1 Access
Mask.

2. Quyén chia sé thw muc — Shared folder.

Muc tiéu.
- Biet duoc cac chia sé quan tri, quyén thuc hién chia sé va cdac buoc thuc hién
chia sé va cac buéc quang ba thuw muc chia sé Domain.

Cac tai nguyén chia sé la cac tai nguyen trén mang ma cac nguoi dung cé
thé truy xuat va sir dung thong qua mang. Mudn chia s¢é mot thu muc dung chung
trén mang, ban phai logon vao hé théng véi vai trd ngudi quan tri
(Administrators) hoic 1a thanh vién ctia nhom Server Operators, tiép theo
trong Explorer ban nhap phai chudt trén thu muc d6 va chon Properties, hop
thoai Properties xuat hién, chon Tab Sharing.
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General Sharing |Securit_l,l| Custnmizel

[ You can share this folder with other users an your
i;_,_-z netwark. Ta enable sharing far this folder. click Share this
falder.

" Do nat share thls falder

IDuLleu$ j

Diescription: IDu Liew Dung Chung

Share name:

Uz limit: € Maximum alowed
' Allowe this number of ugers:  |100 _:I

Ta set permizsions for users wha Permissions... |
access this folder aver the network,

click Permizzions.

To modify how people use the content Offline S et
while cffine, ciick Offine Settings. _Qffine Setings.._|
MewShare. . |

QK I Cancel | Apply |

2.1. Chia sé quan tri: Drive$, Admin$, Netlogon, Sysvol
Shared Folder duoc dung dé cung cip cho nguoi ding mang cac truy nhép dén cac

tai nguyén file. Khi mot folder duoc chia sé, nguoi dung c6 thé két nbi dén folder qua
mang va dat dugc truy nhap dén file ma nod chira. Tuy nhién, dé dat dugc truy nhap
dén cac files, nguoi ding can phai co gidy phép (permission) dé truy nhap dén Shared
folder do.
a. Shared foder permission

Mot shared folder c6 thé chia cac ung dung, dit liéu hodc dir liéu ca nhan ctan
gudi ding (home folder). Mdi kiéu dir liéu co thé doi hoi cac gidy phép trén share
dfolder khac nhau. Shared folder permisson c6 dic diém chung sau: Shared folder
permisson ap dung cho folder, chr khong cho file cu thé. Tir d6 ban c6 thé ap dung
Shared folder permisson chi cho toan thé shared folder va khong ap dung dén cac file
cu thé hodc cac subfolders trong cung shared folder do, sharedfolder permission cung
cAp it chi tiét hon NTFS permission.Shared folder permission khong han ché tuy nhap
d6i voi cac nguoi ding macd duoc truy nhap dén folder d6 tai mdy tinh noi folder
dugc luu. Ching ap dung chicho cac ngudi dung két ndi dén folder qua mang.Shared
folder permission 1a cach thic duy nhat dé bao mat tai nguyén mangtrén mot FAT
volume. NTFS permission khong c6 trén FAT volumeDefault shared folder permission
1a Full Controll va n6 dugc gan dén nhomEveryone khi ban chia sé folder Bé diéu
khién cach thirc nguoi dung c6 duoc truy nhap dén mot shared folder, ban phai gan
shared folder permision. Mdi shared folder permission cho phép ngudidung thuc
hiénRead: Ngudi dung co thé xem folder name, filenames, file data va attributes;chay
céc file chuwong trinh, va di chuyén dén cac subfoder bén trong shared folder. Change:
Nguoi dung c6 thé tao folders, thém file vao foldes, thay do6i dit lidutrong céc files,
thém dir liéu vao file, thay ddi file attributes, xo4a folder va files, thu chién cac hanh
dong cho phép boi Read permission. Full Control: Nguoi ding c6 thé thay d6i file
permissions, 14y quyén so hitu (take ownership) cta cac files, va thuc hién tit ca cac
tac vu cho phép bdi Change permission.

Ban c6 thé cho phép hodc huy bé shared folder permission d6i voi cd nhan
cuthé hodc d6i v6i ca nhom.
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b. Ap dung Shared folder permission

Viéc ap dung shared permission ddi vé6i user account va group anh hudng dén
truy nhap d6i vi mot shared folder. Viéc huy bo permission dugc wu tién (ghi d¢) qua
cac permission ma ban cho phép. Nhiéu Permission. Mot ngudi ding cd the 1a thanh
vién cua nhiéu nhom, mdi nhom véi cac permission khac nhau ma cung cap cac mirc
truy nhip khac nhau dén shared folder. Khi gan mot permission dén mot ngudi ding
cho mot shared folder; dong thoi ngudiding d6 1a thanh vién ctia mot nhom va ban gai
cac permission khac dén nhom nay, permission tong hop cé tac dong dén ngudi ding
d6 1a to hop user permission va group permission. Vi du, néu ngudi diung c6 Read
permission va la thanh vién cia mot nhém c6 Change permission, permission c6 hi¢u
qua cua nguoi dung 1a change, ma bao ham ReadDeny ghi de¢ cac permission khac
Denied permission 1iy uu tién (take precedence) qua bat ky permission nao ma ban co
thé cho phép trai lai cho cac user va group account. Néu ban huy bo bat ky shared
folder permission v6i mot ngudi dung, nguoi dung s& khong thé c6 permission do,
tham chi néu ban cho phép permission cho mot nhom ma nguoi ding d6 1a thanh
vién. NTFS permission Shared folder permission 1a di dé dat dugc truy nhap dén céac
file va folders trén mot FAT volume nhung khong 13 giai phap t6t nhat cho mot NTFS
partition. Trén mot FAT partition, nguoi dung co thé dat duoc truy nhép dén mot
shared folder trong d6 ho co cic permission, twong tu nhu dén tit ca ndi dung cia
folders. Khi nguoi dung c6 duoc truy nhap dén mot shared folder trén NTFS partition,
ban nén dung quyén chia sé (share right) hoic NTFS permission nhung khong nén ca
hai. NTFS permission 1a thich hop khi permission c6 thé thiét 1ap trén ca hai file va
folder. Néu quyén chia sé dugc cau hinh cho mot folder va cac NTFS permission dugc
céu hinh cho cac folders hodc file bén trong mot folders, quyén han ché nhét s& tro
thanh quyén c6 tac _dung v6i nguoi dung. Diéu nay ting mot cach dang ké do phuc tap
cia viéc giai quyét quyén truy nhip cho cdc tai nguyén mang. Sao chép hodc di
chuyen céc shared folder Khi ban sao chép mot shared folder, shared folder ban dau
van con dugc chia sé, nhung ban coppy thi khong. Khi ban di chuyén mot shared
folder, n6 khong duoc chia sé nira.
c. Chia sé thu muc

Céc doi hodi cho viéc chia sé¢ thu mucTrong Windows 2003, thanh vién cua
nhom built-in Administrators, Server Operators va Power Users ¢6 kha nang phu thudc
vao viéc may tinh thuéc domain hodc workgroup va kiéu ctia may trén dé6 shared
folder dinh vi. Trong Windows 2003 domain, nhom Adminisstrator va Server
Operators cothé chia sé cac folder nam trén bat ky may nao trong domain. Nhom
Power User lanhém cuc bd (local group) va chi co thé chia sé folders nam trén stand -
alone server

Trong mot workgroup, nhom Adminisstrator va Power Shared Objects ¢ thé
tao ra cc shared folder trén mdy tinh noi quyén nay duoc gan. Chia sé mot folder.
Khi ban chia s¢ mot folder, ban c6 thé gan cho né:- Share name- Loi chua thich
(comments) dé mo ta vé folder va ndi dung cia né- Han ché sd nguoi dung co quyén
truy nhip dén fofders, gan cac permissions- Chia s¢ mot folder nhiéu lan. Dé chia sé
mot thu muc, nhan chudt phai folder ban mudn va nhan Sharing. bé gan permission
cho céc user hodc group, ban c6 thé nhan nat Permission rdi gan. Thay d6i cac thudc
tinh chia sé. Dé thay doi thudc tinh cia mét tai nguyén chia sé, ban phai ding nhap
vaonhu 1a mgt thanh vién cua cdc nhém Administrators hodc Server Operators. Ban co
thé lya chon mot tai nguyén di chia sé va tao ra cac thay d6i cho cac thudc tinh ciia no.
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Dung hop thoai share Properties dé thay d6i ~duong dan thu muc, thém 1 chu thich,
thay dbi sb nguoi dung cho phép két ndi dén share tai mot thoi diém. Nhan
Permissions dé xem danh sach nguoi dung va nhom ma dugc phép dung share va thay
ddi su cho phép. Dung viéc chia sé thu muyc. Khi ban dung viéc chia s¢ thu mot thu
muc, n6 khong dugc tdn tai lau hon nita trén mang. bé durng viéc chia st mot thu muc,
ban can phai ding nhip nhu thanh vién cioa nhém Administrators hodc Server
Operators. Hop thoai Shared Directory trinh bay cac thu muc chia sé ban tao ra cling
nhucac thu muc chia sé tao bdi hé théng. Nhin chung, ban khéng nén dung viéc chia
sé tao bdi hé théng. Cac shares danh cho viéc quan tri ma da bi xoa s€¢ duogc tao lai
motcach ty dong lan tiép theo sau khi dich vu Server dugc khdi dong.

Chii_y: Néu quyét dinh dung viéc chia sé mot thu muc trong khi nguoi
dungdang két ndi, ngudi ding c6 thé mat dir liéu. Dung Window Explorer dé dimng
viécchia sé mot thu muc. Két ndi dén mét thu muc chia sé¢. C6 mét vai cach dé két ndi
dén thu muc chia sé ban c6 thé dung 1én Find trén Start menu dé két ndi dén bat ky
may tinh hodc thu muc chia sé nao trén mang, hoic nhan dip mot may tinh trong My
Network Places.

2.2. Quyén thure hién chia sé Local

(Administrators, Power Users Group); Domain (Administrators, Server
Operators).

Quyén thuc hién chia sé Domain, gitp ngudi quan tri dé chia nho viéc ra nhiéu phan,
mdi phan d6 s& co6 1 may quan 1y riéng, gitup hé théng quan 1y tén mién hoat dong linh
hoat hon.

Mo hinh ==

g

& &

Hcm.thuvien-it.net Hn.thuvien-it.net

Cic bude trién khai

Thyc hién viéec uy quyen trén may DNS c6 tén mién 1a "thuvien-it.net.". Trén
may DNS dang quan ly tén mién hem.thuvien-it.net thuc hién viéc Forwarder dén may
DNS tén mién thuvien-it.net.

Thuc hanh:

Thong s IP nhu sau:
Mién Thuvien-it.net Hcm.thuvien-it.net
IP address: 192.168.1.5 192.168.1.50
Subnet mask: 255.255.255.0 255.255.255.0
Preferred DNS: 192.168.1.5 192.168.1.50
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Thuc hién viéc ay quyen trén may DNS co tén mién 13 "thuvien-it.net."
Vao Run g6 dnsmgmt msc dé truy xuit vao hop thoai quan Iy DNS. Click phai vao
mién thuvien-it.net chon New Delegation...

X e e

= pnst —
Mame /

=-E3 Forward Lookup Zones

W [Z] (same as
E1-E8 Reverse Update Server Data File
@ 192, Reload

E5) EETI Event Vi Mew Host (A)...
Mew alias (CNAME)...

New Mail Exchanger {MX)...
MNew Domain...

MNew Delegation. ..
Other New Records...

all Tasks >

View >
New Window From Here

Delete
Refresh
Export List...

Properties

Help

Hinh 1 : New Delegation.

Tai hop thoai New Delegation ta tao tén méi dé ty quyén vidu: "hem".

New Delegation Wizard

Delegated Domain Name
Authority for the DNS domain you supply will be delegatec

Specify the name of the DNS domain you want to delegate

Delegated domain:
l hcm

Fully qualified domain name {FQDN):

I hem.thuvien-it.net

Hinh 2 : Tao tén dé quan Iy .

Tai hop thoai Name server : bam vao nit Add tai 6 Text Server fully qualified
domain name dién chinh tén cia may DNS dang quan 1y tén mién hem.thuvien-it.net
va dia chi Ip ctia may.

Vi du : DNS.HCM.hcm.thuvien-it.net

DNS.HCM la tén ciia may DNS c6 tén mién hem.thuvien-it.net
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New Resource Record ; _'_’_ILI

MName Server (NS) l

Enter a server name and one or more IP addresses, Both are required to
identify the name server.

Server fully qualified domain name (FQDN):

I dns-hem. hem. thuvien-it. net Browse. .. Resolve
IP address:
| : : ; Add I

192.168.1.50 Remoye

I;Ip
Down |

Hinh 3 : Khai bdo tén may va Ip mudn ity quyén sang.
Sau khi dién day du thong tin -> Next

MName servers:

Server Fully Qualified Domain MName (FOQDN} ] IP Address I
dns-hcm. hem. thuvien-it.net. [192.168.1.50]
Add... Edit... Remove

Cancel Help

Hinh 4 : Hop thogi Name server.
Trén may DNS dang quin ly tén mién "hcm.thuvien-it.net" thuc hi¢n vige

Forwarder dén may DNS mién thuvien-it.net. Trong hdp thoai quan Iy DNS click
phai vao tén may c6 tén DNS-HCM chon properties.
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EAT ons-HeM |
& E : u% Configure a DNS Server... {

P Mew Zone...

=53 Set Aging/Scavenaging for all Zones...
[ Scavenge Stale Resource Records 3

E'Q'_] Update Server Data Files

Clear Cache

Launch nslookup

All Tasks 3
View 4

Mew Window from Here

Delete
Refresh
Export List...

Help &

Hinh 5 : Hop thoai qudn 1y tén mién.

Tai tab Forwarders tai 6 dién Ip ta dién Ip ciia may DNS dang quan 1y tén mién
thuvien-it.net. Sau d6 nhan OK.

DNS-HCM Properties E V 21 x|}
Debug Logging I Event Logging | Monitoring
Interfaces Forwarders l Advanced I Root Hints I

Forwarders are servers that can resolve DNS queries not answered by
this server. Forward queries for names in the following DNS domains.

DNS domain:

All other DNS domains Mew. ., I

Remove

To add a forwarder, select a DNS domain, type the forwarder's IP address
below, and then click Add.

Selected domain's forwarder 1P address list:

' . - ; Add |

192.168.1.5
Up I
[Down |
Mumber of seconds before forward queries time out: IS—

™ Do not use recursion For this domain

Hinh 6 : Chi dinh viéc truyén théng tin t&i may cé IP.
Kiém tra lai viéc vira cAu hinh trén may Client Xp.

91



cv C:AWINDOWS\system32\cmd.exe - nslookup

Microsoft Windows XP [Uersion 5.1.26088]
(C) Copyright 1985-2081 Microsoft Corp.

C:\Documents and Settings\quochaocdsp>nslookup
Default Server: dnsl.thuvien—it.net
Address: 192.168.1.5

> web.hem.thuvien—it.net
Server: dnsl.thuvien—it.net
Address: 192.168.1.5

Non—authoritative answer:

web.hcm.thuvien—it .net
192.168.1.200

R

Hinh 7 : kiém tra hoat déng giita cdc mdy.

2.3. Cac buéc thuc hién chia sé: Computer Management, My Computer; Net
Share.

Budéce 1: Mé My Computer. Trén thanh Menu, chon Tools/Folder Options...
. File Edit View Favorites Help

Map Metwork Drive. .,
‘il” Disconnect Metwork Drive. ..
Synchronize. .. i

=y =4

- Address | i My Computer

System Tasks - S Local Disk (C:) Local Disk.

Buéc 2: Trong cira so Folder Options, ban chonView, kéo thanh cudn xudng dudi

cung, tick chonUse simple file sharing (Recommended) nhu hinh duéi va bam
OK.
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Folder Options

Generil-ViEW .|!:i|e Types | Offline Files

Faolder views

You can apply the view [zuch az Detailz or Tiles] that

_ vou are uzing For thiz folder to all Falders.

[ Apply to All Folders l [ Rezet All Folders

Advanced zettings:

[] Launch folder windows in a separate process A
I3 Managing pairs of ‘Web pages and folders |
(%) Show and manage the pair az a single file

{3 Show both parts and manage them individually
3 Show both parts but manage as a single file
Remember each folder's view setlings
[] Restore previous falder windows at logon
[] Show Control Panel in My Computer
Show encrppted or compreszed MTFS files in color

. ezkbop itemsz
Ilze zimple file zhanng [Recommended)

[ Resztore Defaulkz

[ Cancel |

Buée 3: Trén cira so6 My Computer, ban di chuyén téi thu muc mudn chia sé¢. BAm
chuot phai 1én thu muc nay, chonSharing and Security...

T -
Open

Explore

Scan for viruses by Blkaw

Campress [o kKGE

Search...

7-Zip 3

Sharing and Security

Send To »

ik
Copy

Create Shortcut
Delete
Rename

Properties

Buéc 4: Néu tinh ning chia sé 1an dau tién duogc sir dung trén mdy tinh, ctra sb
mdi xuat hién cé ndi dung muc Network sharing and security nhu trong hinh.
Ban bam vao dong If you understand the security risks but want to share files
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without running the wizard, click here. Néu tinh ning chia sé da timg duoc sir
dung, ban c6 thé bdé qua budc nay va chuyén dén Buére 5.

Data Properties

Customize |

.............................................

Ta make this folder and its subfolders private so that
only you have access, select the following check box.

Make this folder private

= R

Metwork sharing and security

As a security measure, Windows has disabled remote

ng access to this computer. However, you can enable
remote access and safely share files by running the
Network Setup “Wizard.

If you understand the security risks but want to share
files without running the wizard, click here.

Learn more about sharing and security.

I 0K ][ Cancel ] Apply

Cira s6 Enable File Sharing, ban chon Just enable file sharing va bdm OK.

Enable File Sharing

’ If you enable sharing on this computer without using the Network

M Setup Wizard, the computer could be vulnerable to attacks from
the Internet. We stronaly recommend that you run the Network
Setup Wizard to protect your computer.

: |se the wizard to enable file sharing (Recommended)
(®) Just enable file sharing
I [ oK ][ Cancel ]

Buéc 5: Trong cira s6 moi xuit hién, ban chon Share this folder on the
network, sau d6 bam OK d¢ hoan tat viéc chia sé thu muc trén mang ndi bo.




