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MO PAU

Tai liéu nay dugc xay dung véi muc dich gitip sinh vién hé dao tao tir xa nghién ctru cac
vAn dé vé bao mat hé théng thong tin. Bao mat hé théng thong tin 1a tap cac ky thuét, dich vy, co
ché va tng dung phu trg giup trién khai cac hé thong thong tin v6i do an toan cao nhit, ma cu thé
1a dé bao vé ba dic trung co ban ctia mot hé théng an toan la tinh Bi mdt, tinh Toan ven va tinh
Kha dung cta thong tin.

Tinh bao mat cua hé théng 14 vAn dé& dugc can nhic ngay khi thiét ké hé théng va duoc
thuc hién xuyén sudt trong qua trinh thi céng, van hanh va bao dudng hé thdng. Trong thoi diém
ma viéc két ndi vao mang Internet, noi chira rat nhiéu nguy co tn cong tiém an, da tré thanh mot
nhu cau séng con cia cac hé thdng thong tin thi van d& bao mat cang cin phai dugc quan tim va
dau tu dung mirc.

Tai liéu ndy nhim dén ddi tugng sinh vién 1a nhitng ngudi vira hoc vira lam, do d6 cac van
dé bao mat thyc té trén mang dugc quan tim nhiéu hon 13 cac co s¢ 1y thuyét. Cac chuyén dé vé
mat mi cling duoc trinh bay don gian theo cach nhin cua nguoi sir dung, khéng qua chuyén sau vé
co s6 toan hoc, do d6, néu ¢6 nhu cu tim hiéu su hon hodc chirng minh cac thuat toan, sinh vién
can phai doc thém cac tai liéu vé 1y thuyét sb.

No6i dung tai liéu dugc chia thanh 3 chwong:

-Chwong 1:Tong quan vé bao mdt hé thong théng tin, trinh bay cac van dé chung vé bao
mat va an toan hé thong, cic nguy co va cic phuong thirc tAn cong vao hé thong thong tin, cic
mg dung bao vé hé thong thong tin dang dugc sir dung nhu Firewall va IDS...

-Chwong 2: Mdt md va xac thuc théong tin, trinh bay cac co ché mat ma va xéac thuc nhim
dam bao tinh Bi mat va Toan ven cua thong tin. Phin nay mé ta nguyén 1y cia cac thuit toan mat
ma thong dung, ham bam, chir ky s va cac van dé quan 1y khod.

-Chwong 3: Cdc itng dung bdo mdt trong hé thong théng tin, trinh bay cac tmg dung thuc
té nhu cc giao thiic xac thyuc, bio mat trong két néi mang véi IPSec, bio mat trong tmg dung
Internet v&i SSL va SET.

Cubi mdi chuong déu c6 phan tém tit, cic cau hoi tric nghiém va bai tap, giup sinh vién
hé théng hoa lai kién thirc d3 hoc. Pic biét, cac bai tap thuyc hanh va lap trinh s& giup sinh vién
ndm rd hon phan 1y thuyét, nén ¢ géng thuc hién cac bai tip nay mot cach chu dao.

Hy vong tai liéu nay s& it nhiéu gitip ich cho viéc nghién ciru chuyén dé an toan hé thong
thong tin ctia cac ban sinh vién.

Thang 7/2007.

Tac gia.



” ~ CHUONGI
TONG QUAN VE BAO MAT HE THONG THONG TIN

Gidi thiéu:

Chirong nay giiip hoc vién nam dwgc cdc khdi niém thuong ding trong bdo mdt va an
toan hé thong, nguyén tic xdy dung mét hé thong théng tin bao mdt, nhdn dién va phan tich cdc
nguy co va riii ro doi véi hé thong théng tin, tir @6 ¢é ké hoach ndng cdp va bao vé hé thong.

Ngi dung chwong ndy gom cdc phan nhw sau:

-Cac ddac trung cua mot hé théng bdo madt.

-Nguy co va riii ro doi véi hé thong théng tin.

-Cdc khdi niém ding trong biao mdt hé thong

-Chién lwoc bao mdt hé thong AAA.

-M{t $6 hinh thirc xdm nhdp hé thong.

-Ky thudt ngan chan va phat hién xam nhdp.

I.1 TONG QUAN

Vén dé bao dam an toan cho cac hé théng thong tin 1a mot trong nhitng van dé quan trong
can can nhéc trong sudt qua trinh thiét ké, thi cong, van hanh va bao dudng hé thdng thong tin.

Ciing nhu tit ca cac hoat dong khac trong doi sdng xa hoi, tir khi con ngudi 6 nhu cau
luu trir va xtr Iy thong tin, ddc biét 1a tir khi thong tin dugc xem nhu mét bo phan cua tu li€u san
xuat, thi nhu cau bao vé thong tin cang tr¢ nén buc thiét. Bao vé thong tin 1a bdo v¢ tinh bi mat
ctia thong tin va tinh todn ven ciia thong tin. Mot sb loai thong tin chi con ¥ nghia khi ching duoc
gilr kin hodc gidi han trong mot s6 cac ddi tuong nao do, vi du nhu thong tin vé chién luge quén
su chang han. Day 1a tinh bi mat cta thong tin. Hon nita, thong tin khong phai luén dugce con
ngudi ghi nhé do sy hitu han cia bd oc, nén can phai co thiét bi dé luu trix thong tin. Néu thiét bi
luu trit hoat dong khong an toan, thong tin lwu trit trén do6 bi mét di hodc sai 1éch toan bd hay mét
phan, khi d6 tinh toan ven ciia thong tin khong con dugc bao dam.

Khi may tinh duoc sir dung dé xir 1y thong tin, hidu qué xir Iy théng tin dugc nang cao 1én,
khdi lugng thong tin dugc xir Iy cang ngay cang 16n 1én, va kéo theo no, tim quan trong ctia thong
tin trong doi séng xa hoi ciing ting 1én. Néu nhu trude ddy, viéc bao vé thong tin chi chu trong
vao van dé ding cac co ché va phuong tién vat ly dé bao vé thong tin theo ding nghia den cua tir
nay, thi cang vé sau, van dé bao vé thong tin da tré nén da dang hon va phirc tap hon. C6 thé ké ra
hai diéu thay d6i 16n sau day ddi v6i van dé bao vé thong tin:

1-Sy tmg dung cua mdy tinh trong viéc xir 1y thong tin lam thay d6i dang luu trit cta
thong tin va phuong thirc xtr 1y théng tin. Can thiét phai xay dung cac co ché bao vé thong tin
theo dac thu hoat dong cia may tinh. Tur day xuét hién yéu cau bao vé sy an toan hoat dong cua
méy tinh (Computer Security) ton tai song song véi yéu cau bao vé sy an toan ciia thong tin
(Information Security).

2-Sy phat trién manh mé& cia mang may tinh va cac hé thong phan tan 1am thay d6i pham
vi t6 chirc xtr Iy thong tin. Thong tin dugc trao ddi gitra cac thiét bi xir 1y théng qua mot khoang
cach vat 1y rat 16n, gan nhu khong gi6i han, 1am xuat hién thém nhiéu nguy co hon dbi véi sy an
toan cua thong tin. T do xuét hién yéu cAu bao vé su an toan cua hé théng mang (Network
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Security), gom cic co ché va ky thuat phi hop véi viée bao vé sy an toan cua thong tin khi ching
dugc trao d6i giira cac thiét bi trén mang.

Cung véi viéc nhan dién hai diéu thay ddi 16n ddi voi van dé bao dam an toan thong tin,
hién nay, khai niém bao dam thong tin (Information Assurance) dugc dé xuat nhu mot giai phap
toan dién hon cho bao mat thong tin. Theo d6, vin dé an toan cua thong tin khong con chi gidi
han trong viéc ddm béo tinh bi méat va tinh toan ven cua thong tin, pham vi bao v€ khéng con gidi
han trong cac hé théng may tinh 1am chirc nang xir 1y thong tin nita, ma dién ra trong tat ca cc hé
thdng ty dong (automated systems). Yéu cau bao vé khong con chi tap trung & van dé an toan
dong (Security) nita ma bao gdm ca van dé an toan tinh (Safety) va van d tin cdy cia hé thong
(Reliability).

Trong pham vi tai liéu ndy, van dé Bao mat hé thdng thong tin (Information System
Security) 14 van dé trong tAm nhit. Toan b tai liéu s& tip trung vao viéc mo ta, phan tich cac co
ché va ky thuat nham cung cip su bao mat cho cac hé théng thong tin. Mot hé thong thong tin,
theo cach hiéu ngam dinh trong tai lidu nay, 1a hé thong xir Iy thong tin bang cong cu mdy tinh,
dugc to chirc tap trung hodc phan tan. Do vay, ndi dung cua tai liéu s& vira dé cap dén van dé bao
mat may tinh (Computer Security) va bao mat mang (Network Security). Tuy vay, cac ky thuéat
bao mat mang chi dugc dé cép mot cach gian lugce, danh phﬁn cho mdt tai liéu khac thudc chuyén
nganh Mang may tinh va truyén thong, do 12 tai liéu Bao mat mang.

1.2 CACPAC TRUNG CUA MOT HE THONG THONG TIN BAO MAT
Mot hé thdng thong tin bao mat (Secure Information System) 1a mot hé théng ma thong
tin dugc xt 1y trén no phai dam bao dugc 3 dic trung sau day:
-Tinh bi mét cta thong tin (Confidentiality)
-Tinh toan ven cua thong tin (Integrity)
-Tinh kha dyung cta thong tin (Availability).

Confidentiality

Secure

Availability

Hinh 1.1: M6 hinh CIA

Ba dac trung nay duoc lién két lai va xem nhu 12 mé hinh tiéu chuin cta cac hé théng
thong tin bao mat, hay noi cach khac, day 1a 3 thanh phan cbt yéu ciia mot hé thong thong tin Bao
mat. Mo hinh nay dugc st dung rong rai trong nhiéu nglt canh va nhiéu tai liéu khac nhau, va



dugc goi tit 14 m6 hinh CIA (chu ¥ phan biét voi thuat ngit CIA véi ¥ nghia Confidentiality,
Itegrity, Authentication trong mot s tai liéu khac).

Phan sau ddy s& trinh bay chi tiét vé timg dic trung nay.

I.2.1 Tinh bi mat:

Mot s6 loai thong tin chi c6 gia tri ddi véi mot ddi twong xac dinh khi ching khéng phd
bién cho cac dbi twgng khac. Tink bi mdt ciia théng tin la tinh gidi han vé doi twong duoc quyén
truy xudt dén thong tin. D6i tugng truy xuat c6 thé 1a con ngudi, 1a may tinh hodc phan mém, ké
ca phan mém phé hoai nhu virus, worm, spyware, ...

Tuy theo tinh chat ciia thong tin ma murc d6 bi mat ciia ching c6 khac nhau. Vi du: cac
thong tin vé chinh tri va quan sy luon duge xem 14 céc thong tin nhay cam nhat ddi véi cac qudc
gia va dugc xtr Iy & mirc bao mat cao nhét. Cac thong tin khac nhu thong tin vé& hoat dong va
chién lugc kinh doanh cua doanh nghiép, thong tin c& nhan, dac biét ctia nhitng nguoi ndi tiéng,
thong tin cAu hinh hé théng cua cac mang cung cép dich vy, v.v... déu c6 nhu cau duge gilr bi mat
0 tiing muc dg.

Pé dam bao tinh bi mat cia thong tin, ngoai cac co ché va phuong tién vat 1y nhu nha
xuong, thiét bi luu trir, dich vu bao vé, ... thi k¥ thuat mat ma hoa (Cryptography) duogc xem 1a
cong cu bao mat thong tin hiru hiéu nhat trong méi truong méy tinh. Céac k¥ thuat mat ma hoa s&
dugc trinh bay cu thé & chuong II. Ngoai ra, ky thuat quan 1y truy xuat (Access Control) ciing
dugc thiét 1ap dé bao dam chi ¢ nhirng d6i tuong duge cho phép méi co thé truy xuét thong tin.
Access control s& duoc trinh bay & phan 3 cua chuong nay.

Su bi mat ctua thong tin phai dugec xem xét dudi dang 2 yéu td tach roi: su ton tai cia
thong tin va noi dung cua thong tin do.

Doi khi, tiét 16 su ton tai cua thong tin cé y nghia cao hon tiét 10 nodi dung cua né. Vi du:
chién luge kinh doanh bi mat mang tinh sdng con cua mot cong ty da bi tiét 16 cho mot cong ty
ddi tha khac. Viéc nhan thirc duoc r::ing 6 diéu do ton tai s& quan trong hon nhiéu so véi viéc biét
cu thé vé noi dung thong tin, chfmg han nhu ai da tiét 19, tiét 10 cho dbi thu nao va tiét 16 nhitng
thong tin gi,...

Ciing vi 1y do nay, trong mot sb hé thong xac thuc nguoi dung (user authentication) vi du
nhu ding nhap vao hé diéu hanh Netware hay dang nhap vao hop thu dién tir hodc cac dich vu
khac trén mang, khi nguoi sir dung cung cip mot tén ngudi ding (user-name) sai, thay vi thong
béo rang user-name nay khong ton tai, thi mot s6 hé thong sé thong béo rang mat khau (password)
sai, mot s6 hé thong khac chi thong bao chung chung 1a “Invalid user name/password” (ngudi
dung hodc mat khau khong hop 18). Dung y ddng sau cu thong bao khong rd rang nay 1a viéce tir
chdi x4c nhan viée ton tai hay khong ton tai mot user-name nhu thé trong hé théng. biéu nay lam
tang sy kho khan cho nhitng ngudi mudn dang nhap vao hé thong mét cach bat hop phap bang
cach thir ngau nhién.

1.2.2 Tinh toan ven:

Pdc trung nay dam bdo sw ton tai nguyén ven cua thong tin, logi triv moi sw thay doi
théng tin ¢é chii dich hodc hw hong, mat mdt théng tin do sw c6 thiét bi hodc phan mém. Tinh toan
ven dugc xét trén 2 khia canh:

-Tinh nguyén ven ctia ndi dung thong tin.

-Tinh xac thuc cta ngudn goc cia thong tin.



No6i mét cach khéac, tinh toan ven cua thong tin phai dwoc danh gia trén hai mat: foan ven
vé ngi dung va todn ven vé nguon goc.

Vi du: mdt ngan hang nhan dugc 1énh thanh toan cua mdt nguoi tyr xung la chu tai khoan
v6i ddy du nhitng thong tin can thiét. Noi dung thong tin duoc bao toan vi ngan hang di nhan
duge mot cach chinh xac yéu ciu cua khach hang (dung nhu ngudi xung 14 chu tai khoan goi di).
Tuy nhién, néu 1énh thanh toan nay khong phai cho chinh chu tai khoan dwa ra ma do moét ngudi
nao khac nho biét dugc thong tin bi mat vé tai khoan di mao danh chu tai khoan dé dua ra, ta noi
ngudn gbc clia thong tin da khong dugce bao toan.

Mot vi du khac, mot to bao dua tin vé mot sy kién vira xdy ra tai mot co quan quan trong
ctia chinh phu, c6 ghi chi rang ngudn tin tir ngudi phat ngdn cua co quan d6. Tuy nhién, néu tin
d6 that su khong phai do nguoi phat ngdén cong bd ma duoc 14y tir mot kénh thong tin khac, khong
xét dén viéc ndi dung thong tin c6 ding hay khong, ta ndi raing ngudn gbc thong tin di khong
duoc bao toan.

Su toan ven vé ngudn gdc thong tin trong mot s6 ngit canh c6 y nghia twong duong véi sy
dam bao tinh khong thé chdi cii (non-repudiation) ctia hé théng thong tin.

Céc co ché dam bao sy toan ven cua thong tin dugc chia thanh 2 loai: cac co ché ngin
chin (Prevention mechanisms) va cac co ché phat hién (Detection mechanisms).

Co ché ngan chdn cé chikc nang ngan can cac hanh vi trai phép lam thay déi ndi dung va
nguon goc cia théng tin. Cac hanh vi ndy bao gdbm 2 nhém: hanh vi ¢é gang thay doi théng tin khi
khéng dwoc phép truy xudt dén théng tin va hanh vi thay déi théng tin theo cdach khdc véi cach da
dwoc cho phép.

Vi du: mot nguoi ngoai cong ty ¢b ging truy xut dén co s& dir liéu ké toan ciia mot cong
ty va thay d6i dit liéu trong d6. Day 1a hanh vi thudc nhém thir nhat. Truong hop mot nhan vién
ké toan duoc trao quyén quan 1y co s& dir liéu ké toan cia cong ty, va di dung quyén truy xuit cta
minh dé thay d6i thong tin nham bién thu ngan quy, day la hanh vi thudc nhém thir hai.

Nhém cée co ché phat hién chi thue hién chire nang gidm sdt va théng bdo khi ¢6 cdc thay
déi dién ra trén thong tin bang cdch phdn tich cdc sw kién dién ra trén hé thong ma khong thuc
hién chirc ning ngin chin cic hanh vi truy xuét trai phép dén thong tin.

Néu nhu tinh bi mat cta thong tin chi quan tdm dén viéc thong tin c6 bj tiét 16 hay khong,
thi tinh toan ven cua thong tin vira quan tam téi tinh chinh xac ctia thong tin va cd mac do tin cay
ctia thong tin. Cac yéu td nhu ngudn gbe thong tin, cach thirc bao vé thong tin trong quéa khir cling
nhu trong hién tai déu 13 nhitng yéu t6 quyét dinh do tin cdy cua thong tin va do d6 anh hudng dén
tinh toan ven cua thong tin. Noi chung, viéc danh gia tinh toan ven ciia mot hé théng thong tin la
mot cong vi€c phure tap.

I.2.3 Tinh kh3 dung:

Tinh khd dung ciia théng tin ld tinh san sang ciia thong tin cho cdc nhu cau truy xudt hop

A

lé.

Vi du: cac thong tin vé quan 1y nhan sy cia mot cong ty duge luu trén may tinh, dugc bao
vé mot cach chic chin bang nhiéu co ché dam bao thong tin khong bi tiét 16 hay thay ddi. Tuy
nhién, khi ngudi quan 1y can nhitng thong tin nay thi lai khong truy xuat dugc vi 16i hé thong. Khi
do, thong tin hoan toan khong sir dung dugce va ta ndi tinh kha dung cta thong tin khong duoc
dam bao.



Tinh kha dung 1a mot yéu cAu rét quan trong cua hé théng, boi vi mot hé théng ton tai
nhung khong sin sang cho sir dung thi ciing giéng nhur khong ton tai mot hé thong thong tin nao.
Mot hé théng kha dung 1a mot hé théng lam viée trdi chay va hidu qua, c6 kha ning phuc hoi
nhanh chong néu c6 su cb xdy ra.

Trong thuc té, tinh kha dung duogc xem la nén tang cia mot hé théng bao mat, bai vi khi
hé théng khong san sang thi viéc ddm bdo 2 déc trung con lai (bi mat va toan ven) s€ trd nén vo
nghia.

Hién nay, cdc hinh thitc tan céng tiv chéi dich vu DoS (Denial of Service) va DDoS
(Distributed Denial of Service) dwoc danh gia la cdc nguy co lom nhdt déi véi si an toan ciia cdc
hé thong thong tin, gdy ra nhitng thiét hai I6n va ddc biét la chua c6 gidi phdp ngdn chdn hitu
hiéu. Cdc hinh thirc tdn cong ndy déu nhdam vao tinh kha dung cia hé thong.

Mot sé hudng nghién ciru dang dua ra cac mé hinh méi cho viée mé ta cac hé théng an
toan. Theo d6, mé hinh CIA khong mo ta duoc day du cac yéu ciu an toan cia hé théng ma can
phai dinh nghia lai mot mé hinh khac véi cac dic tinh cta thong tin can duge dam bao nhur:

-Tinh kha dung (Availability)

-Tinh tién ich (Utility)

-Tinh toan ven (Integrity)

-Tinh xac thuc (Authenticity)

-Tinh bao mat (Confidentiality)

-Tinh s& hitu (Possession)

1.3 CACNGUY CO VA RUI RO POI VOI HE THONG THONG TIN
LI.3.1 Nguy co:

Nguy co (threat) la nhitng sw kién c6 kha ndang dnh hwéng dén an toan ciia hé thong.

Vi duy: tin cong tir chéi dich vu (DoS va DDoS) 1a mot nguy co dbi voi hé thong cac may
chu cung cap dich vu trén mang.

Khi néi d&én nguy co, nghia 14 sy kién d6 chwa xay ra, nhung cé kha ndang xdy ra va cé kha
nang gay hai cho hé thong. C6 nhitng su kién c6 kha nang gay hai, nhung khong c6 kha ning xay
ra doi voi hé thong thi khong dugce xem la nguy co.

Vi du: tn cong cta sdu Nimda (nim 2001) c6 kha ning gay té 1iét toan bo hé thong mang
ndi bd. Tuy nhién, sdu Nimda chi khai thac dugc 10i bao mat cua phan mém IIS (Internet
Information Service) trén Windows (NT va 2000) va do do6 chi c6 kha nang xay ra trén mang co
may cai dat hé diéu hanh Windows. Néu mdt mang may tinh chi gom toan cac may cai hé diéu
hanh Unix hoac Linux thi sdu Nimda hoan toan khong cé kha nang ton tai, va do vay, sau Nimda
khong phai 1a mot nguy co trong trudng hop nay.

C6 thé chia cac nguy co thanh 4 nhom sau day:

-Tiét 16 thong tin / truy xut thong tin trai phép

-Phat thong tin sai / chap nhan thong tin sai

-Pha hoai / ngan chan hoat dong ctia hé théng

-Chiém quyén diéu khién timg phan hodc toan bo hé théng

Day 1a cach phan chia rat khai quat. Mdi nhém s& bao gdm nhiéu nguy co khac nhau.



e Nghe Ién, hay doc 1én (goi chung la snooping) 1a mét trong nhitng phuong thirc
truy xudt thong tin trdi phép. Cac hanh vi thudc phuong thirc nay cé thé don gian
nhu vi¢e nghe 1én mot cudc dam thoai, m¢ mot tap tin trén may cua nguoi khac,
hodc phtc tap hon nhu xen vao mot két néi mang (wire-tapping) dé an cap dix
lidu, hodc cai cac chuwong trinh ghi ban phim (key-logger) dé ghi lai nhiing thong
tin quan trong dwoc nhap tir ban phim.

e Nhom nguy co phdt théng tin sai / chdp nhdn théng tin sai bao gdm nhitng hanh
vi twong ty nhu nhém & trén nhung mang tinh chii dong, tirc 1a c6 thay doi thong
tin gbc. Néu thong tin b thay doi 1a thong tin diéu khién hé thong thi mirc do thiét
hai s& nghiém trong hon nhiéu boi vi khi d6, hanh vi ndy khong chi gay ra sai dit
lidu ma con c6 thé lam thay ddi cac chinh sach an toan cua hé théng hodc ngin
chan hoat dong binh thudng cia hé théng.

Trong thyc té, hinh thic tin cong xen giita Man-in-the-middle (MITM) 1a mot
dang cua phuong thirc phét thong tin sai / chip nhan thong tin sai. Hoat dong cua
hinh thirc tan cong nay 1a xen vao mot két néi mang, doc 1én thong tin va thay doi
thong tin d6 trudc khi gai dén cho noi nhan.

Gia danh (spoofing) cling 1a mdt dang hanh vi thudc nhém nguy co phat thong tin
sai / chdp nhén thong tin sai. Hanh vi ndy thuc hién viéc trao dbi thong tin voi
mét déi téc bing cach gia danh mot thuc thé khéc.

Pht nhan hanh vi (repudiation) ciing 1a mot phuong thic gay sai 1éch thong tin.
Bing phuong thirc ndy, mot thuc thé thyc hién hanh vi phat ra thong tin, nhung
sau d6 lai chdi bo hanh vi nay, tirc khong cong nhan ngudn gdc cua thong tin, va
do d6 vi pham yéu cau vé tinh toan ven cta thong tin.

Vi du: mot ngudi chi tai khoan yéu cau ngan hang thanh toan tir tai khoan cia
minh. Moi thong tin déu chinh x4c va ngan hang da thuc hién 1énh. Tuy nhién sau
d6 nguoi chu tai khoan lai pht nhan viéc minh da dua ra 1€nh thanh toan. Khi do,
thong tin da bj sai léch do ngudn gdc cua théng tin khéng con xac dinh.

e Nhém nguy co thir 3 bao gdm céc hanh vi c6 muc dich ngdn chan hoat dong binh
thwong cia hé thong bang cach 1am cham hodc gian doan dich vu cua hé thong.
Tan cong tir chdi dich vu hodc virus 1a nhitng nguy co thuéc nhém nay.

o Chiém quyén diéu khién hé thong giy ra nhiéu mirc d6 thiét hai khac nhau, tir viéc

lay cap va thay doi dir liéu trén hé thong, dén viéc thay ddi cac chinh sach bao mat
va vo hiéu hoa cac co ché bao mat da dugc thiét 1ap.
Vi du dién hinh cho nhém nguy co nay 1a cac phuong thirc tin cong nhdm chiém
quyén root trén cac may tinh chay Unix hodc Linux bang cach khai thac cac 15i
phan mém hodc 15i cdu hinh hé thdng. Tan cong tran bd dém (buffer overflow) la
cach thuong dung nhat dé chiém quyén root trén cac hé théng Linux vén dugc
xdy dung trén nén ting ctia ngdn ngit lap trinh C.

I.3.2 Riiro va quan ly rii ro:
Ruii ro (risk) la xdc sudt xay ra thiét hai doi véi hé thé'ng.

Riii ro bao gém 2 yéu t6: Kha nang xay ra rii ro va thiét hai do riii ro gay ra. C6 nhiing rai
ro c6 kha ning xay ra rat cao nhung murc do thiét hai thi thdp va nguoc lai.



Vi du: rai ro mat thong tin trén hé théng khong c6 co ché bao vé tap tin, chéng han nhu
Windows 98. Windows 98 khong co co ché xac thuc ngudi sir dung nén bat cir ai ciing ¢ thé sir
dung may voi quyén cao nhat. Néu trén d6 chi c6 chita cic tép tin vin ban khong co tinh bi mat
thi viéc mat mot tap tin thi thiét hai gdy ra chi 1a mat cong sirc danh may van ban d6. Day 1a dang
riii ro ¢ xdc sudt xdy ra cao nhwng thiét hai thap.

Mot vi du khéc: trén may cha cung cap dich vu c6 mot phan mém c6 16i tran by dém, va
néu khai thac dugc 18i nay thi ké tan cong c6 thé chiém duoc quyén diéu khién toan b hé thong.
Tuy nhién, ddy 1a phan mém khéng phd bién va dé khai thac dugc 18i nay, ké tin cong phai co
nhirng k¥ ning cao cap. Rui ro hé théng bj chiém quyén diéu khién duoc danh gia 1a c6 khd ndng
xdy ra thdp, nhwng néu cé xdy ra, thi thiét hai sé rat cao.

Can cht ¥ phan biét giita nguy co va rui ro. Nguy co' la nhitng hanh vi, nhiing sw kién
hodic doi twong cé kha nang gdy hai cho hé thong. Riii ro la nhitng thiét hai ¢6 khd ndng xdy ra
doi véi hé thong.

Vi dy: Tan cong tir chdi dich vu 1a mot nguy co (threat). Pay 1a mot sy kién c6 kha ning
xay ra d6i voi bat ky hé théng cung cap dich vu ndo. Thiét hai do tin cong nay giy ra 1a hé thong
bi gian doan hoat dong, diy méi 14 riii ro (risk). Tuy nhién, khong phai bat ky tan cong tir chbi
dich vu ndo xay ra ciing déu lam cho hé thong ngung hoat dong, va hon nita, tn cong tir chdi dich
vu khong phai 1a ngudn gbc duy nhét gay ra gian doan hé théng; nhitng nguy co khac nhu 151 hé
théng (do véan hanh sai), 16i phan mém (do lap trinh), 18i phan ctng (hu hong thiét bi, mét dién,
...) cling d&u c6 kha ning dan dén gian doan hé théng.

Mot vi du khac, xét truong hop luu trit tip tin trén mot may tinh chay hé diéu hanh
Windows 98 d3 noi & trén. Nguy co d6i v6i hé thong 1a cdc hanh vi sira hodc xod tdp tin trén mdy
nguwoi khdc. Nhimg nguoi hay st dung méy tinh ciia ngudi khac ciing duge xem 1a nguy co ddi
v6i hé thdng. Rui ro ddi voi hé thong trong trudng hop nay 14 viée tdp tin bi mat hodc bi sika.

Trong thuc té, viéc dé ra chinh sach bao mdt cho mét hé thé'ng thong tin phai dam bdo
duwoc sy can béng gitta loi ich cua viéc bao dam an toan hé thé'ng va chi phi thiét ké, cai dat va
vdn hanh cdc co ché bdo vé chinh sach do.

Cong viéc quan 1y riii ro trén mot hé thong 14 quy trinh can thiét dé nhan dién tat ca nhimng
rii ro dbi voi hé thong, nhitng nguy co c¢é thé din dén rai ro va phan tich lgi ich / chi phi cia giai
phap ngan chin rii ro. Quy trinh phan tich rai ro bao gdom cac bude:

-Nhéan dang céc rii ro ddi véi hé théng

-Chon Iya va thyc hién cac giai phap dé giam bot i ro.

-Theo dbi va danh gia thiét hai ctia nhimng rui ro di xay ra, lam co so cho viée diéu chinh
lai hai buée dau.

1.3.3 Vén dé con nguoi trong bao mat hé thong:

Con ngudi ludn 1a trung tam cua tat ca cac hé théng bao mat, boi vi tat ca cac co ché, cac
k¥ thuat dugc ap dung dé bao dam an toan hé théng déu co thé dé dang bi v6 hiéu hoa boi con
ngudi trong chinh hé théng do.

Vi du: hé thdng xac thuc ngudi sir dung yéu cau mdi ngudi trong hé théng khi mubn thao
tac trén hé théng déu phai cung cép tén ngudi ding va mat khau. Tuy nhién, néu ngudi duoc cap
mat khau khong bao quan k¥ thong tin nay, hodc tham chi dem tiét 16 cho ngudi khac biét, thi kha
nang xdy ra cac vi pham ddi véi chinh sach an toan 1a rat cao vi hé thong xac thyc da bi vo hiéu
hoa.



Nhimng ngudi ¢ chit y mudn pha v& chinh sach bao mat ciia hé thdng dwoc goi chung 1a
nhiing ngudi xam nhdp (intruder hoac attacker) va theo cach nghi thong thuong thi day phai la
nhiing ngudi bén ngoai hé thong.

Tuy nhién, thuc t& dd chimg minh dugc rang chinh nhitng ngudi bén trong hé thong,
nhirng ngudi ¢6 diéu kién tiép can véi hé thdng lai 1a nhitg ngudi c6 kha nang tin cong hé thong
cao nht. D6 c6 thé 1a mot nhan vién dang bat man va mudn pha hoai, hodc chi 1a mét nguoi thich
kham pha va chimg to minh. Céc tin cong gay ra boi cac ddi twong nay thuong kho phét hién va
gdy thiét hai nhiéu hon céc tan cong tir bén ngoai.

Nhing nguoi khong duge huin luyén vé an toan hé thong ciing 1a noi tiém an cac nguy co
do nhitng hanh vi v6 ¥ cta ho nhu thao tac sai, bo qua cac khau kiém tra an toan, khong tuan thu
chinh sach bao mat thong tin nhu Iwu tap tin bén ngoai thu muc an toan, ghi mét khéu 1én ban lam
viéc, ...

1.4 NGUYEN TAC XAY DUNG MOT HE THONG BAO MAT
L4.1 Chinh sich va co ché:

Hai khai niém quan trong thuong dugc dé cap khi xay dung mot hé thong bao mat:

-Chinh sach bao mat (Security policy)

-Co ché bao mat (Security mechanism)

Chinh sach bao madt la hé théng cac quy dinh nham dam bdo sw an toan ciia hé théng.

Co ché bdao mdt la hé thong cac phirong phdp, cong cu, thi tuc, ...ding dé thuc thi cac
quy dinh ciua chinh sach bao mdt.

Chinh sach bao mat c6 thé dugc biéu dién bang ngén ngit tu nhién hodc ngdn ngit toan
hoc.

Vi dy: trong mot hé thong, dé bao dam an toan cho mdt tai nguyén (resource) cu thé,
chinh sach an toan quy dinh rang chi ¢6 nguoi ding ndo thuéc nhém qudn tri hé thong
(Administrators) méi c6 quyén truy xudt, con nhitng nguwoi ding khdc thi khéng. Pay 1a cach biéu
dien bang ngdn ngtt tw nhién.

C6 thé biéu dién quy dinh nay bang ngdn ngit toan hoc nhu sau:

Goi: U la tap hop cac ngudi dung trong hé thong.

A 1a tap hop cac ngudi dung thudc nhoém quan tri.
O 1a tap hop cac dbi twong (tai nguyén) trong hé thong
Thao tac Access(u, o) cho gia tri TRUE néu ngudi ding u c¢6 quyén truy xuit dén
ddi tuong o, nguoc lai, cho gia tri FALSE.
Quy dinh p trong chinh sach an toan dwoc phat biéu nhu sau:
VueU Vo eO: Access(u,0) = TRUE < u €4

Ma tran ciling thuong dugc dung dé biéu dién mot chinh sach bao mat.

Vi dy: mot hé théng véi cac tap nguoi dung U = {u,, uy, us, us} va tap ddi twong O = {oy,
02, 03, 04}. Cac thao tdc ma mot ngudi dung u céd thé thuc hién dugc trén mot ddi tugng o bao gém
doc (1), ghi (w) va thuc thi (x). Quy dinh vé kha ning truy xuét cia ting ngudi dung dén ting ddi
tugng trong hé thdng dugc biéu dién bang ma tran nhu sau:



u u, Us; uy
01 X X R
(173 X r R
03 w R
04 w R

Quan sat ma trdn, ta biét ring ngudi dung u; duge quyén doc trén tit ca cac ddi tuong tir
0, dén o4, trong khi d6 ngudi dung uy, thi khong cé quyén truy xuét dén bat ky dbi twong nao.

Co ché bao mdt thong thuong 1a cac bién phdp ky thudt.

Vi du: xay dung birc tuong lira (firewall), xac thuc ngudi ding, ding co ché bao vé tap tin
ctia hé thdng quan 1y tap tin NTFS dé phan quyén truy xuat d6i véi timg tap tin / thu muc trén dia
cimg, dung k¥ thuat mat ma hod dé che gidu thong tin, v.v...

Tuy nhién, d6i khi co ché chi 1a nhing thii tuc (procedure) ma khi thuc hién né thi chinh
sach duoc bao toan.

Vi du: phong thyc hanh may tinh cta truong dai hoc quy dinh: sinh vién khong dugc sao
chép bai tap cua sinh vién khac da dugc luu trén may chu. Pay 1a mot quy dinh cta chinh sach
bao mat. D¢ thuc hién quy dinh nay, cac co ché dugc 4p dung bao gdm: tao thu muc riéng trén
may chu cho ting sinh vién, phan quyén truy xudt cho timg sinh vién dén cac thu muc nay va yéu
cau sinh vién phai luu bai tap trong thu muc riéng, mdi khi rdi khoi may tinh phai thyc hién thao
tac logout khoi hé thong.

Trong co ché nay, cac bién phap nhu tao thu muc riéng, gan quyén truy xudt, ... la cac
bién phap k¥ thuét. Bién phap yéu ciu sinh vién théat khoi hé thong (logout) khi roi khoi may 1a
mot bién phap thu tuc. Néu sinh vién ra vé ma khong thoat ra khdi hé théng, mot sinh vién khac
c6 thé sir dung phién lam viéc dang mé cia sinh vién nay dé sao chép bai tap. Khi d6, 16 rang
chinh sach bao mat da bi vi pham.

Cho trude mdt chinh sach bao mat, co ché bao mat phai dam bao thyc hién dugce 3 yéu cAu
sau day:

-Ngan chan cac nguy co gay ra vi pham chinh sach

-Phat hién cac hanh vi vi pham chinh sach

-Khic phuc hiu qua cta rai ro khi c6 vi pham xay ra.

Théng thuong, viée xdy dung mot hé thong bao mat phai dua trén 2 gia thiét sau day:

1-Chinh sach bdo mdt phdn chia mét cach ré rang cdc trang thdi cia hé thong thanh 2
nhom: an toan va khong an toan.

2-Co ché bao mdt c6 kha ndng ngdn chdn hé thong tién vao cdc trang thdi khéng an toan.

Chi can mot trong hai gia thiét nay khong dam bao thi hé théng s& khong an toan. Timg co
ché riéng 1& dugc thiét ké dé bao vé mot hodc mot sb céc quy dinh trong chinh sach. Tép hop tat
ca cac co ché trién khai trén hé thong phai dam bao thyc thi tit ca cac quy dinh trong chinh sach.

Hai nguy co c6 thé xay ra khi thiét ké hé thdng bao mat do khong dam bao 2 gia thiét &
trén:

1-Chinh séach khéng liét ké dwoc tat cd cdc trang thdi khéng an toan ciia hé thong, hay néi
cdach khdc, chinh sach khong mé ta dwoc mot hé théng bdo mat that su.
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2-Co ché khéng thue hién dwoc tat ca cac quy dinh trong chinh sach, c¢é thé do giGi han
vé ky thudt, rang budc vé chi phi, ...

Dua trén nhirng nhan thic nay, co thé danh gia mirc d6 an toan cua mét co ché nhu sau:

Goi P 1a tap hop tit ca cac trang thai cua hé thong, Q 1a tip hop cac trang thai an toan theo
dinh nghia cua chinh sach bao mat, gia sir co ché dang 4p dung c6 kha ning gi6i han cac trang
thai ctia hé thong trong tap R. Ta c6 cac dinh nghia nhu sau:

-Néu R < Q: co ché duoc danh gia 13 an toan (secure mechanism).

-Néu R = Q: co ché duoc danh gia 1a chinh xdc (precise mechanism).

-Néu ton tai trang thai r € R sao cho r ¢ Q: co ché dugc danh gia 1a long léo (broad
mechanism).

1.4.2 Cac muc tiéu ciia bio mat hé théng:

Mot hé thdng bao mat, nhu trinh bay ¢ phin 2 cia chuong nay, 1a hé thong thoa man 3
yéu cAu co ban 1 tinh bi mat, tinh toan ven va tinh kha dung, goi tat 1a CIA.

Dé thyc hién md hinh CIA, nguoi quan tri hé thong can dinh nghia cac trang thai an toan
cua h¢ thong thong qua chinh sach bdo mat, sau do6 thict 1ap cac co ché bdo mét dé bao v¢ chinh
sach do.

Mot hé théng 1y tuong 1a hé thong:

-C6 chinh sach xac dinh mot cach chinh xac va day du cac trang thai an toan cua hé thong;

-C6 co ché thyc thi ddy du va hiéu qua cic quy dinh trong chinh sach.

Tuy nhién trong thuc té, rit kho xdy dung nhiing hé théng nhu vay do ¢ nhitng han ché
vé k¥ thuat, vé con nguoi hodc do chi phi thiét lap co ché cao hon loi ich ma hé théng an toan
dem lai. Do vay, khi xay dung mot hé théng bao mat, thi muc tiéu dit ra cho co ché duoc ap dung
phai bao gdm 3 phan nhu sau:

Ngiin chin (prevention): muyc tiéu thiét ké 1a ngan chin cac vi pham d6i véi chinh sach.

C6 nhiéu sy kién, hanh vi dan dén vi pham chinh sich. C6 nhitng sy ki¢n da dugc nhan dién la
nguy co cta hé théng nhung c6 nhimng su kién chua duge ghi nhan 14 nguy co. Hanh vi vi pham
c6 thé don gian nhu viéc dé 16 mat khau, quén thoat khoi hé théng khi roi khoi may tinh, ... hodc
c6 nhitng hanh vi phirc tap va c¢6 cha dich nhu ¢b ging tdn cong vao hé théng tir bén ngoai.

Céc co ché an todn (secure mechanism) hodc co ché chinh xdc (precise mechanism) theo
dinh nghia ¢ trén 1a cac co ché duogc thiét ké véi muc tidu ngan chan.

Tuy nhién, khi viéc xay dung cac co ché an toan hodc chinh xac 1a khong kha thi thi can
phai quan tim dén 2 muc tiéu sau day khi thiét lap cic co ché bao mat:

Phdt hién (detection): muc tiéu thiét ké tap trung vao cac su kién vi pham chinh sach da
va dang xay ra trén hé thong.

Thyc hién cac co ché phat hién néi chung rat phtic tap, phai dya trén nhiéu ky thuat va
nhiéu nguén thong tin khac nhau. V& co ban, cac co ché phat hién xam nhap chu yéu dua vao viéc
theo ddi va phan tich cac thong tin trong nhat ky hé théng (system log) va dit liéu dang luu thong
trén mang (network traffic) &é tim ra cac dau hiéu cia vi pham. Cac dau hiéu vi pham nay (goi 1a
signature) thudng phai duoc nhan dién trude va mo ta trong mot co s& dit lidu cua hé thdng (goi
la signature database).

Vi du: khi may tinh bi nhidm virus. Pa s cac truong hop ngudi st dung phat hién ra virus
khi n6 da thuc hién phé hoai trén may tinh. Tuy nhién c6 nhiéu virus van dang & dang tiém an chi
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chua thi hanh, khi d6 dung chuong trinh quét virus s& c6 thé phat hién ra. Dé chuong trinh quét
virus 1am viéc c¢6 hiéu qua thi can thiét phai cdp nhat thuong xuyén danh sach virus. Qud trinh
cdp nhat la qua trinh dwa thém cdc mo ta vé dau hiéu nhdan biét cac loai virus méi vao co sé div
liéu (virus database hodc virus list).

Phuc hoi _(recovery): muc tiéu thict ké bao gdm céac co ché nham chan ding cac vi pham

dang dién ra (response) hodc khic phuc hau qua ctia vi pham mot cach nhanh chong nhat véi mirc
d6 thiét hai thap nhét (recovery).

Tuy theo mirc d6 nghiém trong ciia sy ¢b ma c6 cac co ché phuc hdi khac nhau. C6 nhiing
su ¢ don gian va viéc phuc hdi co thé hoan toan dugc thuc hién ty dong ma khong can su can
thiép ctia con ngudi, nguoc lai co nhing su ¢b phirc tap va nghiém trong yéu cau phai ap dung
nhirng bién phap bd sung dé phuc hoi.

Mot phﬁn quan trong trong cac co ché phuc hdi 1 viéc nhan dién so hé cua hé théng va
diéu chinh nhitng so hd 6. Ngudn gbc cta so hd co thé do chinh sach an toan chua chit ché hoic
do 13i k¥ thuat cua co ché.

1.5 CHIEN LUQC BAO MAT HE THONG AAA

AAA (Access control, Authentication, Auditing) dugc xem la budc tiép can co ban nhat
va 1a chién lugc nén tang nhét dé thuc thi cac chinh sach bao mat trén mot hé théng duogc mo ta
theo mo hinh CIA.

Co s6 cua chién lugc nay nhu sau:

1-Quyén truy xudt dén tdt ca cdc tai nguyén trong hé thong dwoe xdc dinh mét cach twong

minh va gdn cho cdc doi twong xdc dinh trong hé thong.

2-M6i khi mét doi twong mudn vdao hé thong dé truy xudt cdc tai nguyén, né phdi dwoc xdc

thuee béi hé thong dé chdc chdn rang day la mét doi twong cé quyén truy xudt.

3-Sau khi dé duoc xdc thuc, tat ca cac thao tdc cia doi dwong déu phdai duoc theo doi aé

dam bdo doi tiwong khéng thue hién qudn quyén han ciia minh.

Can phan biét v6i AAA trong ngit canh quan 1y mang truy nhdp voi ¥y nghia
Authentication, Authorization, Accounting — 1a dich vu trén cac méy chu truy nhap tr xa (remote
access server) dé thyc hién quan 1y truy nhap mang ctia nguoi sir dung, theo ddi luu luong sir
dung va tinh cudc truy nhap. AAA trong trudng hop nay thuong trién khai ciing véi cac dich vu
nhu RADIUS, TACACSH, ...

AAA gdm 3 linh vyc tach roi nhung hoat dong song song v6i nhau nhidm tao ra cic co ché
béao vé€ su an toan cua hé théng. Phan sau day trinh bay chi tiét v& 3 linh vuc cua AAA.

1.5.1 Piéu khién truy xuit:

Diéu khién truy xudt (Access control) dugc dinh nghia 1a mot quy trinh dugc thuc hién
boi mét thiét bi phan cirng hay mét module phan mém, ¢é tdc dung chdp thudn hay tiv chéi mot s
truy xudt cu thé dén mét tai nguyén cu thé.

Diéu khién truy xuét duoc thue hién tai nhiéu vi tri khac nhau cua hé théng, chéng han
nhu tai thiét bi truy nhdp mang (nhu remote access server-RAS hodc wireless access point -
WAP), tai hé théng quan ly tap tin ciia mot hé diéu hanh vi du NTFS trén Windows hodc trén céc
hé thong Active Directory Service trong Netware 4.x hay Windows 2000 server,...

Trong thyc té, diéu khién truy Xudt duoc thyc hién theo 3 md hinh sau day:
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-M6 hinh diéu khién truy xudt bit buéc (Mandatory Access Control MAC): 1a md hinh
diéu khién truy xudt dwoc dp dung bat budc dbi voi toan hé thong. Trong méi truong may tinh, co
ché diéu khién truy xuat bat budc duoc tich hgp san trong hé diéu hanh, va c6 tac dung ddi véi tat
cé cac tai nguyén va ddi tuong trong hé thong, ngudi str dung khong thé thay doi dugc.

Vi du: trong hé théng an toan nhiéu cap (multilevel security), mdi ddi twong (subject) hoic
tai nguyén (object) dugc gan mot mirc bao mat xac dinh. Trong hé thong nay, cac ddi tuong co
mirc bao mat thap khong duge doc thong tin tir cac tai nguyén co6 mirc bao mat cao, ngugce lai cic
d6i tuong & mirc bao mat cao thi khong dugc ghi thong tin vao cic tai nguyén co6 mirc bao mat
thap. M6 hinh nay dic biét hitu dung trong cac hé théng bao vé bi mat quan su (mé hinh Bell-
LaPadula, 1973).

Nhirg dic diém phén biét cia mé hinh diéu khién truy xuat bit budc:

-Pugc thiét 1ap ¢b dinh & muc hé thong, ngudi st dung (bao gdm ca ngudi tao ra tai
nguyén) khong thay ddi duoc.

-Ngudi dung va tai nguyén trong hé thong duogc chia thanh nhidu mirc bao mat khac nhau,
phan anh mic d6 quan trong cda tai nguyén va nguoi dung.

-Khi mé hinh diéu khién bét budc da dwoc thiét 1ap, nd co tac dung ddi véi tit ca ngudi
dung va tai nguyén trén hé thong.

-M¢ hinh diéu khién truy xudit tw do (Discretionary Access Control DAC): 13 mé hinh
diéu khién truy xuét trong d6 viéc xac lap quyén truy xuat ddi voi timg tai nguyén cu thé do nguoi
chii s hitu cia tai nguyén dé quyét dinh. Pay 1a mé hinh dugc str dung phd bién nhét, xuét hién
trong hau hét cac hé diéu hanh may tinh.

Vi du: trong hé théng quan 1y tap tin NTFS trén Windows XP, chi s¢ hitu ctia mot thu
muyc c6 toan quyén truy xuat d6i v6i thu muc, c6 quyén cho phép hodc khong cho phép nguoi
dung khac truy xudt dén thu muc, c6 thé cho phép nguoi dung khac thay d6i cac xac 1ap vé quyén
truy xuat d6i v6i thu muc.

Xem va thay déi quyén truy xudt DAC trén mét thie

Scc books Propertics

muc trong Windows XP:

oneral | Shanng | SEEUTH | Lustarues

-Khoi dong Windows Explorer bing cach click phai
vao biéu tuong My Computer va chon Explorer.

-Mic dinh, Windows XP khong thé hién cac thong tin
chi tiét v& quyén truy xudt dbi v6i thu muc. Mubn thé hién cac
thong tin nay, vao menu Tools, chon Folder Options, click vao
tab View, trong ctra s Advanced settings, tim dong Use
simple file sharing (Recommended) & cudi danh sach va bo
tuy chon nay (uncheck), chon OK.

-Click phai vao mét thu muc tuy ¥ trong cira sb
Windows Explorer, chon Properties, click vao tab Security
(Hinh 1.2).

-Cira s6 Group or User names liét ké cic ngudi dung
va nhém ngudi dung hién co6 trong hé théng. Cua sb
Permissions for ... liét k& cic quyén di dwoc gan cho nhom
hodc nguoi dung tuong ng.

-Thir cho phép hodc x04 bo cac quyén mic dinh cua
mot ngudi dung bt ky.

Girrvip o tser aames:
€ Acdmin TIA7 MM Arin]
7 2 duiinistiatons [EACMAL S ety 5
5 C3ZATCF OWHER
£ 5w Ik
€71 L RATHMEN 1)

[ sad | [ tereneer
Eennssivng u avnin Blhawy ey
Full Cortral [ E
Modfy [ .
Fead & E4ecata [ F
List Folcer Coriants [ =
Fead w F
uite - F

£ i ol Bimere i,

For zpec al pairrisziors o for advanced satlings, ﬁ
click Advatced. Advancod |

[ JE. ] Cance ] [ Luaply ]

Hinh 1.2: Piéu khién truy xudt ti
trong Windows XP

Pic diém phan biét cia mo hinh diéu khién truy xuat ty do:

do
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-Khong dwoc ap dung mac dinh trén hé théng

-Ngudi cha sé hitu cia tai nguyén (owner), thuong l1a ngudi tao ra tai nguyén d6 hoac
ngudi duoc gan quyén sé hitu, c6 toan quyén didu khién viéce truy xuat dén tai nguyén.

-Quyén diéu khién truy xuét trén mot tai nguyén c6 thé dwoc chuyén tir dbi twong (user)
nay sang ddi twong (user) khac.

-Mé hinh diéu khién truy xudt theo chirc ning (Role Based Access Control RBAC):
day 1a mé hinh diéu khién truy xuét dya trén vai trd cta ting ngudi dung trong hé thong (user’
roles).

Vi du: mot ngudi quan 1y tai chinh cho cong ty (financial manager) thi c6 quyén truy xuét
dén tat ca cac dix liéu lién quan dén tai chinh cua cong ty, dugc thyc hién céc thao tac stra, x0a,
cap nhét trén co s st licu. Trong khi do, mot nhan vién ké toan binh thuong thi chi dugc truy
xuat dén mot bd phén nao dé cua co s& dit 1i€u tai chinh va chi dugc thyc hién cac thao tac co6 gidi
han d6i véi co s6 dit ligu.

Van @ quan trong trong mé hinh diéu khién truy xuét theo chtrc ning 13 dinh nghia cac
quyén truy xut cho tirng nhém ddi twong tuy theo chtc ning cua cac dbi twong do. Viéc nay
duogc dinh nghia & muc hé théng va ap dung chung cho tit ca cac doi tuong.

Co ché quan 1y theo nhém (account group) ciia Windows NT chinh 14 sy mé phong cua
md hinh RBAC. Trong co ché niy, nguoi sir dung dugc gan lam thanh vién ciia mot hodc nhiéu
nhém trong hé thdng, viéc phan quyén truy xudt dén cac tai nguyén duoc thyc hién dbi véi cac
nhém chir khéng phai d6i véi timg nguoi ding, khi d6 cac ngudi ding thanh vién trong nhém s&
nhan dugc quyén truy xudt twong duong mot cach mic dinh. Viéc thay doi quyén truy xut ddi
v6i timg nguoi dung riéng biét duge thuc hién bang cach chuyén ngudi dung dé sang nhom khac
c¢6 quyén truy xuat thich hop.

Dic diém phan biét cia mo hinh diéu khién truy xuit theo chirc ning:

-Quyén truy xuat dugc cip dya trén cong viée cta ngudi dung trong hé thdng (user’s role)

-Linh d6ng hon md hinh diéu khién truy xuét bit budc, ngudi quan tri hé théng cé thé cau
hinh lai quyén truy xuit cho tirng nhém chtrc ning hoic thay ddi thanh vién trong cac nhom.

-Thyc hién don gian hon mo hinh diéu khién truy xut tw do, khéng can phai gan quyén
truy xuat truc tiép cho timg ngudi ding.

Ung dung cdc mé hinh diéu khién truy xudt trong thuc té:

Trong thuc t&, mo hinh diéu khién truy xuat tu do (DAC) duoc (mg dung rong rdi nhat do
tinh don gian cua n6 dbi véi nguoi dung. Tuy nhién, DAC khong dam bao dugc cac yéu cu dic
biét vé an toan hé thdng. Do vy, mdt md hinh thich hop nhét 1a phdi hop ca 3 mé hinh: mé hinh
diéu khién truy xudt bit budc, md hinh diéu khién truy xuit tw do va mé hinh diéu khién truy xuét
theo chirc nang.

Ngoai mé hinh DAC di dugc tich hop trong hau hét cac hé diéu hanh; mé hinh RBAC da
duoc ung dung trong dich vu Active Directory ciia Netware 4.11 va Windows 2000 tro vé sau; mo
hinh MAC duoc dua vao trong cic hé didu hanh nhu Windows Vista (dudi dang co ché
Mandatory Integrity Control), SELinux (ké ca Red Hat Enterprise Linux version 4), Trusted
Solaris va Apple Computer (MAC OS X version 10.5 Leopard).

L.5.2 Xac thue:
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Xdc thuc (Authentication) 1a mot thu tuc c6 chirc nang xac minh nhan dang (identity) cia
mot d6i tugng trude khi trao quyén truy xuat cho ddi tugng nay dén mot tai nguyén nao d6. Xac
thuc duoc thuc hién dua trén 3 co so:

-What you know (diéu ma dbi tuong biét), vi du mat khau.

-What you have (cai ma d6i turong c6), vi du thé théng minh Smartcard.

-What you are (dic trung cua ddi tuong): cac dic diém nhan dang sinh tric hoc nhu du
van tay, vong mac, ...

Trong mdi trudng mdy tinh, xac thuc duoc dung ¢ nhiéu ngir canh khac nhau, vi du: xac
thue tén dang nhap va mat khau cia nguoi st dung (hinh 1.3) trudce khi cho phép ngudi sir dung
thao tac trén hé thdng may tinh (xac thyc ctia hé didu hanh), xac thyc tén dang nhap va mat khau
trudc khi cho phép ngudi dung kiém tra hop thu dién tir (xac thuc ciia Mail server); trong giao
dich ngan hang, thu tuc xac thyc ding dé xac dinh nguoi dang ra 1énh thanh toén c6 phai 1a chu tai
khoan hay khong; trong trao d6i thong tin, thu tuc xac thuc ding dé xac dinh chinh xac ngudn goc
cua thong tin.

login: | administrator |

|]ﬂES‘|.I'|'DI'{|i TRENARRTAR S

Tram lam viéc
(workstation)

(server)

Hinh 1.3: Xdc thuc bang tén ding nhdp va mdt khau

Nhiéu k¥ thuat khac nhau dugc ap dung dé thuc thi co ché xac thuc. Co ché xdc thuc ding
tén dang nhdp va mdt khdu 1a co ché truyén théng va van con dugc st dung rong rai hién nay. Khi
viéc xac thyc dugc thyc hién thong qua mang, mot sb hé théng thuc hién viéc mat ma hoa tén
dang nhap va mat khau trudc khi truyén di dé tranh bj tiét 16, nhung ciing c6 nhiéu hé théng goi
truc tiép nhiing thong tin nhay cdm nay trén mang (vi du nhu céc dich vu FTP, Telnet, ...) goi la
cleartext authentication.

Mot sb ki thuat tién tién hon duoc dung trong xac thuc nhu thé théng minh (Smartcard),
chimg thue s6 (digital certificate), cdc thiét bi nhdn dang sinh trdc hoc (biometric devices), ...

Dé ting do tin cdy cua co ché xac thuc, nhiéu ky thudt dwoc sir dung phéi hop nhau goi 1a
multi-factor authentication. Vi du: xac thyc dung thé thong minh kém vo&i mat khau, nghia 1a
nguoi stir dung vira ¢6 thé vira phai biét mat khau thi méi dang nhap dugc, tranh truong hop lay
cép thé cta ngudi khac dé dang nhap.
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Trong thyc té ton tai hai phuong thic xac thuc: xdc thwc mét chiéu (one way
authentication) va xdc thuc hai chiéu (mutual authentication).

Phuong thirc x4c thue mot chidu chi cung cip co ché & mot ddi twong (thuong 1a may
cha) kiém tra nhan dang cua d6i tuong kia (ngudi ding) ma khong cung cép co ché kiém tra
nguoc lai (tre khong cho phép nguoi dung kiém tra nhan dang ciia may chi). Xét truong hop mot
nguoi su dung dang nhép vao mdt hdp thu dién tir & xa thong qua dich vu web (web mail). Nguoi
sir dung di nhién phai cung cép tén dang nhap va mat khau dung thi méi dugce phép truy xuat hop
thu. Dé danh cap mat khau cta ngudi ding, ké tin cong co thé xay dung mot trang web hoan toan
gidng véi giao dién ciia may chu cung cip dich vy thu dién tir (mail server) va danh lira nguoi sur
dung két ndi dén trang web nay. Do khong c6 co ché xac thuc may chu, nguoi sir dung khong thé
nhan biét day 1a mot may cha gia mao nén yén tdm cung cip tén dang nhap va mat khau.

Phuong thie kiém tra hai chiéu cho phép hai ddi twong tham gia giao tac xac thuc 13n
nhau, do d6 tinh chinh xac cua qua trinh xac thuc dugc dam bao. Giao thirc bao mat SSL (Secure
Sockets Layer) dung trong dich vu web (dugc trinh bay & chwong III) cung cip co ché xac thuc
hai chiéu ding chimg thuc s6.

C6 nhiéu gidi thudt xdc thuc khdc nhau. Giai thuat don gian nhat chi can so sanh tén ding
nhap va mat khau ma nguoi stir dung cung cap voi tén dang nhap va mat khau da dugc luu trong
hé théng, néu gidng nhau nghia 13 thu tuc xac thuc thanh cong (PAP). Giai thuét phirc tap hon nhu
CHAP thi thyc hién viéc mat ma hoa thong tin trén mot gia tri ngau nhién nao dé6 do may chu dua
ra (goi 1a challenge) dé tranh truong hop mat khau bi doc 1én trén mang va cac hinh thirc tin cong
phat lai (replay attack). Mot giai thuat phirc tap khac 1a Kerberos thyc hién thu tuc xac thuc theo
mot qua trinh phirc tap gdm nhiéu budc nham dam bao han ché tat ca cac nguy co gy nén xic
thuc sai. Cac gidi thuat xac thuc dugc trinh bay cho tiét & phﬁn I cua chuong III.

I.5.3 Kiém tra:

Kiém tra (Auditing) 13 co ché theo doi hoat déng cta hé thong, ghi nhdn cdc hanh vi dién
ra trén hé thong va lién két cdc hanh vi nay véi cdc tac nhan gdy ra hanh vi.

Vi du: cai dat co ché kiém tra cho mot thu muc trong hé théng tap tin NTFS s€ cho phép
ngudi quan tri theo ddi cac hoat dong dién ra trén thu muc nhu: thao tac nao di dugc thuc hién,
ngay gio thye hién, nguoi st dung nao thyce hién, ...

Céc muc tiéu cua kiém tra:

-Cung cép cac thong tin can thiét cho viéc phuc hdi hé thong khi c6 sur cd

-Danh gia mirc d6 an toan cua hé thdng dé c6 ké hoach nang cap kip thoi

-Cung cap cac thong tin 1am chimg cr cho viéc phat hién cac hanh vi truy xuét trai phép
trén hé thong.

Trong mdt hé thdng tin cdy (reliable system) thi viéc kiém tra ciing 1a mot yéu cau quan
trong boi vi n6 dam bao rang cac hanh vi ciia bt ky ngudi ding nao trong hé thong (ké ca nhing
ngudi dung hop hé di duoc xac thyc — authenticated user) ciing déu dugc theo ddi dé chic chin
rang nhimg hanh vi d6 dién ra dang theo cac chinh sach an toan da duoc dinh nghia trén hé thong.

Nguyén tic chung khi xdy dung cac hé théng an toan 1a chia nhé cac thu tuc thanh nhiéu
cong doan dugc thyc hién boi nhiéu tac nhan khac nhau, va do dé viéc thuc hién hoan chinh mot
thi tuc yéu cau phai co sy tham gia ciia nhiéu tac nhan. Pay 13 co s¢ dé thyc thi cac co ché kiém
tra.
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Vi du: cong viée gitt kho hang va cong viéc quan 1y sd sach phai duge thuc hién boi hai
nhan vién khac nhau dé tranh trudng hgp mot nhan vién vira co thé 1ay hang ra ngoai vira c6 thé
thay doi thong tin trong s6 quan 1y. Nguyén tic nay dugc ap dung triét dé trong co ché kiém tra
trén hé thong nham phan biét rd rang giita chirc ning kiém tra véi cac hoat dong dugc kiém tra.
Thong thudng, mot d6i twong duge kiém tra s& khong c6 quyén thay ddi cac thong tin ma co ché
kiém tra ghi lai.

Céc thanh phan ctia hé thong kiém tra:

-Logger: Ghi lai thong tin giam sat trén hé thong

-Analyzer: Phan tich két qua kiém tra

-Notifier: Canh bao vé tinh an toan cua hé thong duya trén két qua phén tich.

Song song v&i co ché kiém tra thuong trwc trén hé thong (auditing), viéc kiém tra hé
théng dinh ky (system scanning) ¢ chirc nang kiém tra va phat hién cac so hd k¥ thuat anh huong
dén su an toan cia hé thong. Cac chirc ning co thé thyc hién boi cic chuong trinh kiém tra hé
thdng trén may tinh thuong gap:

-Kiém tra viéc tuan thi chinh sach an toan vé mat khau (password policy), vi du: nguoi
dung c6 d6i mat khau thuong xuyén khong, d6 dai mat khéu, do phtrc tap cua mat khau, ...

-Panh gia kha nang xdm nhap hé thong tir bén ngoai.

-Kiém tra phan tmg cua hé thong ddi voi cac dau hidu ¢ thé dan dén tin cong tir chdi dich
vu hodc su ¢b hé thong (system crash).

Luu y rang, cic cong cu kiém tra hé thong ciing dong thoi 1a cic cong cu ma nhiing ké tan
céng (attacker) st dung dé phat hién cac 16 hong bao mat trén hé thdng, tir 6 thuc hién cac thao
tac tin coéng khac. C6 nhiéu phin mém quét hé thdéng, dién hinh nhu SATAN (System
Administrator Tool for Analyzing Network), Nessus, Nmap, ...

Cai dat chtrc nang Audit ctia h¢ diéu hanh Windows XP lén mot thu muc trén mot phén
vung NTFS:

-Mic dinh, Windows XP khong 4p dung co ché kiém tra, do d6 cn phai kich hoat co ché
kiém tra ciia Windows XP ding Local Security Policy nhu sau: Vao Control Panel, chon
Administrative Tools, chon Local Security Policy, trong khung Security Settings ¢ bén trai cira
s6, double-click vao muc Local Policy, sau d6 click vao muc Audit Policy. Khi do, khung bén
phai cira 6 liét ké cac chirc ning kiém tra ciia Windows XP. Dé kich hoat co ché kiém tra trén thu
muyc, tim dong Audit object access, double-click vao dong nay va chon ca hai muc Success va
Failure trong cira s6 m&i mé. Click OK va dong tét ca cac ctra s6 lai.

-bé ap dung co ché kiém tra trén mot thu muc nao dé: khéi dong Windows explorer, tim
mot thy muc mudn kiém tra va click phai vao thu muc nay, chon Properties, click vao tab
Security, click vao nit Advanced, sau d6 click vao tab Auditing. Trong cira s6 Auditing entries
liét ké cac muc kiém tra da cai dit. P8 tao mot muc mdi, click vao nit Add, chon tén nguodi dung
hodc nhém cin kiém tra trong cira sb Select User or Group vira xuit hién, click OK. Cia sb
Aditing Entry for ... xut hién, chon cac thao tdc mudn kiém tra, vi du Delete Subfolders and
Files dé theo ddi cac hanh vi xoa tap tin va thu muc con trong muc nay. Can chon c4 hai loai sy
kién 1a Successful va Failed. Click OK v déong tit ca cc cira sb lai.

-Bit dAu tir day, tat ca cac thao tac x0d cac tap tin va thu muc con trong thu muc da chon
dugc thyc hién bdi ngudi dung hodc nhom da chi dinh & trén déu duoc theo ddi va ghi lai trong
nhat ky hé théng. Mubn xem cac théng tin nay thi vio Control Panel, chon Administrative Tools,
chon Event Viewer va chon muc Security.
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Hinh 1.4: Cai dat Auditing trén thu muc NTFS

Tom lgi, AAA la phuong phap tiép can co ban nhit dé thuc hién mot hé théng bao mat
theo m6 hinh CIA. Phuong phép nay gom 3 phéan tach roi:

-Thiét 13p cac co ché diéu khién truy xudt cho tirng ddi twong (Access control)

-Xac thue cac d6i tuong trude khi cho phép thao tac trén hé théng (Authentication)

-Theo ddi céc thao tac ctia ddi twong trén hé thong (Auditing)

1.6 CAC HINH THUC XAM NHAP HE THONG

Thuét ngit xdm nhdp (intrusion) va tin cong (attack) duoc st dung véi ¥ nghia gin
gidng nhau trong ngit canh bao mat hé thong. Xam nhap mang y nghia ph6 quat hon, chi bat ky
mot su kién ndo c6 xam hai dén su an toan cua hé théng, mot cach chu dong hodc thy dong. Tén
cong thuong dugc dung dé chi cac hanh vi xam nhap chu dong, dugc thye hién bdi con ngudi
nhim vao mot h¢ thong véi muc dich khai théc hodc pha hoai.

Muc tiéu cua xam nhdp la tac dong vao 3 thugc tinh CIA cua hé théng.

Mot cach téng quat, sy an toan cua mot hé théng thong tin cé thé bj xam pham béng
nhiing cach sau day:

-Interruption: 1am gian doan hoat dong cua hé thong thong tin, vi du nhu pha hoai phan
cimg, ngit két ndi, pha hoai phan mém, ...Hinh thirc xdm nhép nay tic dong vao dic tinh Kha
dung cua thong tin.

-Interception: truy xuat trai phép vao hé théng thong tin. Tac nhan cta cac hanh vi xam
nhap kiéu Interception c6 thé 1a mot ngudi, mot phan mém hay mot may tinh 1lam viéc bang cach
quan sat dong thong tin (monitor) nhung khong lam thay doi thong tin gbc. Hinh thirc xAm nhap
nay tac dong vao dac tinh Bi mat cua thong tin.
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-Modification: truy xuit trai phép vao hé thdng thong tin, dong thoi lam thay ddi ndi dung
thong tin, vi du xdm nhap vao may tinh va lam thay d6i noi dung mot tap tin, thay d6i mot chwong
trinh 1am cho chuong trinh 1am viéc sai, thay d6i ndi dung mot thong bao dang goi di trén mang,
v.v... Hinh thirc xam nhép nay tac dong vao tinh Toan ven cua thong tin.

-Ngoai ra, mot hinh thirc xdm nhap thir tu 1a hinh thirc xdm nhdp bang théng tin gia danh
(Farbrication), vi dy, gid danh mot ngudi nao do dé gd1 mail dén mot nguoi khéc, gid mao dia chi
IP ciia mot may ndo d6 dé két ndi véi mot may khac, ...Hinh thirc xAm nhap nay lam thay doi
ngudn gbc thong tin, tic cling 1a tac dong vao dic tinh Toan ven cua thong tin.

P6i twong

Ngweoi dung

Hinh 1.5: Xdm nhdp kiéu Interruption

DP6i twong
xam nhap

Mang

Ngwe&i dung Ngwe&i dung
Hinh 1.6: Xam nhdp kiéu Interception

Trong thuc té, viéc xam nhap hé thong dugc thuc hién boi rit nhiéu phuong thirc, cong cu
va k¥ thuat khac nhau, thém vao do, viéc phat hién ra cac phuong thirc xam nhdp maéi 1a vigéc xay
ra rat thuong xuyén, nén vAn d& nhan dang va phéan loai cac xam nhap mot cach c6 hé théng la
kho khan va khong chinh xac. C6 thé phan loai xAm nhép theo cic tiéu chi sau day:
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