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TUYEN BO BAN QUYEN:
Tai liéu nay thudc loai sach gido trinh nén cac ngudn thdng tin co thé dugc
phép diing nguyén ban hoic trich dung cho cac muc dich vé& dao tao va tham khao.
Moi muc dich khac mang tinh Iéch lac hoac sir dung véi muc dich kinh doanh

thiéu lanh manh s& bi nghiém cam.
MA TAI LIEU : MPQTM 20



LOI GIOI THIEU

Gi&o trinh “Qudn tri h¢ théng WebServer va MailServer” duroc bién sogn theo
Chwong trinh khung Quan tri mang may tinh da dwoc Bé Lao dong — Thuong binh va
Xa hoi ban hanh. ‘ ’ o

Trong nhizng nam qua, day nghe @@ cé nhieng budc tien vurot bac ca ve so luong

va chdt liong, nham thyc hién nhiém v dao tao nguon nhan lyc ky thudt truc tiép dap
ing nhu cdu xa hgi. Cung véi sw phat trién cia khoa hoc céng nghé trén thé gisi, linh
vuc COng nghé thdng tin ndi chung va nganh Qudn tri mang ¢ Viét Nam noi riéng da
c6 nhiing burdc phét trién dang ke.

Chuwong trinh khung qudc gia nghé Qudan tri mang da duwoc xay ding trén co s¢
phan tich nghé, phan kj thudt nghé duoc két cdu theo cac mddun. Dé tao diéu kién
thudn loi cho cac co s¢ day nghé trong qua trinh thec hién, viéc bién sogn giéo trinh
ky thudt nghé theo theo cac mddun dao tqo nghé la cap thiét hién nay.

M6 dun 24: Quan tri hé théng Webserver va Mailserver 1a md dun dao tqo
nghé duwoc bién sogn theo hinh thizc tich hop 1y thuyét va thyc hanh. Trong qué trinh
thuec hién, nhom bién sogn @4 tham khao nhiéu tai liéu Quan tri mang trong va ngoai
nuoc, két hop véi kinh nghiém trong thuc té.

Mac dau c6 rat nhiéu cé gang, nhung khong tranh khoi nhiing khiém khuyét, rat
mong nhdn duwoc sw dong gop Y kién cua dac gia dé gido trinh diroc hoan thién hon.

Xin chan thanh cam on!

Ha Noi, ngay 25 thang 02 nam 2019
BAN CHU NHIEM BIEN SOAN GIAO TRINH
NGHE: QUAN TRI MANG MAY TiNH
TRUONG CAO BDANG NGHE KY THUAT CONG NGHE
Tham gia bién soan

1. Chu bién Phuing S§ Tién Trusng khoa
2. Tap thé Giang vién Khoa CNTT

Moi thong tin @ong gop chia sé xin g vé hom thu tienphungktcn@gmail.com, hodc
lién hé so dién thogi 0913393834-0983393834
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GIAO TRINH MO DBUN

Tén mé dun: Quan tri hé théng Webserver va Mailserver
Ma mé6 dun: MPQTM 20
Vi tri, tinh chit, y nghia va vai tro ciaa md dun :
- Vi tri: M6 dun duoc bé tri sau khi sinh vién hoc xong cdc mén hoc quan tri
mang 1, an toan bao mat thong tin.
- Tinh chat: LA md dun dao tao chuyén nganh .
- Y nghia va vai trd cia md dun: La md dun khdng thé thiéu cua nghé Quan tri mang
may tinh
Muc tiéu cia M6 dun:
- V& kién thuc:
+Trinh bay duoc tong quan vé hé thng Webs;
+Trinh bay dugc céc khai niém vé hé thong thu dién tir;
- V& k¥ nang
+Cai dat va quan tri dugc hé théng Web Server;
+Cai dat va quan tri dugc hé théng FTP Server;
+Cai dat va cdu hinh duoc hé théng MailServer;
+Quan tri dugc hé théng MailServer;
+Xtr Iy va khic phuc su ¢6 cua hé thbng Web Server, FTP Server va Mail Server;
- V& nang luc ty cha va trach nhiém:
+B4 tri 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc tap.

Noi dung ciia moé dun:

Thai lwgng
S6TT Tén céc bai trong Médun Téong Ly | Thuc | Kiém
) thuyét | hanh | tra
1 Tong quan vé mot hé thong Web 2 2 0
2 Quan tri may chu Web Server 21 6 14 1
3 Quan tri may chu FTP Server 13 6 6 1
4 Khai niém chung vé hé thong thu dién tu 4 2 2
5 Gisi thi¢u vé Mail Server 5 2 3
6 Cai dat may chu Mail Server 16 6 9 1
7 QuAan Iy nguoi nhan va chinh sach nguoi 29 3 o5 1
nhan ’
8 Quan ly truy cap trong hé thong Mail 30 3 26 1
Server
Tong cong: 120 30 85 5




BAI 1. TONG QUAN VE MOT HE THONG WEB
Ma bai : MPQTM 20.1

Muc tiéu:
- Biét dugc m hinh tong quan vé hé thong web;
- Hiéu duogc nguyén tic hoat dong cua hé théng web.
- Thuc hién céc thao tac an toan vai may tinh.
Noi dung chinh:
1. Gigi thi¢u
Muc tiéu: Gidi thiéu cho nguoi hoc vé hé thang Web va nguyén 1y hoat déng cua hé
thong Web nhu thé nao

Mot hé théng Web 1a mot hé thdng cung cip thong tin trén mang Internet
thdng qua cac thanh phan May cha, trinh duyét va noi dung théng tin. Trong
chuong nay s& gisi thiéu mot cach co ban nguyén 1y hoat dong cua mot hé thdng
Web ciing nhu céc thong tin lién quan toi cac cach thic xac dinh vi tri ngudn théng
tin, cach thac trao déi dir lieu gitta may chu véi trinh duyét va cach thic thé hién
thong tin.

2. M0 hinh h¢ théng Web

Muc tiéu: Gidi thiéu cho nguoi hoc cac thanh phan cdu thanh mét hé thang Web ciing
nhu c&c chuc nang co ban cua cac thanh phan nay



Hinh 21.1: M6 hinh Web néi chung

Mang dich vu Web 1a mang cac may tinh lién quan dén dich vu Web bao gdm
cac may chu dich vy, cac may tinh va thiét bi phuc vu cho viéc cung cip dich vu Web.
Hé thong d6 bao gom:

- buong két ndi véi mang cung cép dich vu Internet.

- Cac may chu cung cip dich vu Web: cung cap céc dich vu web hosting, chua
cac phan mém Application Server dam bao viéc phat trién cac dich vy trén web, két
ndi dén cac co so dir liéu trén cac may tinh khac, mang khac.

- C4c may chu co sé dit liéu, may cha ching thuc, may chu tim kiém ...

- Hé thdéng tuong lia (ca phan cing va phan mém) dam bao an toan cho hé
thdng may cha véi mdi truong Internet.

- Hé théng may tram diéu hanh, cap nhat théng tin cho may chu Web...

3. Nguyén tic hoat déng
Muc tiéu: Hiéu duroc nguyén tat hoat dong cia mét hé thong Web néi chung

Hinh 21.2: So do hoat dong cua WebServer

Khi may client két ndi vao Internet (théng qua hé théng mang LAN hay cac
duong dial up..), nguoi st dung dung trinh duyét web (web browser) gd dia chi tén
mién can truy nhap (vi du: http://home.vnn.vn) giri yéu cau dén may cha Web.

Web Server xem xét va thuc hién hét nhitng yéu cau tir phia Web browser guri
dén. Két qua 1a mot trang "thuan HTML" duoc dua ra Browser. Nguoi str dung s& hoan
toan trong suét véi nhirng gi dang sau cua mot Web server nhu CGI Script, cac (ng
dung co so dir liéu.

Truong hop 12 web tinh thi web server s& lay thong tin luu sén trén may cha
dang thu muc, file gui lai theo yéu cau cua client. Truong hop web dong (dung cac
ngbn ngir lap trinh web nhu ASP, PHP, JSP, CGI ... két néi va khai thac co so dit liéu.
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Mot vi du: Khi c6 ké hoach di cong tac tai Ha noi, A biét co thé tim duoc cac
thong tin lién quan toi thoi tiét & Ha noi tai dia chi Web "http://hanoi.vnn.vn" — dia
chi nay chinh Ia mot URI (Uniform Resource Identifier - world wide web address) .

Khi A nhap URL trén vao trinh duyét thi:

1. Trinh duyét s& thuc hién giri yéu cau lay thdng tin téi dia chi xac dinh trong

URL thdng qua giao thic truyén dix liéu co tén 1a http.

2. May chu néi chtra thdng tin s& xac dinh nhiing thdng tin can thiét theo yéu cau
dwa trén URI cta nguoi st dung gui téi. Truyén thdng tin lién quan téi yéu cau
t&i nguoi sir dung théng qua giao thac truyén théng http.

3. Trinh duyét sau khi nhan dugc két qua tra loi cia may chu sé tién hanh trinh bay
dir liéu két qua nhan duoc theo khudn dang nhat dinh. Ban than trong két qua
nhan duoc ciing bao gom cac lién két toi thong tin & vi tri khac trén Web va céc vi
tri nay ciing dugc xac dinh bai cac URI.

Trong vi du trén da gisi thiéu cho ching ta ba ciu trdc cua Web gém: Xéc dinh vi

tri thong tin, Trao ddi va céch thé hién théng tin:

+ X4ac dinh vi tri thong tin: Mdi resource trong Web s& duoc xac dinh boi Uniform
Resource ldentifier (URI). Trong vi du trén, resource dung dé lay tong tin vé
thoi tiét ¢ Ha noi duoc xac dinh boi  URI: "http://hanoi.vnn.vn®.

+ Trao ddi thong tin: Cac tdc nhan cua Web (trinh duyét — browser, web server,
...) thyc hién trao d6i théng tin théng qua c4c message, C4C message nay
dugc hinh thanh khi c6 yéu cau cua nguoi sir dung hoic khi thuc hién céc tién
trinh xir ly dit liéu. Cac giao thuc (Protocols) s& dinh nghia cach thuc trao doi di
liéu gitra cac t&c nhan trong Web, trong vi du nay la giao thuc HTTP.

Thé hién thong tin: Cac message dugc hinh thanh khi trao d6i thong tin gitra
c4c tac nhan trong web da chua céc dinh dang dir liéu. Ty thudc vao ting yéu cau cu
thé ma cac dinh dang thé hién dir liéu s& khac nhau. Trong truong hop khi nhan két
qua tra 1oi tir cac web server, cac dinh dang d6 c6 thé 1a: HTML, XML, ... dit liéu anh,
... Dua trén céc dinh dang dugc dinh nghia nay, trinh duyét sé trinh bay lai sao cho dir
licu c6 thé gitp nguoi st dung khai thac thdng tin mot cach d& dang.

Cau héi

Kién thic:
Cau 1: Trinh bay céc thanh phan cia mot hé théng Web
Cau 2: Trinh bay nguyén tic hoat dong cua hé thong Web
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BAI 2 QUAN TRI MAY CHU WEB SERVER
M3 bai: MPQTM 20.2

Muc tiéu: )
- Trinh bay nguyén tac hoat dong Web Server;
Cai dat va cau hinh duoc Web Server trén Windows Server;
Quan tri duwoc Web Server;
Cai dat cac cong Cu bao mat cho Web Server;
Sao luu va phuc hoi Web site.
- Thuc hién céc thao tac an toan véi may tinh.
N§i dung chinh:
1. Giao thuc HTTP
Muc tiéu:Hiéu duroc nguyén ly hoat déng cua giao thiec HTTP
, HTTP la mét giao thirc cho phép Web Browser va Web Server c6 thé giao
tiep véi nhau. HTTP bat dau la 1 giao thuc don gian giong nhu voi cac giao thuc
chuan khac trén Internet, thdng tin dicu khién duoc truyén dudi dang van ban tho
thong qua ket noi TCP. Do d6, ket n6i HTTP co thé thay the bang cach dung 1énh
telnet chuan.
Vi du:
> telnet www.extropia 80
GET /index.html HTTP/1.0
<- C6 thé can thém ky tu xubng dong

Dé dap ung lénh HTTP GET , Web server tra vé& cho Client trang
"index.html" théng qua phién lam viéc telnet nay, va sau d6 dong két ndi chi ra két
thuc tai liéu.

Thoéng tin gai tra vé dudi dang:
<HTML>

<HEAD>

<TITLE>eXtropia Homepage</TITLE>
[-]

</HEAD>

</[HTML>

Giao thuc don gian yéu-cau/dap-trng (request/response) nay da phat trién
nhanh chdong va dugc dinh nghia lai thanh mét giao thirc phac tap (phién ban hién
tai HTTP/1.1) . Mot trong céc thay doi 16n nhat trong HTTP/1.1 1a né hd tro két ndi
lau dai (persistent connection).

Trong HTTP/1.0, mot két ndi phai duogc thiét 1ap dén Server cho mdi dbi
twong ma Browser mudén download. Nhiéu trang Web ¢ rat nhiéu hinh anh,
ngoadi viéc tai trang HTML co ban, Browser phai lay vé mét sé lugng hinh anh.
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Nhiéu cai trong ching thuong la nhé hoac chi don thuan l1a dé trang tri cho phan
con lai cua trang HTML.

2. Nguyén tic hoat dong ciaa Web Server
Muc tiéu: Hiéu duwoc nguyén tic hoat dong cia hé thang Webserver

Ban dau Web Server chi phuc vu cac tai liéu HTML va hinh anh don gian.
Tuy nhién, dén thoi diém hién tai nd cé thé 1am nhiéu hon thé.

Dau tién xét Web Server & muc d6 co ban, nd chi phuc vu cac ndi dung
tinh. Nghia la khi Web Server nhan 1 yéu cau tir Web  Browser, nd s& anh xa
duong dan nay URL (vi du: http://www.danavtc.edu.vn/index.html) thanh mot tap
tin cuc bo trén may Web Server.

May chu sau d6 s& nap tap tin nay tir dia va goi tap tin d6 qua mang dén
Web Browser cia nguoi dung. Web Browser va Web Server sir dung giao thuac
HTTP trong qué trinh trao doi di liéu.

Hinh 21.3: So db hoat dong cua Web Server.

Trén co s& phuc vu nhitng trang Web tinh don gian nay, ngay nay ching da
phat trién v6i nhiéu thdng tin phic tap hon dwgc chuyén gitta Web Server va
Web Browser, trong d6 quan trong nhit c6 1& 1a noi dung dong (dynamic
content).
2.1.Co ché nhan két noi

Vi phién ban dau tién, Web Server hoat d¢ong theo mé hinh sau:
- Tiép nhan c4c yéu cau tir Web Browser.

- Trich néi dung tir dia .

- Chay cac chuong trinh CGI.

- Truyén dit liéu nguoc lai cho Client.

Tuy nhién, cach hoat dong cua md hinh trén khéng hoan toan tuong thich
1an nhau.

Vi du, mot Web Server don gian phai theo cac luat logic sau:

- Chép nhan két nbi.

- Sinh ra cac ndéi dung tinh hoac dong cho Browser.
- DPong két ndi.

- Chép nhan két ndi.

- Lap lai qua trinh trén ...

Piéu nay sé& chay tét ddi voi cac Web Sites don gian, nhung Server s& bt
dau gap phai vin dé khi c6 nhiéu nguoi truy cap hoic c6 qué nhiéu trang Web dong
phai tén thoi gian dé tinh toan cho ra két qua.
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Vi du: Néu mét chuong trinh CGI ton 30 gidy dé sinh ra ndi dung, trong thoi gian
nay Web Server cd thé s& khong phuc vu céc trang khac nira .

Do vay, mic di md hinh ndy hoat dong duoc, nhung né van can phai
thiét ké lai dé phuc vu duoc nhiéu nguoi trong cung 1 Iic. Web Server cd xu
hudng tan dung uu diém cua 2 phuong phép khac nhau dé giai quyét vin dé nay
la: da tiéu trinh (multi-threading) hoic da tién trinh (multi-processing) hoic cac hé
lai gitta multi-processing va multi-threading.

2.2.  Web Client

La nhitng chuong trinh duyét Web & phia nguoi dung, nhu
Internet Explorer, Netscape Communicator.., dé hién thi nhitng théng tin trang
Web cho nguoi dung. Web Client s& giri yéu cau dén Web Server. Sau do, doi
Web Server xtr ly tra két qua vé cho Web Client hién thi cho nguoi dung. Tat ca
moi Yéu cau déu dugc xur ly boi Web Server.

2.3.  Webdong

Mot trong cac ndi dung dong (thuong goi tat 1a Web dong) co ban la céac
trang Web duoc tao ra dé dap ung cac dir liéu nhap vao cua ngudi dung truc tiép
hay gién tiép.

Céch c6 dién nhat va duoc dung phd bién nhéat cho viéc tao ndi dung
dong 1a st dung Common Gateway Interface (CGI). Cu thé 1a CGI dinh nghia
cach thirc Web Server chay mét chuong trinh cuc bo, sau d6 nhan két qua va tra vé
cho Web Browser cua nguoi dung da gui yéu cau.

Web Browser thyc su khong biét noi dung cua thong tin 1a dong, boi vi
CGI vé co ban la mot giao thac mo rong caa Web Server. Hinh v& sau minh hoa
khi Web Browser yéu cau mét trang Web dong phat sinh tir mot chwong trinh CGI.

Hinh 21.4 M6 hinh Xt ly.
Mot giao thic mé rong nita caa HTTP 12 HTTPS cung cip co ché bao
mat théng tin “nhay cam” khi chuyén chling xuyén qua mang.
3. Pic diém caa 11S (Internet Information Services)
11S 6.0 cd san trén tat ca cac phién caa Windows 2003, 11S cung cap mot
s6 dic diém moi gilp tang tinh nang tin cdy, tinh nang quan ly, tinh ning bao
mat, tinh nang mé rong va twong thich v&i hé thong méi.
3.1. Céc thanh phan chinh trong IS
Hai thanh phan chinh trong 11S 6.0 la kernel-mode processes va user-mode
processes, ta s& khao sat mot sé thanh phan sau:
- HTTP.sys: La trinh diéu khién thuoc loai kernel-mode device hd tro ching
ning chuyén HTTP request dén téi cac tng dung trén user-mode:
+ Quan ly céc két ndi Transmission Control Protocol (TCP).
+ Pinh tuyén cac HTTP requests dén ding hang doi xtr ly yéu cau (correct
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request queue).

+ Luu giir c&c response vao vung nhé (Caching of responses in kernel mode).

+ Ghi nhan nhat ky cho dich vu WWW (Performing all text-based logging for the
WWW service).

+ Thuc thi cac chic ning vé Quality of Service (QoS) bao gdm: connection
limits, connection time-outs, queue-length limits, bandwidth throttling.

- WWW Service Administration and Monitoring Component: cung cap co ché
cau hinh dich vu WWW va quan ly worker process.

- Worker process: La bo xt 1y cac yéu cau (request) cho tng dung Web, worker
process c6 thé xir Iy cac yéu ciu va goi tra két qua dudi dang trang Web tinh,
goi cac ISAPI Extensions, kich hoat cac CGI handler, tap tin thuc thi cua
worker process c0 tén la W3wp.exe. Worker process chay trong user-mode.

- Inetinfo.exe 1a mot thanh phan trong user-mode, né c6 thé nap (host) cac dich
vu trong IIS 6.0, cac dich vu nay bao gém: File Transfer Protocol service
(FTP service), Simple Mail Transfer Protocol service (SMTP service),
Network News Transfer Protocol service (NNTP service),

I1S metabase.
3.2. 1S Isolation mode

Trong IS cd hai ché do hoat dong tach biét 1a worker process isolation
mode va IS 5.0 isolation mode. Ca hai ché do nay déu dua vao ddi twong HTTP
Listener, tuy nhién nguyén tic hoat dong bén trong cua hai ché do nay hoat vé co
ban la khac nhau.

3.3. Ché @9 Worker process isolation

Trong ché do nay moi thanh phan chinh trong dich vu Web duoc tach
thanh céc tién trinh xur ly riéng biét (goi 1a cac Worker process) dé bao vé su tac
dong cua cac ung dung khac trong 11S, day 1a ché do cung cap tinh ning bao mat
ing dung rat cao vi h¢ théng nhan dién mdi ung dung chay trén Worker process
dugc xem la mot network service trong khi do6 cac tng dung chay trén I1S 5.0
duoc xem la LocalSystem va nd c6 thé truy xuit va thay doi hau hét céc tai
nguyén duoc cung cap trén hé thong noi bo.

Str dung worker process isolation mode cho phép tich hop thém céac
tinh nang mdi nhu : application pooling, recycling va health detection, cac tinh
nang nay khong duoc ho tro trén 11S 5.0.

M® hinh xur ly cua Worker process Isolation mode:
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Hinh 21.3: Kién tric cua 11S 6.0 chay trén ché do Worker Process Isolation.

Trong hinh 21.5, ta thiy cac doan ma xt ly cho tirng (tng dung dic biét nhu
ASP, ASP.NET duoc nap vao bd xu ly tién trinh (Worker process) boi vi cac bo xur
ly dinh thoi(run-time engine) cua ngdn ngi lap trinh nay dugc thyc thi nhu mot

Internet server API (ISAPI)

Céac budc minh hoa cho mot yéu cau xir ly trong worker process:

- Yéu cau cua Client dugc chuyén dén ddi tuong HTTP Listener (HTTP.sys)

- HTTP.sys xac dinh yéu cau c6 hop 1& khdng?.

- Néu yéu cau khong hop 1& HTTP.sys s& goi doan ma bao 13i vé cho Client.

- Néu yéu cau hop 186 HTTP.sys s& kiém tra xem response cua request nay co
trong kernel-mode cache khdng, néu c6 thi né sé doc response nay va goi vé
cho Client.

- Néu response khong c6 trong cache thi HTTP.sys xac dinh request queue phu
hop va dat request vao trong request queue.

- Néu hang doi (request queue) khdng dugc cung cap mot worker processes thi
HTTP.sys bao hi¢u cho WWW service khai tao worker processes cho hanh doi
(request queue).

- Sau d6 worker process xtr Iy c4c request va gai tra két qua vé cho HTTP.sys.

- HTTP.sys goi két qua vé cho Client va log lai cac yéu cau nay.

3.3.1 11S5.0 Isolation Mode.

11S 5.0 Isolation mode dam bao tinh twong thich cho tng dung duoc phat trién tir

phién ban 11S 5.0.
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Hinh 21.6 11S chay trén 11S 5.0 Isolation mode
3.3.2 So sanh cac chac niang trong 11S 6.0 mode.

Bang md ta vai tro cua 11S 6.0 khi chay trong 11S 5.0 isolation mode va worker

process isolation mode.

Céac chirc nang caa 1S

11S 5.0 Isolation M

Worker Process Isolation

HTTP protocol support

kernel/HTTP.sys

Host/Component Mode Host/Component

Workerprocess Svchost.exe (WWW service)
management
\Worker process W3wp.exe (Worker process)
Running in-process

ISAPI extensions Inetinfo.exe W3wp.exe

Running out-of-process N/A (all of ISAPI extensions are

ISAPI extensions DLLHost.exe In-process)

Running ISAPI filters  [Inetinfo.exe W3wp.exe

. . |Svchost.exe/WWW )
HTTP.sys configuration . Svchost.exe/WWW service
Service
Windows

Windows kernel/HTTP.sys

1S metabase Inetinfo.exe Inetinfo.exe
FTP Inetinfo.exe Inetinfo.exe
NNTP Inetinfo.exe Inetinfo.exe
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SMTP Inetinfo.exe Inetinfo.exe

Cac Isolation mode mac dinh:

Loai cai dat Isolation mode
Cai dat méi 11S 6.0 Worker process isolation mode
Nang cap tir cac phién ban trudc
Ién 11S 6.0 Van giit nguyén Isolation mode cii.
Nang cap tir 11S 5.0 11S 5.0 isolation mode
Nang cap tir 1S 4.0 11S 5.0 isolation mode

3.4. Nang cao tinh niang bao mat

I1S 6.0 khéng duoc cai dat mac dinh trén Windows 2003, ngudi quan tri phai
cai dat II1S va céc dich vu lién quan tai I1S.

11S 6.0 duoc cai trong secure mode do d6 mic dinh ban dau khi cai dat xong
I1S chi cung cap mot s6 tinh niang co ban nhat, cac tinh niang khac nhu
Active Server Pages (ASP), ASP.NET, WebDAV publishing, FrontPage
Server Extensions nguoi quan tri phai kich hoat khi can thiét.

Hb tro nhiéu tinh nang chang thuc:

+ Anonymous authentication cho phép moi nguoi c6 thé truy xuit ma
khdng can yéu cau username va password.

+ Basic authentication: Yéu cau nguoi dung khi truy xut tai nguyén phai
cung cap username va mat khau thdng tin nay duoc Client cung cap va goi
dén Server khi Client truy xuit tai nguyén. Username va password khong
dugc ma hoa khi qua mang.

+Digest authentication: Hoat dong gidng nhu phuong thuc Basic
authentication, nhung username va mat khau truéc khi goi dén Server thi nd
phai dugc ma hoa va sau dé Client goi thong tin nay dudi mot gia tri cua
bam (hash value). Digest authentication chi st dung trén Windows domain
controller.

+Advanced Digest authentication: Phuong thic nay gidng nhu Digest
authentication nhung tinh nang bao mat cao hon. Advanced Digest dung MD5
hash théng tin nhan dién cho mdi Client va Iuu trir trong Windows Server 2003
domain controller.

+Integrated Windows authentication: Phuong thirc nay sir dung k¥ thuat bam
dé xac nhan thong tin caa users ma khong can phai yéu cau goi mat khau qua
mang.

+Certificates: Sir dung thé ching thuc dién tir dé thiét 1ap két ndi Secure
Sockets Layer (SSL).

+.NET Passport Authentication: la mot dich vu chang thuc nguoi dung cho
phép ngudi ding tao sign-in name va password dé ngudi dung c6 thé truy xuat
vao cac dich vu va tng dung Web trén nén .NET.

IIS sir dung account (network service) cd quyén wu tién thap dé tang tinh
nang bao mat cho hé théng.

Nhan dang cac phan mé rong cua file qua d6 11S chi chap nhan mét sb dinh
dang md rong cua mot sé tap tin, nguoi quan tri phai chi dinh cho 11S cac dinh
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dang méi khi can thiét.
3.5. Hé tro wng dung va cac cong cu quan tri
11S 6.0 ¢6 hd tro nhiéu tng dung m&i nhu Application Pool, ASP.NET.
- Application Pool: 1a mét nhém cac tng dung cung chia s¢ mot worker
process(W3wp.exe).
- worker process (W3wp.exe) cho mdi pool dugc phan cach véi worker
process (W3wp.exe) trong pool khéc.
- Mot tng dung nao d6 trong mot pool bi 16i (fail) thi n6 khéng anh huong téi
ung dung dang chay trong pool khac.
- Théng qua Application Pool gitp ta c6 thé hiéu chinh co ché tai sir dung
viing nhé ao, tai sir dung worker process, hiéu chinh performance (vé request
queue, CPU), health, Identity cho application pool.
- ASP.NET: 1a mot Web Application platform cung cap céc dich vu can thiét dé
xay dung va phan phéi ‘ung dung Web va dich vu XML Web.
11S 6.0 cung cap mét sb cong cu can thlet dé hd tro va quan ly Web nhu:
- 11S Manager: H tro quan ly va cau hinh 11S 6.0
- Remote Administration (HTML) Tool: Cho phép nguoi quan tri sir dung Web
Browser dé quan tri Web tir xa.
- Command -line administration scipts: Cung cap céc scipts hd trg cho cong tac
quan tri Web, cac tap tin nay luu trir trong thu muc %systemroot%\System32.
4.Cai dit va cau hinh 11S 7.0
Muc tidu: Hiéu duwoc cac budc cai dat dich vu 11S va cdu hinh dwoc mét Website don
gian
4.1. Cai dat 11S 7.0 Web Service
11S 7.0 khong dugc cai dat mac dinh trong Windows 2008 server, dé cai dat 11S 7.0
ta thuc hién cac budc nhu sau:
Chon Start | Programs | Administrative Tools | Manage Your Server.

Hinh 21.7 Manage Your Server Roles.

Tir hinh 21.7 ta chon biéu tuong Add or remove a role, chon Next trong hop thoai
Preliminitary Steps

Chon Application server (I11S, ASP.NET) trong hop thoai server role, sau d6 chon
Next.
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Hinh 21.6: Chon loai Server.
Chon hai muc cai dat FrontPage Server Extentions va Enable ASP.NET, sau d6
chon Next, chon Next trong hop thoai tiép theo.

Hinh 21.8: lya chon tuy chon cho Server.
Sau d6 hé théng sé tim kiém 1386 source dé cai dit 11S, néu khéng tim duoc xuét
hién yéu cau chi dinh dudng din chira bo ngudn 1386, sau dd ta chon Ok trong hop
thoai Hinh 2.9

19



