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LOI GIOI THIEU

Giao trinh “Quadn tri mang 2" dwoc bién sogn dwa vao Chuong trinh khung Quan tri
mang may tinh da dwoc Bo Lao dong — Thurong binh va Xa hgi ban hanh. Giao trinh
diroC bién sogn nham tgo diéu kién thudn loi cho cé&c co s¢ day nghé trong qué trinh
giang day.

Dé thudn loi trong qua trinh tiép thu cc kién thirc va ky nang mét cach day dii, nguoi
hoc can trang b;i kien thuc co ban theo gido trinh ““Quan tri magng 1 thugc chuong
trinh khung Quan tri mgng may tinh.

Gi&o trinh gom 10 chuong duwoc chia lam 2 phan:

Phdn 1 - tir chirong 1 d@én churong 5 — cung cdp kién thizc va ki nang lién quan
dén cong tac giam sat mgng, trién khai va quan tri hé thong tir xa; Ngoai ra, kha nang
phéat hién va khdi phuc khi server b;i héng héc ciing duwoc dé cdp dén. Chirc nang cua
Group Policy trén Domain Controller mang tam quan trong rat lén dsi véi hé théng;
Do vdy, tqo va qudn Iy cac doi twong trong Group Policy Object 1a ky nang khong thé
thiéu doi véi nguoi qudn tri mang.

Phdn 2 — tir chiwong 6 dén chuwong 10 — gilp nguoi hoc ¢6 kién thirc va ky nang
bao v¢ h¢ thong ‘mang véi cac tinh nang quan trong trén ISA Server; Bén canh do, viéc
trién khai hé théng mang riéng do cho phep truy xuat tai nguyén khi nguoi dung khéng
& trong mang ngi bé 1a cdng cu toi wu doi véi nguoi dung. Khi khdng ¢ trong mang,
van dé sir dung tai khoan cia minh dé giti nhgn mail trong mang cuc bé ciing la cong
viéc cap thiét. Suw cé xdy ra doi véi may ISA 1a dieu kho tranh khei; thao tac phat hién
va khdc phuc kip thoi gip hé théng hoat déng mét cach hoan hdo.

Trong qua trinh bién sogn gido trinh, ching t6i da tham khdo mat s6 gi&o trinh va tai
liéu cua dong nghiép. Xin chan thanh cam on va mong dwoc luong thir khi trich dan
chua duoc phép.

Gi4o trinh xudt ban da d‘ap ng kip thei nhu cau cia nguoi hoc; Tuy nhién, kho tranh
khéi nhizng khiém khuyét. Nhdm bién sogn rdt mong nhén duwoc gop ¥ tir nguoi doc dé
hoan thién.

Xin chan thanh cam!
Ha Noi, ngay 23 thang 04 nam 2021
Tham gia bién soan

1. Chu bién Nguyén Thij Thay.
2. Tap thé Giang vién Khoa CNTT

Moi thong tin @ong gop chia sé xin g vé hom thur nguyenthuyanc@gmail.com, hogc
lién hé so dién thogi 0362234187
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GIAO TRINH MO BUN

Tén mo dun: Quan tri mang 2
M& mo dun: MDQTM 22

Vi tri, tinh chit, y nghia va vai trd cia md dun:

Vi tri: M6 dun dugc bé tri sau khi sinh vién hoc xong mén, md dun: Mang may
tinh, Quan tri mang 1.

Tinh chat: LA mé dun chuyén nganh.

Y nghia va vai trd: 1a md dun gilp sinh vién Quan tri chuyén sau hé thong
mang; cai dat, trién khai va cau hinh dam bao an toan cho hé théng mang.
Muc tiéu cia m6 dun:
- V& kién thic :

+ C6 kha nang tinh chinh va giam sat mang Windows Server;

+ Trién khai duoc dich vu Routing and Remote Access (RRAS);

+ C06 kha nang phat hién va khdi phuc Server bi hong;

+ CO kha nang cai dat va quan ly may tinh tir xa théng qua RAS;

+ Xay dung dugc mot mang riéng ao VPN;

+ Trinh bay dugc céc tinh nang va nhiing nét dac trung cia ISA Server;
- V& k¥ nang:

+ Cai dat va cau hinh dugc ISA Server trén Windows Server;

+ Thuc hién dugc cac Rule theo yéu cau;

+ Cai dit va cdu hinh duoc cac chinh sach mac dinh cua Firewall, thuc hién
chinh xéc thao tac sao luu cau hinh mac dinh cuaa Firewall;
- V& nang luc ty cha va trach nhiém.

+ Trinh bay duoc cac co ché sao luu, phuc hdi toan bo may ISA Server;

+ Thyc hién duoc thao tac xuat, nhap cac chinh sach caa Firewall ra thanh file;

+ Hiéu duoc cac loai ISA Server Client ddng thoi cai dit va ciu hinh dlng qui
trinh cho ting loai ISA Server Client va nhitng tinh nang riéng trén maoi loai.

+ BO tri 1am viéc khoa hoc ¢am bao an toan cho ngudi va phuong tién hoc tap.



Noi dung cia moé dun:

S Thai lwgng
0 . .
T Tén cac bai trong mo-dun Tong Ly | Thuc | Kiem
s6 | thuyét | hanh | tra
1 | Dich vu Windows terminal services 8 4 4
Tinh chinh va giam sat mang Windows
2 8 3 4 1
Server
3 | Khéi phuc server khi bi hong 5 1 4
Cai dat va quan ly remote access services
4 _ 14 2 12 1
(RAS) trong Windows Server
5 | Group Policy Object 9 4 4 1
6 | Gigi thiéu ve ISA Server 1 1
Téng cong 45 15 28 3




BAI 1: DICH VU WINDOWS TERMINAL SERVICES

Ma bai: MPQTM 22.01
Gioi thiéu:

Bai hoc nay cung cap cho nguoi hoc cach thac cai dat, cau hinh va go rdi voi
dich vu Terminal Service ciia Windows Server. Trong d6, c¢6 thé quan tri server tir xa
v6i bang Terminal Service; Cau hinh Terminal Service va quan ly cac phién 1am viéc
cua Terminal Service.

Muc tiéu cta bai:
- CO6 kha ning cai dit va g& bo cac phan mém hd tro;
- Co0 kha nang tao may khach Terminal Services;
- Quan ly duoc céc dich vu caa Terminal Services;
- Thuc hién cac thao tac an toan vai may tinh.

N§i dung chinh:
1. Tai sao phai dung Terminal Services

Muc tiéu: Gidi thiéu cho nguoi hoc vé chirc nang cua dich vy Terminal Services cling
voi cac loi ich dat dwroc khi s dung dich vu nay.

Terminal Services la dich vu quan tri tor xa (remote administration). Thong
qua Terminal Services, ngudi quan tri ¢d thé thuc hién cac tac vu quan trj tir bat ky
mot client nao.

Terminal Services doi hoi may tinh dung lam Terminal Services Server du
manh dé giai quyét tat ca cac nguoi ding két ndi téi nd va céc client c6 thé chay cac
phan mém khéch (client software) trén nd. Khi chay Terminal Services can phai mua
va cau hinh tat ca céc dang ky mot cach chinh xac.

Sau khi cau hinh Terminal Services, chiing ta c6 thé bit dau trién khai cac
phan mém khach va chi. Terminal Services bao gdom mét tién ich cau hinh, mot tién
ich quan tri va mot cong cu tao client dé quan Iy céc server va client.

Trong bai hoc ndy, ngudi hoc s& biét Terminal Services 1am viéc nhu thé nao,
cach cai dat, ciu hinh va quan ly may cha va may khach cua Terminal Services.

Terminal Services

Terminal Services c6 thé chay bang mét trong hai ché d6 sau:

« Trong ché do quan tri tir xa (remote administration mode), ngudi quan tri co
thé thuc hién cac tac vu quan tri tir bat ky may khach nao trong mang.

« Trong ché d6 chuong trinh Gtng dung ciia may cha (application server mode),
nguoi dung phai truy cap tir xa dén cac chuong trinh wng dung cé trén server. Dung
ché d6 nay, Terminal Services phan phat méi truong Windows Desktop cho cac may
tinh c6 thé khong chay duoc Windows béi cac han ché vé phan cang hay ly do khac.

Trong ché d6 application server mode, cc giao dién d6 hoa cua may chu dugc
truyén cho cac may khach & xa; cdc may nay guri c4c tin hiéu ban phim va tin hiéu
chudt cho may chu. Cac may khach goi la cac thin client. Nguoi dung dang nhap vao
thdng qua bat cir may khach nao trén mang va chi nhin thiy céc phién lam viéc
(session) cua riéng ho.

Terminal Services quan ly cac session duy nhat cua client mot cach trong
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subt. R4t nhiéu loai thiét bj phan cung c6 thé chay trén cac phan mém cua thin
client, gom ca céc thiét bi dau cuoi va may tinh nén Windows.

Lgi ich cia Terminal Services

Terminal Services cung cap nhiéu lgi ich 1am cho né trg thanh giai phép uu
viét nhat cho mang:

Sw phat trién réng hon ciia Windows Server- Thay vi cai dit mot phién ban
day da cua Windows Server trén cac may, c6 thé trien khai Terminal Services. Céc
may tinh c6 phan cting khdng ding dugc phién ban day du caa Windows Server hd
trg Van c6 thé st dung nhiéu dic tinh cia Windows Server.

Sw hoat dgng dong thoi cia ca phan mém thin client va cac hé diéu hanh
doc 1ap - Véi Terminal Services, nguoi ding mang c6 thé tiép tuc sir dung hé thong
c6 sin trong may cua ho, va co thé ding céc loi ich cua méi treong Windows Server.

Sw phéat trién cac &ng dung dwoc don gian hoa- Thay vi cai dat va cap nhat
cac ung dung trén tit ca cac may trong mang thi nguoi quan tri c6 thé cai dat mot ban
sao trén Terminal Services server. Piéu ndy dam bao rang moi ngudi ding déu truy
cap duoc vao phién ban mai nhat caa ng dung.

Viéc quan tri tir xa cta may cha - Terminal Services cho phép quan tri
server tir xa. Piéu nay rat hitu ich néu nguoi quan tri can phai roi xa may chi trong
mot khoang thoi gian nao do.

2. M6 hinh xir ly cia Terminal Services

Muc tiéu: Gidi thi¢u cac thanh phan cua Terminal cing véi chic nang cia méi thanh
phan. Ngoai ra, nguoi hoc sé biét dwroc yéu cau xac dinh ung dung nao sé diroc chia
xé va logi phan cing nao sé duwoc sur dung.

2.1. Céc thanh phan ciaa Terminal Services

Terminal Services bao gom 3 thanh phan: Terminal Services server, giao thuc
Remote Desktop, va Terminal Services client. Terminal Services server giao tiép voi
Terminal Services client bang cach sir dung giao thac Remote Desktop.

- Terminal Services server

Hau hét cac hoat dong cua Terminal Services xay ra trén Terminal Services
server (hay goi la Terminal server). Khi Terminal Services & trong ché dé tng dung
ctia may chu, tit ca cac (ng dung déu chay trén server. Terminal server s& giri cac
thong tin vé man hinh téi client va chi nhan céc input tir chudt va ban phim. Server
phai theo ddi cac session dang hoat dong.

- Giao thirc Remote Desktop

Khi cai dat Terminal Services, giao thirc Remote Desktop (RDP) dugc tu dong
cai dat. RDP 1a mot két ndi duy nhat can phai cdu hinh dé client c6 thé két ndi tsi
Terminal server. Ching ta c6 thé cau hinh chi mot két ndi RDP trén mdi card mang.

Co thé sir dung cdng cu cau hinh cua Terminal Services dé cau hinh cac thuoc
tinh cua két néi RDP; c6 thé thiét 1ap mat ma va quyén, va han ché luong thoi gian
ma céc session cua client ¢ thé con hoat dong.

- Terminal Services client

Terminal Services client (hay Terminal client) sir dung cong nghé thin client
dé phan phdi Windows Server Desktop toi nguoi dung. Client chi can thiét 1ap mot
két ndi t6i server va hién thi thong tin vé& giao dién dd hoa ma server gui téi. Qua
trinh ndy can chay mot phan trén may khach va no co thé chay trén cac may tinh ci
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khong tham chi ca nhitng may khéng thé cai Windows Server.
2.2. Lap ké hoach cau hinh Terminal Services

Truéc khi st dung Terminal Services, can phai xac dinh ¢ng dung nao sé
dugc chia xé va loai phan cing nao sé duoc sir dung. Nhitng yéu cau nay dé chay
Terminal Services quan trong hon nhiéu so véi chay Windows server binh thuong,
dic biét 1a néu nguoi dung dang sir dung ché do wng dung caa server.

Can phai xem xét pham vi va gia thanh cua viéc dang ky cau hinh Terminal
Services. Mdi client két ndi téi Terminal server phai c6 mot chitng nhan dic biét cua
Terminal Services client.

Xé&c dinh @ng dung client

Cac ung dung su dung cung véi Terminal Services duoc cai dit trén co s¢ m6i
may (per-computer) thay vi trén co s& mdi nguoi dung (per-user). Chung phai co san
v6i moi ngudi ding truy cap Terminal Services tryc tiép hay tir mot session & xa.

Terminal Services thuong dodi hoi thém tai nguyén hé thdng dé quan tri tat ca
cac luu théng cuaa client. Can phai biét duoc cac dic tinh cua cac chuong trinh nao
d6 ma c6 thé yéu cau nhiéu tai nguyén tir server. Cac chuong trinh trén nén Intel
chay trén may Apple, cac chuong trinh ¢ nhiéu hinh anh video, cac chuong trinh
MS-DOS, va lién tuc chay cac bit ma (nhu 1a cac bo kiém tra 13i chinh ta) c6 thé 1am
can tai nguyén hé théng. Can phai han ché céc truy cap téi cac loai chuong trinh nay
chi cho nhiing nguoi dung that sy can ching va tit tat ca cac dic tinh tuy chon cua
chuong trinh ma c6 thé dé nang 1én hé thong mot cach khong can thiét.

Windows Server 1a mot mdi truong 32 bit. Bé chay mot chuong trinh 16 bit,
Windows Server can phai dung dén hé théng “Windows trén Windows” (WOW), s&
rat ton tai nguyén hé thong. St dung cac tng dung 16 bit Iam giam s6 lugng ngudi
ding ma mot bo xu ly don I¢ c6 thé giai quyét khoang 40% va co thé tang luong bo
nhé cho moi nguoi dung khoang 50%. R& rang, tot nhat 1a nén sir dung wng dung 32
bit mdi khi c6 thé.

3. Yéu cau déi veéi Server va Client
Muc tiéu: cho phép xac dinh cac yéu cau vé phan cing doi véi server va client @é dam
bao hiéu suat hoat dong dich vu Terminal Services.

3.1. Céc yéu cau ddi véi Terminal Services server

C4c yéu cau phan cang cho mot Terminal server phu thudc vao sé client s& két
ndi cling luc va nhu cau sir dung cua client. Sau day 1a mot s6 hudng dan:

« Mot Terminal server can it nhat mot bo xir Iy Pentium va 128MB RAM dé
hoat dong duoc day du. Ngoai ra, can cung cip thém 10 hay 20MB RAM cho mdi
két ndi cua client, tuy thudc vao tng dung ma client sir dung. Terminal server chia xé
c4c tai nguyén cd tinh kha thi gitra cac ngudi dung, do vay bo nhé can cho cac nguoi
ding bé sung chay cung tng dung it hon bd nhé can cho nguoi ding dau tién tai
chuong trinh.

« Nén sir dung mot kién tric bus hoat dong cao nhu 1a EISA, MCA, hay PCI.
Bus ISA (AT) khong thé chuyén day du dir liéu cho kiéu luu théng mang sinh ra do
mot cach cai dat Terminal Services thong thuong.

« Phai can nhic viéc st dung 6 dia SCSI, hay loai tét hon 1a FAST SCSI hay
SCSI-2. Bé hoat dong tot nhat thi nén ding loai dia SCSI voi RAID sé tang thoi gian
truy cap dia bang cach dat dir liéu Ién trén nhiéu dia.
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« Vi nhiéu nguoi dung c6 thé ‘truy cap vao Terminal server cing mot ltc; Do
d6, can su dung bo diéu hop mang tbc d6 cao. Giai phap tét nhét 1a cai dat 2 bo diéu
hgp trong may va danh mét cai cho luu théng mang RDP.

3.2. Cac yéu ciu ddi véi Terminal Services client

Terminal Services client chay tét trén nhiéu may khac nhau ké ca cac may I3i
thoi va cac thiét bi dau cudi da cii khong thé cai dat hay chay Windows Server. Phan
mém phia client phai chay trén cac may sau:

« Céc thiét bi dau cudi nén Windows (nhing)

 Cac may nén Intel va Alpha chay Windows for Workgroup 3.11, Windows
95, Windows 98, Windows NT 3.51, Windows NT 4.0, Windows 2000

« C4c may Macintosh va Unix (v6i cac phian mém cua cac hang tht 3)

3.3. Xé&c dinh yéu cau ding ky chinh xac

Terminal Services sir dung phuong phap dang ky riéng cua nd. Mot Terminal
client phai nhan dugc mot dang ky hop 1€ tir Terminal Services licence server truéc
khi logon vao Terminal server. Biéu nady chi &p dung cho application server mode.
Khi sir dung ché do quan tri tir xa, hai session cua client dong thoi dwoc cho phép
mdt cach ty dong ma khéng can phai nhan mot dang ky tir mot server cap dang ky
(license server).

C6 thé tao quyén cho Terminal Services Lisensing ngay khi cai dat Windows
Server hay sau d6 thdng qua biéu twong Add/Remove Program trong Control Panel.
Khi kich hoat Terminal Services Lisensing, cd thé chon giira hai loai license server:

» Mot enterprise license server c6 thé phuc vu Terminal server trén bat ky
mién nao cua Windows server, nhung khong thé phuc vu cac nhém 1am viéc hay céc
mién cua Windows NT 4.

« Mot Domain license server chi ¢d thé phuc vu Terminal server trong cling mién.

Trong cac mién ciia Windows server, cac Domain license server phai duoc cai
dat trén mot may diéu khién mién (domain controller). Trong cac nhom lam viéc hay
trén mién cua Windows NT4, domain license server c6 thé duoc cai dat trén bat cu
server thanh vién nao.

4. Cai dat Terminal Services

Muyc tiéu: Trinh bay cac thao tac cai dat Terminal Services Server, thém nguoi dung
vao danh sach nguoi dung dwoc phép sir dung Remote Desktop.

4.1. Cai dat Terminal Services Server

Terminal server c6 thé dugc cai dit tir Server Manager. Trong Server Manager,
bam vao Roles trong ngan bén trai va nhap vao Add Roles trong man hinh két qua dé
goi Add Roles Wizard. Néu man hinh giéi thiéu xuat hién, bAm vao Next dé liét ké cac
roles c6 san. Trén man hinh Select Server Roles, chon Terminal Services va bAm vao
Next dé chon céc dich vu dugc yéu cau.
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Hinh 1.1 — Lya chon dich vu dé cai dat

Sau khi nhap vao Next, man hinh canh béo s& xuat hién dé xuat rang bat ky tng
dung nao nham muc dich duoc truy cap boi nguoi st dung Terminal Services khong
duoc cai dat cho dén khi cac quy tic cua Terminal Services role duoc cai dit. Sau khi
doc thong tin, bAm Next dé tiép tuc dén man hinh lra chon xéac thuc. Chon Require
Network Level Authentication s& ngian chin ngudi dung chay trén hé thdng cit hon ma
khéng can xac thuc mac mang truy cap vao Terminal Services. Viéc xac thuc duoc
thuc hién truge khi phién 1am viéc tir xa duoc thanh 1ap. Néu xac thuc it nghiém ngat
la chap nhan duoc, hoic mot sb nguoi ding dang chay hé thdng cii hon. Chon tay
chon Do not require Network level Authentication rdi nhap vao Next dé tién hanh.
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Man hinh Specify Licensing Mode cho phép chi dinh phuong an cap phep

- Configure later: cho phép st dung 120 ngay ma khong can cung cap license
(str dung c6ng cu Terminal Services hoic Group Policy dé cau hinh)

- Per Device: cho phép chi dinh sé thiét bj két néi bat ky ldc nao

- Per user: han ché nguoi ding truy nhédp

Hinh 1.2 — Lwa chon license dé st dung

Cudi cung, ngudi dung va nhém dugc phép truy cap vao terminal server phai
dugc xac dinh, mac du nguoi dung c6 thé dugc thém vao va loai bo bat ky Iic nao
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bing céach thay di cac thanh vién cua Remote Desktop Users Group. Nhip vao Add...
dé thém bét ky nguoi dung. Nhap vao Next dé chuyén dén man hinh Confirmation,
chon Install bat dau tién trinh cai dit.

Sau khi cai dat, khoi dong lai hé théng va dang nhap vai quyén administrator.
4.2. Thém ngwoi dung vao nhom Remote Desktop Users

Mic dinh, tat ca cac thanh vién caa nhém Administration déu duoc két ndi tur
xa. Dé thém hay loai bé nguoi dung dugc phép truy cap tir xa, mé Control Panel ->
System and Maintenance -> System -> Remote settings, chon Select Users. Trong hop
thoai Remote Desktop Users, chi dinh nhiing ngudi ding can thém vao hay xda bo
khoi danh sach.

Hinh 1.3 — Hop thoai liét ké nguoi dung dugc phép truy cap tu xa

Luu y: mic dinh nguoi ding véi quyén quan tri ¢ thé truy cap tir xa vao may tinh nay
nén khéng can thém vao danh sach.
5. Céu hinh va truy cép tir client vao Terminal Server
Muc tiéu: Trinh bay cac buwodc thuc hién truy cgp vao server thdong qua Remote
Desktop, cach thoat khoi phién lam viéc doi voi server tir may client. Bén canh do, y
nghia cua cac tuy chon cau hinh ciing dwoc giai thich.
5.1. Truy cap twr client vao Terminal Server

Sau khi duoc cai dat va cau hinh trén server, c6 thé truy cap tir client vao
Terminal Server bang mot trong hai cach:

- Start -> All Programs -> Accessories -> Remote Desktop Connection
- Start -> Run, g6 mstsc
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Hinh 1.4 — Hop thoai chi dinh tén hay dia chi méy server can két ndi

5.2. TUy chen cau hinh may khach Remote Desktop
Trong hop thoai Remote Desktop Connection, chon Options:

General: Luu trir thong tin dang nhap va théng tin section.

Display: sir dung cé4c thiét 1ap trén server vai may client.

Local Resources: chi dinh tai nguyén cuc bé duoc sir dung trong subt
phién Remote Desktop.

Programs: cho phép céc chuong trinh cu thé duoc ty dong kich hoat
mdi khi mot phién tir xa duoc thiét lap.

Experience: diéu khién cac tinh ning dugc kich hoat hodc vo hiéu hoa
cho phién 1am viéc tir xa. Tai day ciing cung cap céc tly chon dé co thé
tur dong tai 1ap két ndi khi phién lam viéc bi ngit.

Advanced: kich hoat hodc vd hiéu hoa xac thuc tir xa.

5.3. Thoat khéi phién truy cap tir xa

Khi nhan vao biéu tugng “X” trén bang diéu khién tai may client, phién truy
cap tir xa van con tiép tuc chay trén server; nghia la néu nguoi dung két néi tro lai,
phién truy cap tir xa van tiép tuc. Dé két thic phién truy cap tir xa, chon Start -> chon
Log Off @& dong phién truy cap tir xa nay.

6. Thuc hién da két néi truy cap tir xa
Muc tiéu: Trinh bay cach qudn Iy cac phién két néi dén céc server dong thoi qua cong
cu Remote Desktop.

Pé thuc hién dong thoi nhiéu két ndi truy cap tir xa trong cuing mot cira s, sir
dung MMC Remote Desktops. Tu Start -> Run, gb tsmmc.msc, chon Remote
desktops ¢ khung trai, chon Add a new connection tir menu.
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Hinh 1.5 — Thém ket ndi truy cap tur xa (d6ng thoi)
Sau khi thém két ni, phién két ndi truy cap tir xa s& xuat hién trén cira so chinh.

Hinh 1.6 — Ctra s6 Remote Desktop ”
bé chuyeén doi gitra cac phién, chon tén cua phién bén cua so trai, giao di¢n
tuong ung sé dugc hién thi.
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Cau hoi
1. Terminal Services la gi ? Trinh bay céc lgi ich cua Terminal Services.
2. Trinh bay cac thanh phan cua Terminal Services va chiic nang ciia mdi thanh phan.
Bai tap thuc hanh
1. Cai dat Terminal Services.

Céac budc thuc hién:

- Cai dat Terminal Services Server

- Cai dat Terminal Services Licence Server

- Cho phép account c6 quyén sir dung Terminal Services
- Cai dat Terminal Services Client

2. Cau hinh va quan Iy Terminal Services.

Cac budc thyc hién:
- Khoi dong Terminal Services Manager
- Theo ddi va quan ly cac user dang connect

3. Thuc hién Remote Desktop tur client.
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BAI 2: TINH CHINH VA GIAM SAT MANG WINDOWS SERVER

Ma bai: MPQTM 22.02
Giéi thigu:

Trén mot hé thong mang, may chu déng vai tro rat quan trong. Trong dé viéc
giam sat hé théng va quan ly di liéu dugc xem 1a phan khong thé thiéu trong qué trinh
quan tri hé théng.

Bai hoc nay s& cung cap cac van dé lién quan dén cac cong cu chinh dé giam sat
la System Monitor va cac phuong &n giai quyét cac van dé bang Event Viewer va
Performance.

Muc tiéu cta bai:

- Hiéu duoc vai tro chiic nang caa cac cdng cu System Monitor, Performance Logs
and Alerts;

- Giai quyét duoc cac su ¢ mang thdng qua Event Viewer;

- Kiém tra duoc tan suat hoat dong cua hé thdng tai tirng thoi diém khac nhau Task
Manager;

- Thuc hién céc thao tac an toan véi may tinh.

1. Téng quan vé cong cu tinh chinh

Muyc tiéu: Gigi thi¢u so Lot vé cac cdng cu dung d@é quan sét va tinh chinh hé thong
voi hé dieu hanh Windows Server.

La mot nha quan tri mang véi hé théng mang bao gdm mot may cha chia di
liéu rat quan trong. May chi c6 thé chay lién tuc, nhung khi nguoi quan tri truy cap
vao may chu thi béo 13i tir chdi dich vu do khdng thé két ndi. Khi xem xét tinh hinh thi
thay mot s6 dir liéu d4 bi mat, IGc nay can xem ai d& gay ra van dé trén, viéc ghi lai log
ctia hé théng ngoai viéc cho phép ngudi quan tri phat hién ra cac 15i trong qué trinh
hoat dong cuia hé thong con cho phép phat hién ra nhiing truy cap bat hop phép.

Toan bo cac van dé lién quan ti log hé théng dugc tich hop trén Windows véi
hai cong cu chinh d6 la Event Viewer va Reliability and Performance Monitor.

2. Quan sat cac dwong biéu dién hiéu niang bang Reliability and Performance
Monitor (perfmon.msc)

Muc tiéu: Trinh bay chi tiét cach dung cong cu Performance Monitor dé giam sat cac
counter chi tiet cua nhizng doi tuong; cong cu Reliability Monitor dé giam sat do tin
cdy cua mot hé thong.

Khi ndi dén giam sat hé thdng ngudi ta s& nghi ngay téi ¢éng cu chu yéu 1a
Performance Monitor va Reliability Monitor cua Monitoring Tools trong Reliability
and Performance Monitor.

Dé sir dung cong cu Reliability and Performance Monitor, tir menu Start, chon
Run; khi hop thoai Run xuat hién, gd perfmon.msc

2.1. Performance Monitor

Performance Monitor 1a mot cong cu rat manh dé giam sat cac counter chi tiét
ctia nhiing ddi twong khac nhau, véi tinh nang thém bét rat linh hoat cho phép nguoi
dung c6 thé chi can nhan vao dau + dé add thém cac counter khéc, hoic c6 thé nhan X
dé khong giam séat nhirng counter khong can thiét. Mic dinh hé thdng s& giam st ba
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ddi twong 1a: Memory, PhysicalDisk, va Processor. Cac thudc tinh dic trung cia mdi
ddi tuong 1a: Memory véi thudc tinh Pages/sec, PhysicalDisk vé&i thuoc tinh AVG
Disk Queue Length, vai Processor cé thuoc tinh % Preccessor Time (hinh 2.1)

Hinh 2.1 — Giao dién Performance Monitor

Khi muén thém cac counter cia mét object cu thé, nhan vao ndt + s& suat hién
ctra ctra 6. Hinh 2.2 minh hoa viéc add thém thuoc tinh %user time cua Processor.
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