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LOI NOI DAU

Trong nhitng nim gan day, 1ap trinh mang ludn 1 mot trong nhitng ndi dung
quan trong trong linh vuc cong nghé phan mém. Nho sy phat trién vuot bac trong
linh vuc mang mdy tinh, nhitng phan mém may tinh ding cho doanh nghiép hién
nay st dung rat nhiéu trén méi truong mang dic bi€t l1a Internet. Mang may tinh la
noi cac k¥ thuét lién quan t61 mo6 hinh khach/chi, m6 hinh phan tan hay mé hinh
hop tac duoc trién khai. Cac ung dung mang xir 1y tap trung hodc phan tan, tan dung
t6i da strc manh ctia cac hé thdng phan cting dé mang lai hiéu qua cao.

Gido trinh nay phuc vu giang day va hoc tap hoc phﬁn Ldp trinh magng tai
Truong Pai hoc Tay Béc. Trong ndi dung, ngoai nhirng kién thirc co ban vé mang
may tinh co6 li€n quan, ching t61 s€ hudng dan cach thuc lam viée voi ky thuat lap
trinh socket voi giao thirc TCP, UDP va k¥ thuat lap trinh phan tan RMI. Trong ting
phan kién thirc, gido trinh cling cung cap cac vi du minh hoa. Pay la nhiing vi du hét
strc co ban, gitip ban doc hiéu dugc cach thirc ma céc ung dung mang hoat dong. Tu
nhitng vi du nay, doc gia co thé tu phat trién dé tao ra céc ung dung phtrc tap hon,
manh m¢ hon.

Chung t6i Iyra chon ngdn ngit 14p trinh Java dé trinh bay vé cac k¥ thuat lién
quan téi lap trinh mang cling nhu cac vi du minh hoa. Viéc lva chon ngon ngtt 1ap
trinh Java khong chi boi Java hién nay ludn 13 mét trong nhitng ngdn ngir hang dau
dé phat trién phan mém ma con bdi Java 13 ngdn ngit vén sinh ra dé giai quyét cac
van dé lién quan toi cac mg dung mang.

Gi4o trinh khong tranh khoi nhitng so suat. Chung t6i mong nhan duoc cac ¥
kién dong gop quy bau ctia quy thay co va cac ban sinh vién dé hoan thién gido trinh
hon nitra.

Chung t61 xin chan thanh cam on.

NHOM TAC GIA
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CHUONG 1. CAC KHAI NIEM CO BAN VE MANG MAY TiNH

1.1 Mang may tinh

Mot mang may tinh 1a mot tip hop cac may tinh va cac thiét bi. Cac may tinh
va céc thiét bi trén mang co thé gtri va nhan dir li¢u v6i cac may tinh va cac thiét bi
khac. Voi mang duge két ndi bang day dan, cac bit dir liéu s& dugc bién d6i thanh
cac song dién tir di chuyén doc theo day dan. Cac mang khong day truyén dit liéu
bang cach str dung song vo tuyén. Va v6i nhimg duong truyén co khoang cach 16m,
dir liéu dugc truyén di bang cach sir dung cap quang. Cap quang sir dung cac song
anh sang v4i o dai bude song khac nhau dé truyén dir liéu.

Mbi mot thiét b trén mot mang dugc goi la mot nut mang (node). Hau hét cac
nat 13 cac may tinh, tuy nhién cac nit ciing c¢6 thé 1a cdc mdy in, router, cAu ndi,
gateway (thiét bi ndi ghép hai mang cuc bd khong cung ho véi nhau, hodc mang cuc
bo v61 mot mang dién rong, vd1 mot may tinh mini hay may tinh 16n...), cac thiét bi
cubi cam (thiét bi cudi khong c6 bd xir 1y trung tdm va cac 6 dia - dumb terminal).
Ta s& dung thuat ngir nir dé noi dén bat ky thiét bi nao trén mang va ding thuat ngir
host dé noi dén mot nut 1a mot may tinh da nang. Mdi mot nit mang c6 mot dia chi.
Mot dia chi 1a mot chudi cac byte xac dinh duy nhat mot nut.

Dia chi dugc gan cho tirng nat mang s& khac nhau d6i véi cac mang khac nhau.
Céc dia chi Ethernet dugc gan vao phan cimg vat Iy Ethernet. Cac nha san xuat phan
cting Ethernet st dung ma nha san xuét duoc chi dinh truée dé dam bao khong co
xung dot giita dia chi trong phan cimg cia ho va dia chi ctia phan cing ctia nha san
xuét khac. Mbi nha san xudt chiu trach nhiém dam bao rang khong c6 bat ky hai card
mang Ethernet nao c6 cung dia chi. Cac dia chi Internet thuong dugce gan cho mot
may tinh boi Nha cung cap dich vu Internet (Internet Service Provider - ISP).

Cac mang may tinh hién dai 1a cic mang chuyén mach géi (packet-switched):
dir liéu truyén trén mang dugc chia nho thanh cac doan dugc goi la cac goi (packet).
M&i mot goi chira thong tin vé bén guri va bén nhan. Mot s6 uu diém cia viéc chia
nhd dit li¢u thanh cic goi1 dugce gan dia chi la:

+ Cac gbi tin tir nhiéu ngudn trao d6i thong tin khac nhau c6 thé dugc truyén
di trén cung mot duong day va s€ lam gidm gia thanh cho viéc xay dung cac mang.
Céc may tinh c6 thé chia sé¢ chung mot duong truyén ma khong so bi can nhiéu 13n
nhau.

+ Cac ma kiém tra téng (checksum) c6 thé dugc st dung dé phat hién goi tin
¢6 bi hu hai trong qua trinh truyén tin hay khong.



Pé cac mang may tinh hoat dong dugc ta can phai c6 nhiing quy tic hoat dong,
d6 chinh 1a cdc giao thirc (protocol). Mot giao thirc 1a mdt tdp hop chinh xac cac
luat dinh nghia cach thirc cic may tinh giao tiép vdi nhau: khudn dang cia céac dia
chi, cach chia dir li€u dugc thanh cac goi... Vi du:

+ Giao thirc HTTP (Hypertext Transfer Protocol) quy dinh cach thirc trao doi
thong tin gilra cac trinh duyét web (web browsers) vé1 may chu dich vu web
(webserver).

+ Chuéan IEEE 802.3 quy dinh cach ma hoéa céc bit thanh cac tin hi¢u dién trén
ting loai day dan cu thé.

Céc chuan giao thirc mé, di duoc cong bd cho phép phin mém va thiét bj tir
cac nha cung cip khac nhau giao tiép v6i nhau. Vi du mot may chu web khong can
phai quan tdim ngudi dung s& st dung hé diéu hanh nao trén thiét bi cua ho, chang
hanh nhu Windows, Unix, Android, i0S... vi tt ca cac thiét bi nay déu sir dung
chung giao thuc HTTP.

1.2. Cac lop cia mot mang

Truyén dit liéu trén mot mang 12 mot qua trinh phtc tap. Dé nguoi phat trién
mg dung va dé ngudi sir dung khong can nhin thdy su phirc tap clia qué trinh truyén
dit liéu, cac thanh phan khac nhau ciia mot mang truyén thong dugc chia thanh nhiéu
16p. Mdi mot 16p biéu dién mot mirc khac nhau cua viée triru trong hoa giita phan
ctng vat 1y (day dan, dién...) va théng tin duoc truyén.

SOAP XML-RPC || REST APlIs
N S
Traceroute Ping FTP HTTP SMTP DNS NFS
f_‘_f 4 L 4 f_‘_f
v
ICMP TCP UDP
t F 5
v
IP ARP
—— !
v v v
PPP WiFi Ethernet
. . .
v
Internet

Hinh 1.1: Cdc giao thuc trong cdc lop khdac nhau cua mot mang
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Vé mit 1y thuyét, mdi mot 16p chi trao d6i véi cac 16p ké ngay trén va ké ngay
dudi. Viéc tach mot mang thanh cac 16p cho phép ta stra doi tham chi 1a thay thé
phan mém trong mdt 16p ma khong anh huong dén cac 16p khac mién sao cho cac
giao dién giita cac 16p khong thay doi.

So dd trong Hinh 1.1 trinh bay mot mé hinh phan tang cta cac giao thirc co thé
c6 trong mot mang. Trong khi cac giao thic cac 16p & gitra twong di on dinh trong
mang Internet thi cac giao thirc trén dinh va dudi ddy thay doi rat nhiéu.

Tén tai nhiéu mo hinh chia 16p khac nhau nhu mé hinh OSI, mé hinh TCP/IP.
M&i mé hinh phu hop véi cac yéu cau ctia mot kiéu mang cu thé. Trong tai liéu nay
ta s& st dung mo hinh TCP/IP, ddy 1a md hinh chuan bdn 16p phu hop v6i mang
Internet. So do sau s& trinh bay cdu triic ctia mé hinh TCP/IP.

May tinh A Mady tinh B

., y K&t néi logic .,
L&p tng dung « > Lép ing dung
L&p giao van (TCP,UDP) L&p giao van (TCP,UDP)
Lép Internet Lép Internet
Pudng dan vat ly

Lép M4y tinh-Mang (Ethernet, WiFi, LTE,...)

Hinh 1.2: Cac l6p trong mo hinh TCP/IP

Céc 16p trong mé hinh TCP/IP bao gom:

+ L&p ing dung (Application Layer).

+ Lép giao van (Transport Layer) st dung céc giao thirc TCP hodc UDP.
+ L&p Internet (Internet Layer) st dung giao thirc IP.

+ L&p may tinh-mang (Host-To-Network Layer) sit dung céc giao thuc
Ethernet, WiFi, LTE...

Mot timg dung dugc chay trong 16p tmg dung va chi trao d6i thong tin véi 16p
giao van. L6p giao van chi trao d6i thong tin vai 16p tmg dung va 16p Internet. Lop
Internet, dén luot minh, chi trao d6i thong tin véi 16p giao van va 16p may tinh-mang
va khong trao ddi truc tiép voi 16p mg dung. Lép may tinh-mang chuyén dir lidu
thong qua cac day din, cap quang hodc cac dudng truyén vat 1y khac toi 16p may
tinh-mang trén hé thong tir xa khac trong mang. Lép may tinh-mang trén hé thong
tir xa sau d6 s& chuyén dir lidu 1én cac 16p bén trén téi 16p tng dung trong hé thong
nay. Ta s& tim hiéu chirc nang cua mdi 16p & cac phan dudi day.
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1.2.1 Lop may tinh-mang

Lép mdy tinh-mang (16p vat 1y) quy dinh cach thirc mot giao dién mang cu thé.
Chéng han nhu moét card Ethernet hodc mot ang-ten WiFi gui cac IP datagram qua
két ndi vat ly cuia n6 t61 mang cuc bg va té1 mang dién rong.

L6p méy tinh-mang duoc xay dung boi phan cimg két ndi cac may tinh véi
nhau (day dan, cap quang, song vo tuyén) va doi khi con duoc goi 13 16p vat 1y cua
mot mang. Cac 1ap trinh vién str dung ngén ngit Java khong can phai quan tam toi
16p nay trir khi co cac van dé vé k§ thuat can phai khic phuc. Céc 1ap trinh vién chi
can quan tam dén hiéu suét cua mang, vi du khach hanh cua ching ta sir dung mdt
mang cap quang toc do cao ta s& can phai thiét ké mot giao thirc va cac Gmg dung
pht hop véi tée d6 ctia mang bén phia khach hang.

1.2.2 Lop Internet

Lép tiép theo trong mot mang va 13 16p dau tién ta can phai quan tim dén d6 1a
[6p Internet. Trong mo hinh OSI, 16p Internet c6 tén goi la 16p mang. Mot giao thirc
cho 16p mang quy dinh cach cac bit va cac byte dit li¢u duoc td chtrc thanh mot
nhom 16n hon dugc goi 13 cac packet va mé hinh danh dja chi dé cac may tinh co
thé tim thdy nhau trong mang. Giao thitc Internet (Internet Protocol - IP) 1a giao thirc
duogc str dung rong rai nhét trén thé gidi va Java hiéu duoc cac giao thuc cua 16p
nay.

Giao thire IP ¢6 hai phién ban 1a IPv4 va IPv6. IPv4 str dung céc dia chi 32 bit
va IPv6 sit dung cac dia chi 128 bit. IPv6 bo sung thém mot sd tinh ning ky thuat dé
trg gitip qua trinh dinh tuyén. Hién nay IPv6 di duoc st dung rong rdi va co kha
nang s& vuot qua IPv4 vé sd luong ngudi dung. Can phai c6 cac gateway dic biét va
cac giao thie duong dng (tunnel) dé hai giao thiuc IPv4 va IPv6 c6 thé cung hoat
dong trén mdt mang.

C4 hai giao thirc IPv4 va IPv6 guri dir liéu qua 16p Internet trong cac packet
duogc goi 1a datagram. M&i mot datagram trong IPv4 chira mot phan dau (header) co
d6 dai tir 20 byte dén 60 byte va mot khdi lwong dir lidu (payload) 1én dén 65.515
byte. Trong thuc té thi payload trong IPv4 nho hon nhiéu, tir khoang vai chuc byte
dén khoang 8 kilobyte. Mot datagram cta IPv6 chira mot header 16n hon va payload
c6 thé 1én dén 4 gigabyte.

So d6 trong Hinh 1.3 trinh bay ciu trac ciia mot IPv4 datagram. Trong so do
nay tat ca cac bit va cac byte dugc biéu dién dudi dang big-endian: MSB dén LSB
tinh tir trdi qua phai.



20-65,536 bytes

20-60 bytes
M |
I
H Header Data
—eeEe—
VER HLEN Service Total length
4 bits 4 bits 8 bits 16 bits
Identification Flags Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum

8 bits 8 bits 16 bits

Source |P address

Destination IP address

Option

32 bits
Hinh 1.3: Cdu triic cia mét IPv4 datagram

Bén canh chtrc ning dinh tuyén va danh dia chi, muc dich tht hai cta 16p
Internet 13 cho phép céc 10p may tinh dén mang voi nhiéu kiéu khac nhau c6 thé trao
d6i duoc voi nhau. Cac router Internet chuyén ddi cac giao thirc giita WiFi va
Ethernet, Ethernet va DSL, DSL va cap quang. Néu khong c6 16p Internet, mdi may
tinh chi c6 thé trao d6i voi cac may tinh khac trén cing mot kiéu mang. Lop Internet
c¢6 nhiém vu két ndi cac mang khong ddng nhat sir dung cac giao thirc khong dong
nhit v6i nhau.

1.2.3 Lop giao vian

Céc datagram chua duoc xir 1y ¢6 nhiéu han ché. Pang chi y nhét 1a khong co
mot su bao ddm nao cho cac datagram s€ dugc chuyén giao to1 bén nhan, thim chi
néu duoc chuyén di thi cac datagram ciing c6 thé bj hu hong trong qu4 trinh truyeén.
Phén kiém tra tong cta phan header (header checksum) ciing chi ¢6 thé phat hién
nhirng hu hong trong phan header va khong thé phat hién nhitng hu hong trong phan
dir lidu ciia mot datagram. Cudi cuing 1a cac datagram co6 thé khong bi hu hong trong
qua trinh giri thi cling c6 thé s& dén dich khong theo ding thir ty ma cc datagram
da duoc giri di vi cac datagram cé thé di theo nhitng tuyén duong khac nhau tir ngudn
dén dich. Vi du: datagram A dugc giri trude datagram B nhung khong c6 nghia 1a
datagram A s& dén dich trudc datagram B.



Loép giao van c6 nhiém vy dé dam bao cac g61 tin dugc nhéan theo ding thir tu
da duoc giri di va dir liéu khong bi mét hay bi hu hong. Néu mot géi tin bi mat, 16p
giao van c6 thé yéu cau bén gui giri lai goi tin d6. Cac mang IP cai dit co ché nay
bang cach bd sung thém mot phan header vao mdi datagram. C6 hai giao thirc quan
trong nhat tai 16p giao van d6 1a giao thic TCP (Transmission Control Protocol) va
giao thirc UDP (User Datagram Protocol).

Giao thtc TCP la giao thirc cho phép truyén lai cac dir liéu bi mat hay bi hu
hong va chuyén giao cac byte theo ding thir ty di dugc gtri di. TCP duogc goi 1a giao
thirc dang tin cdy. Giao thitc UDP cho phép bén nhan phat hién cac goi tin bi hu
hong nhung khong dam bao cac goi tin duoc chuyén giao theo ding thir tw. UDP
thudng nhanh hon rat nhiéu so voi TCP. Giao thitc UDP 1a giao thirc khong tin cdy,
tuy nhién UDP van duoc sir dung nhiéu trong cic mang Internet.

1.2.4 Lop wng dung

Lép ing dung 6 trach nhiém chuyén dir lidu dén ngudi st dung. Ba 16p bén
dudi lam viée cung voi nhau dé quy dinh cich dir liéu dugc truyén tor mt may tinh
dén mot may tinh khac. Lop ung dung quyét dinh can phai lam gi v6i dir liéu sau
khi dit liu di dugc truyén t6i 10p ndy. Ton tai nhiéu giao thirc khac nhau trong 16p
ung dung, vi du: cac giao thiece HTTP, HTTPS cho World Wide Web; cac giao thirc
SMTP, POP, IMAP cho email; cac giao thirc FTP, FSP, TFTP cho truyén file; giao
thirc NFS cho truy nhap file; cac giao thirc Gnutella and BitTorrent cho chia sé file;
cac giao thirc Session Initiation Protocol (SIP) and Skype cho truyén tiéng néi...

1.3 Giao thirc IP, TCP va UDP
1.3.1 Khdi qudt vé giao thirc IP, TCP va UDP

Giao thire Internet - IP duoc phat trién trong thoi chién tranh lanh giita Lién X6
va My va dugc d& dau bai quan d6i My. IP can phai dap tng dugc cac yéu cau:

Pau tién, giao thirc IP phai du manh dé toan b hé théng mang khong bi ngimg
hoat dong néu Lién X0 tin cong hat nhan vao mot vi tri nao do, chéng han &
Cleveland. Tit ca cac thong bao van dugc chuyén dén dich (ngoai trir dén
Cleveland). Do d6, giao thirc IP duogc thiét ké dé cho phép co nhiéu tuyén dudng
gitra hai diém bat ky va dé dinh tuyén cac géi tin khong di qua céac router di bi hong.

Thir hai, quan d6i My c6 nhiéu loai may tinh khac nhau va tat ca cic may tinh
nay phai trao d6i dugc véi nhau. Do d6, giao thirc IP can phai 1a mot giao thirc mé
va khong phu thudc vao hé diéu hanh. Do c6 nhiéu tuyén duong gifra hai diém bat
ky va duong di nhanh nhét giira hai diém c6 thé thay d6i lién tuc nén cac goi tin ctia
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mot ludng dir 1idu ¢ thé khong di cing mot tuyén dudng dén dich va c6 thé dén dich
khong theo dung thtr tyr da dugce gur.

Dé cai thién muc tiéu trén, giao thic TCP da dugc dat bén trén 1P dé cho phép
diém cudi ctia mot két ndi c6 kha ning phan hoi cac géi tin da nhan duoc va yéu cau
guri lai céc goi tin bi mat hodc bi hu hong. TCP con cho phép cac goi tin dugce sép
Xép lai theo dung thir ty da dugc guri di. Tuy nhién, TCP lai chira mdt phﬁn khong
nho thong tin phu dugc goi 1 overhead, phan nay s& anh hudong dén téc do truyén
cac goi tin. Do do, néu thir tu cia cac g61 tin khong that su quan trong va viéc mot
vai g6i tin bi hu hong hay bi mat khéng anh hudng dén ludng dit liéu thi cac gbi tin
d6i khi duoc giri di ma khong can dugc dam bao va TCP cung cdp viée str dung giao
thirc UDP.

Nhu da trinh bay & phan Lép giao vin, UDP 1a giao thic khong tin cdy nén
giao thirc ndy c6 thé anh hudng dén viée truyén file. Tuy nhién giao thirc nay lai
thich hop cho cac ing dung khi viéc mat mot phan dir lidu s& khong bi nguoi ding
cudi phat hién, vi du viéc mat mot vai bit tr mot tin hiéu video hay audio s€ khong
lam giam dén chét luong ciia dong bit dir liéu. Cac ma sira 15i ¢ thé dugc dua vao
trong cac dong dit liéu sir dung UDP tai muc (mg dung dé xur 1y cac thong tin bi mat.

Mot s6 luong 16n cac giao thic co thé chay trén dinh cta giao thirc IP, pho bién
nhit 13 giao thuc Internet Control Message Protocol - ICMP. ICMP sir dung céc
datagram chua dugc xir Iy dé chuyén tiép cac thong bao 16i giira cac may tinh. Ping
1a chuwong trinh dugc st dung phd bién nhét trong giao thitc ICMP. Java chi hd trg
TCP, UDP va cac giao thuc trong 16p tng dung, Java khong hd trg ICMP. Tit ca
cac giao thirc khac cta cac 16p giao van, 16p Internet va cac 16p bén dudi chi c6 thé
cai dat trong Java bang cach trién khai cac ma gdc (native code).

1.3.2 Pia chi IP va tén mién

Mbi may tinh trén mot mang IPv4 duoc xac dinh bdi mot dia chi IP duy nhét.
Dia chi IP nay gdm 4 byte, thuong duoc viét dudi dang bdn chir s6 thap phan ngan
cach nhau béi dau cham, vi du 192.168.1.1. Mdi mot chit sd thap phan duoc biéu
dién bang mot byte, do d6 pham vi ctia mdi s6 thap phan s& tir 0 dén 255. Khi cac
g6i tin duoc truyén di trén mang, dia chi ctia may guri va dia chi ciia may nhédn sé
dugc chira trong phan header cua goi tin. Cac router doc theo dudng truyén s& dua
vao dia chi IP cia may nhan dé lya chon tuyén dudng tot nhét giri cac géi tin dén
dich. May nhan sé& sir dung dia chi IP ctia may giri dé biét ai da guri cac goi tin dén
minh.

C6 khoang hon bdn ty dia chi IPv4, tuy nhién cac dia chi nay khong duoc phan
phdi phul hop giita cac ving trén thé gidi. Thang 4 ndm 2011, chau A va Australia
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str dung hét cac dia chi IP duoc phan phdi. Thang 9 nam 2012, chau Au ciing s
dung hét cac dia chi IP duoc phan phdi. Bic My, My latinh va chau Phi van con mot
s6 khéi dia chi IP chua st dung, tuy nhién cac dia chi nay ciing s& nhanh chéng dugc
sir dung hét.

Co6 mot su dich chuyén tor st dung IPv4 sang IPv6. IPv6 la céac dia chi co6 do
dai 16 byte, du dé cung cép dia chi IP cho toan bo con ngudi, toan b may tinh va
trong thuc té toan bd cac thiét bi trén thé gid1. Cach biéu dién dija chi IPv6:

+ Thong thuong Céc dia chi IPv6 duoc viét thanh tdm khoi, méi khbi gom bon
chit s6 viét trong h¢ thap luc phan, cac khdi duoc ngan cach nhau bdi dau :, vi du
FEDC:BA98:7654:3210:FEDC:BA98:7654:3210.

+ Céc chir s6 khong (0) & dau khong can phai viét. Néu trong mot dia chi IPv6
c¢6 nhiéu khdi gém toan bo sb 0 thi nhirng khdi nay c6 thé duoc thay thé bang cip
dau ::, vi dy, dja chi FEDC:0000:0000:0000:00DC:0000:7076:0010 c6 thé dugc viét
ngan gon thanh FEDC::DC:0:7076:10. M&i cap :: chi dugc phép xuat hién nhiéu
nhét mot lan trong mot dia chi [Pv6

+ Trong cac mang két hop ca IPv4 va IPv6, bon byte cudi cung cia mot dja chi
[Pv6 d6i khi duoc viét nhu 13 mot dia chi IPv4, vi du dia chi
FEDC:BA98:7654:3210:FEDC:BA98:7654:3210 ¢6 thé dugc viét thanh
FEDC:BA98:7654:3210:FEDC:BA98:118.84.50.16.

R4t kho dé con nguoi nhd dugce cac dia chi IP viét dudi dang cac con s6, dic
biét 12 v&i dia chi IPv6. Do d6, hé thong tén mién Domain Name System (DNS) da
dugc phat trién dé chuyén céc dia chi IP thanh cac tén may (hostname) cho d& nhd,
vi du dia chi 208.201.239.101 dugc chuyén thanh www.oreilly.com. Khi cac chuong
trinh viét bang Java truy nhip mang, cac chuong trinh ndy can phai xtr Iy ca cac dia
chi viét bang cac sb va ca cac hostname tuong tmg. Cac phuong thic dé thyc hién
cong viéc nay duoc cung cip boi 16p java.net. InetAddress.

Mot vai may tinh, dac biét 1a cac may chu, co dia chi ¢ dinh. Cac may tinh
khac, dic biét 1a cac may khach trén cac mang cuc bo va cac két ndi khong day s&
nhan céc dia chi khac nhau mdi khi cac may tinh duoc khoi dong va két ndi vao
mang. Cac dia chi nay dugc cung cép béi DHCP Server. DHCP 1a viét tit cua
Dynamic Host Configuration Protocol - Giao thirc cau hinh host dong.

Trong dia chi [Pv4, mot vai khdi dia chi va khuan mau c6 dang dic biét. TAt ca
cac khoi dia chi bat dau bang 10., bang 172.16. dén 172.31. va bang 192.168. 14 chua
dugc cip cho bat ky may tinh nao trén mang. Céc khéi dia chi nay dugc goi 1a cac
khdi dia chi khong thé dinh tuyén duoc (non-routable) va cé thé dugc st dung trén
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cac mang cuc bd. Khong mot may tinh nao sir dung dia chi trong céac khdi trén c6
thé truy nhap dugc vao Internet. Céac dia chi khong thé dinh tuyén duoc rat thich hop
cho viéc xay dung cac mang riéng, cac mang nay s& khong xuat hién trén mang
Internet. Cac dia chi IPv4 bat dau bang 127 ludn c6 nghia 13 cac dia chi loopback
cuc bd (local loopback address), nghia 1a cac dia chi nay luon chi té1 may tinh cuc
bd. Hostname cho dia chi nay thuong la localhost. Trong IPv6, dia chi
0:0:0:0:0:0:0:1 (ciing dwoc viét tit 1a ::1) 1a dia chi loopback. Dia chi 0.0.0.0 ludn
dugc chi dén may giri nhung ciing ¢ thé duoc dung nhu 13 dia chi ngudn ma khong
phai dia chi dich. Twong tu, trong IPv4, bat ky dia chi ndo bat dau bang 0. (tam bit
khong) 1a chi dén mot may tinh trong cung mdt mang cuc bd.

Trong IPv4 dia chi 255.255.255.255 duoc st dung lam dia chi quang ba
(broadcast address). Cac goi tin duoc giri dén dia chi ndy s& duogc tit ca cac may
trong mang cuc bd nhan va s€ khong dugc giri ra bén ngoai mang cuc bo. Dia chi
quang ba thuong duoc st dung dé phat hién cac may trong cung mot mang cuc bo,
vi du: Khi mdt may tinh trong mang cuc by dugc khdi dong, may tinh nay s€ gui
mot thong bao dac biét dén dia chi 255.255.255.255 dé tim DHCP Server. T4t ca cac
may tinh trong mang s€ nhan dugc thong bao nay nhung chi c6 DHCP Server sé€ tra
101 cho may giri. Thuc té, DHCP Server giri sé cac thong tin vé ciu hinh mang cuc
bd, bao gdm ca dia chi IP ma may tinh vira khoi dong sé sir dung trong phién lam
viéc va dia chi cia DNS Server dé méy tinh ndy co6 thé sir dung dé phan giai tén
mién.

1.3.3 Cdc cong

Céac may tinh hién dai thuc hién nhiéu viéc khac nhau cung mdt lac. Email can
phai duoc tach ra khoi cac yéu cau FTP, cac yéu cau vé FTP can dugc tach biét véi
lwu lwong truy nhap web. Didu ndy dugc thuc hién thong qua cong (port). Moi may
tinh v&i mot dia chi IP ¢6 hang nghin cong logic, chinh x4c 1a 65.535 cong trén giao
thirc tang giao van. Cac cong nay hoan toan 14 triru twong trong bd nhé ctia méy tinh
va khong phai 1a cac cong vat Iy nhu cong USB. Mdi mdt cong duge xac dinh bang
mot con sé nam gitta 1 va 65.535. Mdi mot cong c6 thé duoc cip cho mot dich vu
cu thé. Vi dy, giao thic HTTP thuong sir dung cong 80, chiing ta thuong ndi may
cha web lang nghe (listen) cac két nbi dang dén trén cong 80. Khi mot méy tinh véi
mot dja chi IP cy thé gui dit liéu (thong thudng 13 cac yéu cau) dén may cha web thi
may tinh ciing s& gui dir lidu t6i cong 80 trén may nay. Mdy chi web sé& kiém tra
moi g61 tin nhan duoc dé phat hién ra s6 hiéu cua céng bén may guri va sau do s€ guri
dir liéu dén bat ky chuong trinh ndo dang nghe trén cong d6. Bang sau sé liét ké danh
sach cac cong thuong dugc sir dung trong cac tng dung.



Giao 2 Giao ,
thiie Cong thite Muc dich
Giao thtrc kiém tra dung dé x4c minh hai may tinh
echo | 7 |Tcpupp | C0 the ket noi voinhau bing cach: mot mdy tinh
s€ guri lai thong tin dugc guri tr may tinh phia bén
kia.
daytime 13 | TCP/UDP ClAmg cap biéu dien ASCII vé thoi gian hién tai
trén Server.
ftp data 20 TCP Duogc sir dung dé truyén cac file.
fip data 71 TCP D‘u:o’c st dung dé gui cac Iénh cuia FTP nhu put
va get.
ssh 22 TCP Dugc sir dung d€ ma hoa dang nhap an toan tur xa
telnet 73 TCP f?uqc st dung cho tuong tac, cac phién lam viéc
tu xa.
smtp 75 TCP Slmp.lg Ma_ﬂ T’ransfer Protocol - Giao thuc gui
thu gitra hai may.
whois 43 TCP Mot dich vu vé thu muc don gidn cho cac quan tri
mang Internet.
finger 79 TCP Mqt dich vu tr:a ve tkAlongA tmﬁngu:orl du{lg hay mdt
nhom nguoi dung trén hé thong cuc b.
http 80 TCP Giao thirc truyén si€u van ban.
Port Office Protocol Version 3 - La giao thic
pop3 110 TCP truyén cac email dugc tich liiy cho mgt khach
hang thinh thodng méi truy nhép mang .

1.4 Mang Internet
1.4.1 Cdc khéi dia chi Internet

Mdi nha cung cép dich vu Internet (ISP) duogc cép mét sb khdi dja chi IPv4.

Khi mot t6 chtirc mudn thiét 12p mot mang may tinh két ndi v6i Internet, ISP s& cép

cho t6 chirc nay mdt khoi dia chi, m61 mdt khoi sé duge ¢6 dinh phan dau cua dia

chi, vi du néu phan dau cua dia chi 13 216.245.85 thi t6 chtrc nay c6 thé sir dung cac
dia chi tir 216.245.85.0 dén 216.245.85.255 (luu y cac dia chi 216.245.85.0 va
216.245.85.255 khong duoc dung dé gan dia chi cho cac may tinh). Vi phan c¢6 dinh
gdm 24 bit dau tién nén s& dyc ky hiéu 1a /24. Néu mot khdi c6 phan ¢ dinh 1a /23

thi s& con 9 bit dé gan dia chi cho cac mdy tinh, do d6 s& c6 2°-2 = 510 dia chi duoc

gan cho cac may tinh. Néu mot mang co ¢ phan cb dinh 13 /30 thi chi con 2 bit dé

gan dia chi cho cic may tinh va nhu vay s€ chi c6 t61 da 2 dia chi duge dung dé gan

cho cac may tinh trong mang.
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