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CHUYEN DE: AN TOAN THONG TIN VA PHONG, CHONG VI PHAM
PHAP LUAT TREN KHONG GIAN MANG

I. Thuc trang an toan thong tin hién nay
1. Khai nigm an toan thong tin

Trong nhitng nim gan day, Pang va Nha nuéc ta di c6 nhiéu chu truong,
chinh sach va céc bién phap ddy manh phat trién tng dung céng nghé théng tin
(CNTT), gin lién v6i cong tac bao dam an toan, an ninh thong tin trén khong
gian mang. Nghi quyét sé 36-NQ/TW ngay 01/7/2014 cua Bo Chinh tri vé day
manh tmg dyung, phat trién CNTT, dap tmg yéu cau phat trién bén ving va hoi
nhap qudc té da chi rd “phai gin két chit ché viéc ung dung, phat trién CNTT
phai di doi v61 bao ddm an toan, an ninh va bao mat h¢ thong thong tin va co s&
dir liéu qudc gia”, dic biét can “phat huy vai tro cac luc lugng chuyén trach bao
v¢ an toan, an ninh thong tin va bi mat nha nudc. Thyc hién co ché phdi hop
chat ché gitra cac luc luong cong an, quan doi, ngoai giao, co yéu, thong tin va
truyén thong” dé c6 cac bién phap vé to chic va k¥ thuat, sin sang. d6i pho voi
cac cudc chién tranh thong tin, chién tranh mang, bao dam chii quyén qudc gia,
trat tu an toan xa hoi.

Theo Nghi dinh 64-2007/ND-CP ngay 10/4/2007 cua Chinh phil vé tng
dung CNTT trong hoat dong cua co quan nha nude: “An toan thong tin la an
toan ky thudt cho cdac hoat dong cua cdc co so ha ting thong tin, trong do bao
gom an toan phan ciing va phan mém theo cdc tiéu chuan ky thuadt do Nha nuoc
ban hanh; duy tri cdc tinh chdt bi mdt, toan ven, san sang cia thong tin trong
luew triv, xik [y va truyén dan trén mang”.

Luat An toan thong tin mang dugc ban hanh nam 2015 da thé ché héa cac
chu truong, duong 16, chinh sach cua Pang va Nha nudc vé an toan thong tin,
dap tmg yeu cau phat trién bén ving kinh té - x4 hoi, bao vé thong tin va hé
thong thong tin, gop phan bao dam qudc phong, an ninh, cha quyén va loi ich
quoc gia trén khong gian mang. Theo do: “An toan thong tin mang la sy bao vé
théng tin, hé thong théng tin trén mang trdnh bi truy nhdp, svr dung, tiét 16, gidn
doan, sira doi hodc pha hoai trai phép nham bao dam tinh nguyén ven, tinh bao
Mdt va tinh kha dung cua thong tin>.

Ngay 12/6/2018, Luat An ninh mang dugc Qudc hoi khéa XIV thong qua
véi ty 18 86.86%, gdm 7 chuong, 43 diéu, quy dinh nhiing ndi dung co ban vé
bao vé an ninh mang ddi véi hé thong thong tin quan trong vé an ninh qudc gia;
phong ngira, xir Iy hanh vi xAm pham an ninh mang; trién khai hoat dong bao vé
an ninh mang va quy dinh trach nhiém cta co quan, t6 chirc, ca nhan. Su ra doi
cua Luat An ninh mang la budc dot pha trong lich st lap phap cua Viét Nam,
dam bao quyén va nghia vu cong dan trén khong gian mang. Theo d6: “An ninh
mang la sy bao dam hoat dong trén khong gian mang khong gay phwong hai
dén an ninh quoc gia, trdt tw, an toan xd héi, quyén va loi ich hop phdp ciia co
quan, t6 chire, ca nhan”. Khac véi Ludt An toan thong tin mang 2015 voi muc
dich dé bao vé su an toan thong tin trén 03 phwong dién: Tinh nguyén ven cia
thong tin, tinh bdo mat thong tin va tinh kha dung cia thong tin; Ludt An ninh
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mang 2018 quy dinh tép trung vao chéng lai cac thong tin doc hai, xam pham
dén an ninh quoc gia, trat ty an toan xa hoi, quyén va loi ich hop phap cia cac ca
nhan, t6 chuc, co quan trén moi trudng mang.

Xét vé khai niém “Téi pham sir dung céng nghé cao”, hién nay luat phap
ctia nhiéu nuée trén thé gidi nhu Australia, My, Anh dé c6 dinh nghia lién quan
dén t0i pham nay nhu: T6i pham coéng nghé cao (high-tech crime), Toi pham
may tinh (computer crime), Toi pham lién quan dén mdy tinh (computer-related
crime); t01 pham mang (cybercrime)... Trong Luat Hinh sy cua Australia, to1
pham cong nghé cao (high-tech crime) dugc dinh nghia 1a “sy xam nhdp may
tinh mot cach trai phép; su stra d6i trai phép dir liéu bao gdm viéc pha huy dir
liéu; tAn cong tu chdi dich vu (DoS); tAn cong tu chdi dich vu phan tan (DDoS);
tao ra va phan phéi phén mém doc hai”. Theo Tur dién luat hoc Black’s Law, toi
pham may tinh (computer crime) dugc dinh nghia 13: “toi pham doi hoi vé kién
thirc cong nghé may tinh chang han nhu phé4 hoai hodc 4n cép dir liéu may tinh
hay sir dung may tinh dé thuc hién mot sb toi pham khac”.

Tai Viét Nam, theo Khoan 1 diéu 3 Nghi dinh sé 25/2014/ND-CP cua
Chinh phu ngay 07 thang 4 ndm 2014 quy dinh: “T¢1 pham c6 st dung cong
nghé cao 1a hanh vi nguy hiém cho xa hoi duoc quy dinh trong Bo luat Hinh sy
c6 st dung cong nghé cao”. Theo khoan 1 diéu 3 cua Luat Cong nghé cao nim
2008 quy dinh: “Cong nghé cao la cong nghé c6 ham luong cao vé nghién ciru
khoa hoc va phat trién cong nghé; duoc tich hop tir thanh tyu khoa hoc va cong
nghé hién dai; tao ra san phém c6 chat luong, tinh ndng vuot trdi, gia tri gia tang
cao, than thién vi moi trudng; c6 vai trd quan trong d6i véi viée hinh thanh
nganh san xuét, dich vu méi hodc hién dai hoa nganh san xuat, dich vu hién c6”.

Theo Tir dién Nghi¢p vu Cong an nhan dan Vi¢t Nam (2019), td61 pham st
dung cong ngh¢ cao 1a loai t01 pham str dung nhitng thanh tyu méi cua khoa hoc
— k¥ thuat va cong ngh¢ hién dai lam cong cy, phuong tién dé thuc hién hanh vi
pham t6i mot cach cb ¥ hodc vo ¥, gay nguy hiém cho xd hoi. Chu thé cua loai
t6i pham nay thudng 1a nhitng ngudi c6 trinh dé hoc van, chuyén mén cao, c6
thi doan rét tinh vi, kho phat hién [4].

Glao trinh “Nhitng van dé co ban vé phong, chdng toi pham sur dung cong
nghé cao” cta Hoc vién Céanh sat nhan dan (2015) c6 dé cap dén khai niém vé
t01 pham st dung cong nghé¢ cao. Theo do, to1 pham s dung cong nghé cao la:
“T6i pham duoc thuc hién bang viéc ¢b ¥ st dung tri thirc, k¥ nang, cong cu,
phuong tién cong ngh¢ thong tin ¢ trinh do cao tac dong trai phap luat dén thong
tin s0 dugc luu trir, xu 1y, truyen tai trong hé thong may tinh, xam pham dén trat
tir an toan thong tin, gdy ton hai loi ich ctia Nha nudc, quyén va cac loi ich hop
phap cta cac t6 chirc, ca nhan” [5].

Nghién ctru cac dinh nghia va khai niém trén co thé thay diém chung trong
ndi ham ciia cac khai niém nay déu chi cac hanh vi lién quan dén viéc sir dung
may tinh, thiét bi sb, khai thac mang may tinh, mang vién thong dé giy ton hai
cho 1gi ich cta céc td chic, c4 nhan va toan xa hdi. Toi pham sur dung cong ngh¢
cao la td61 pham st dung tri thirc, k§ nang, cong cu, phuong ti¢n cong nghé¢ &
trinh d§ cao tdc dong trai phap luat dén thong tin, dir li¢u, tin hi€éu dugc luu trir,
xur 1y, truyén tai trong hé thong mang may tinh, mang vién thong, thiét bi sb,
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xam pham dén trat tuy an toan thong tin, gdy ton hai loi ich ciia Nha nudc, quyén
va céc loi ich hop phéap cua cac t chirc, ca nhan. Trong nhimg hanh vi pham t0i
su dung cong ngh¢ cao co nhimg hanh vi tac dong truc tlep dén ba dic diém
quan trong nhat cta an toan thong tin (ATTT). ATTT yéu cau dam bao ba dac
diém 1a: Tinh bi mat (Confidentiality), tinh toan ven (Integrity) va tinh sin sang
(Availability) - dugc mo6 hinh hoa goi la tam giac bao mat CIA.

Services

Availability
Hinh 1. Tam giac bao mat CIA

Mot gidi phap an toan bao mat xay dung can nham dat dugc ca ba muc tiéu
co ban trén. Can phan biét sy khac biét giira tinh bi mat va tinh toan ven. C6
nhing tan cong pha vd tinh toan ven nhung khong pha v& tinh bi mat va nguoc
lai. Néu ta guri thong tin trén duong truyén mang cong cong ma co ke bén ngoai
xem dugc thong tin, d6 1a tinh bi mat da bi vi pham. Néu ké gian can thi¢p sura
d6i, dii chi mot bit trén nhiing géi tin ndy va nguoi nhan tin khong phat hién ra
su thay doi do, thi tinh toan ven di bj xam pham. Méc du ta khong thé ngan
chan viéc sua d6i khi cac géi tin di qua cac diém trung gian khong thuoc quyeén
kiém soat, néu ta phat hién dugc su thay d6i trai phép, thi ta co thé yéu cau phat
lai. Nhu vay tinh toan ven van dugc coi 1a dam bao. Cac k¥ thuat mat ma la céc
cong cu co ban nham xay dung dich vu dam bao tinh bi mat va tinh toan ven.

2. Thuc trang an toan thong tin trong khu veec va trén thé gid

Trong cudc cach mang cong nghiép 4.0, thong tin 1a mdt dang tai nguyén.
Chinh vi thé, dam bao an ninh, ATTT 13 nhiém vu quan trong va cip thiét. Tuy
nhién hién nay, cac mbi de doa tir khong gian mang khong ngung tang lén va thay
d6i nhanh chong. An ninh mang dang tr& thanh van dé nong, dat ra nhiéu thach
thirc d6i véi tat ca cac quoc gia trén toan thé gidi. Tinh hinh ATTT mang dién
bién phirc tap, lién tuc xay ra cc vu tin cong, xam nhap, danh cap dr liéu trén hé
thong mang cua cac co quan chinh phu, cac co s¢ an ninh quoc phong, tdp doan
kinh té, co quan truyén thong cia nhiéu quc gia, nhu cac vu tan cong vao h¢
thong thu dién tir ciia Bo Ngoai giao M§, hé thong may tinh ciia Nha trang, Ha
vién Dure, Bo Ngoai giao, B Thuong mai va Canh sat 1ién bang Australia, ..

Céac muyc tiéu tan cong da thay d6i, k¥ thuat tré nén phuc tap hon, hu’ong
tan cong da dang hon va cong cu tan cong duoc thiét ké chuan xac hon. Nhimng
ké tin cong da nghién ctru k¥ cac nan nhan dé c6 nhitng chién luoc tn cong phu
hop, nhidm tao ra nhitng anh hudng 16n nhat co thé.

Tai chinh 12 muc tiéu 16n nhét thic déy tin tac hanh dong, véi 73% )
lugng céac cude tAn cong mang; chinh tri, tinh b4o 1a muc ti€u l6n thur hai, voi
21% céc cudc tan cong.



Céac nhém td6i pham mang co t6 chic xuat hién nhiéu hon. Chién tranh
mang va doi quan tic chién mang ciling dugc chu trong hon. Trong cudc chay
dua vii trang trén khong glan mang toan cau, cac quoc gia dang xay dung cac
trung tdm chi huy khéng gian mang, nham cung cd hé thong phong thu chdng lai
cac cudc tn cong mang vao cac co quan va co s ha tang. Bén canh do, sy phat
trién va phd bién cuia mang xa hoi da lam nay sinh mot nguy co ATTT ntra do 1a
viéc lan truyén tin tirc gia mao thong qua mang xa hoi, gy anh huong dén ca
nhan, t6 chirc, thdm chi 14 tinh hinh an ninh, chinh tri cta ca mot dat nude. Tlen
ao va cac hanh vi t6i pham lién quan dén tién 4o ciing dang tiép tuc phat trién,
bao gdm lay nhiém phan mém doc hai dao tién 4o téi may tinh, may chu; lay
nhiém ma doc dao tién ao toi mot trang web, sir dung tai nguyén thiét bi coa
nguoi tai trang web; danh cip tién tir giao dich tién do. Hinh dudi ddy mo ta xu
thé chung cta tin cong mang hién nay.

ZRy, @ = Téi pham mang
ﬂ I \\ = Giandiép. finh bao
p L 4

=  Khing b6 trén mang

@ = Mao danh, Ira dao crjlen tranrlthongtlln
B/ irén mang = Céc hoal dong co td
- s chirc quy md. co tinh
= Banhcapallicu, chuyén nghiép cao,
= Boacot fnéngtin 6 ki thuat céng
: = Téancong phahoai nghé rétcao

b ChL’rngtc’)Knénéng = Tdchirc theo nhom

= Baové phan mém
Tén cong dbi thd canntranh

Hlnh 2. Xu thé tin cong mang hién nay
3. Thuc tragng an toan thdng tin ¢ Vigt Nam

Tai Viét Nam, tinh hinh an toan an ninh mang tiép tuc dién bién phtc tap,
ton tai nhiéu co so gay nguy co bi tan cong, pha hoai ha ting mang thong tin, anh
huong t61 an ninh quoc gia. Bao cao cua hang bao mat Kaspersky va Symantec
cho thdy, Viét Nam dtng thtr 3 (3,96%) sau Nga (4%) va An D0 (8%) vé so
nguoi dung di dong bi ma doc tan cong nhiéu nhat trén thé gidi; thi 6 trén the
gidi vé so lugng dia chi IP trong nudc duge dung trong cac mang may tinh ma tan
cong nudc khac; thir 7 trén thé gii vé phat tan tin nhin rac va dang tha 12 trén
thé gidi vé cac hoat dong tan cong mang. Dang chu y 1a hoat dong tan cong mang
nham vao Viét Nam gia ting vé sb luong, gdy nguy co bi kiém soat, khong che h¢
thdng thong tin. Tin tic nudc ngoai thudng xuyén loi dung cac diém yéu vé an
ninh mang cta h¢ thong thong tin dién tir, trang thong tin dién tur cua Viét Nam dé
tAn cong, xAm nhép, chiém quyen diéu khién, chinh stra n6i dung.

Nam 2011 c6 trén 1.500 cong thong tin Viét Nam bi tin tdc st dung ma doc
gian di€p duoi hinh thue tap tin hinh anh xam nhap, kiém soét, cai ma doc thay
d6i giao dién trang chu. Trong nim 2012 - 2013, Bo Cong an da phat hién gan
6.000 luot cong thong tin, trang tin dién tir cua Viét Nam (trong d6 c6 hon 300
trang cta co quan nha nudc) bi tin cong, chinh sira ndi dung va cai ma doc.
Nam 2014, Bo Cong an phat hién gan 6.000 trang bi tan cong, chiém quyén
quan tri, chinh stra ndi dung (c6 246 trang tén mién gov.vn). Pac biét, sau su
kién gian khoan HD 981 ha dt trdi phép trong ving dic quyén kinh té Viét
Nam, tin tic nudc ngoai di tan cong hon 700 trang mang Viét Nam va hon 400
trang trong dip Qudc khanh (2/9) dé chén cac ndi dung xuyén tac chu quyén cua
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Viét Nam voi quan ddo Hoang Sa. Vao cubi nim 2014, tin tic ciing dd mo dot
tan cong vao trung tdm dit liéu cia VCCorp khién nhiéu t& bio ma cong ty nay
dang van hanh k¥ thuat nhu Dan tri, Nguoi lao dong, Soha, VNEconomy,
Kenhl14... bi té liét. Nam 2015 co6 trén 2.460 website cia cac co quan, doanh
nghiép bi xAm nhap. Nguy co tir md doc va Internet of Things (IoT) bung nd tao

“thj truong” 16n cho hacker 14 hai trong sb nhitng nguy co an ninh mang ma
nguoi dung phai d6i mit. Cudi ndm 2016, thong tin hon 73.000 camera IP, trong
d6 c6 gan 1.000 camera tai Viét Nam c6 thé bj theo ddi duoc cong bd rong ri.
Nguyén nhén 13 do ngudi dung chua ¢ thoi quen quan tdm dén an ninh cua
nhimng thiét bi nay, khong thay doi mat khau mic dinh cua hé théng trude khi
két ndi Internet. Bao mat cac thiét bj ToT 1a rét quan trong, dac biét khi nguoi
dung chua c6 thoi quen quan tam dén an ninh cho cac thiét bi nay.

Hinh 3. Man hinh thong tin thong bao chuyén bay bi thay doi giao dién

Trong nim 2016, ndi bét 13 cudc tan cong mang vao mot s6 man hinh hlen thi
thong tin chuyén bay tai khu vuc lam thu tuc chuyén bay ctia cac san bay qudc té
Tan Son Nhét, San bay qudc t& Noi Bai, san bay qudc té Pa Ning, san bay Phu
Quoc Céc man hinh cua san bay da bi chén nhitng hinh anh va ndi dung xuyén tac
vé bién bong. He thdng phat thanh cua san bay ciing phat di nhimg thong diép
tuong tu. Dong thoi website ctia Vietnam Airlines ciing bi tin cong voi 411.000 di
liu cua hanh khach di may bay da bi hacker thu thap va phat tan.

Niam 2017 ma ddc tong tién (ransomware) c6 tén 1a Wanna Cry tr¢ thanh
moi nguy hiém cua nganh cong ngh¢ thong tin va no lay nhiém vai toc d6 chong
mat ¢ gan 100 quoc gia, hon 100 nghin may tinh. Tai Viét Nam, ghi nhan hon
100 may tinh bi nhiém ddc. Wanna Cry 1a mot loai ma nhiém doc tan cong vao
may nan nhan qua tép tin dinh kém email hodc duong link doc hai, nhu cac dong
ransomware khac. M6i nguy hiém nhat & ma doc nay 1a né co kha ning lay
nhiém trén cac may tinh ngang hang. Cu thé, Wanna Cry s€ quet toan bo cac
may tinh trong cung mang dé tim kiém thiét bi chua 15 hong cua dich vu doc va
ghi file tir may tram yéu cau dén may chu trong hé thong Windows. Tu d6, ma
doc co thé 1ay lan vao cac may c6 16 hdng ma khong can ngudi dung phai thao
tac truc tiép voi file dinh kém hay link doc hai.

Hinh 4. Man hinh thong tin doi tlen chuoc khi nhiém mi doc WannaCry
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Nam 2018, thiét hai do virus may tinh gay ra d6i v6i nguoi dung Viét Nam
da 1én muc ky luc 14.900 ty dong, twong duong 642 triéu USD, nhiéu hon 21%
so v6i muc thiét hai cia nam 2017. Py 13 két qua duoc dua ra tir chuwong trinh
danh gid an ninh mang do Tap doan cong nghé Bkav thuc hién thang 12/2018.
Trén pham vi toan cau, ti pham mang gay thiét hai 1én t6i khoang 600 ty USD
moi nim, twong duong 0,8% GDP toan cau. Trong d6, khu vuc Bong A thiét hai
udce tinh tr 120 — 200 ty USD, tuong duong 0,53 — 0,89% GDP khu vuc. Mitic
thiét hai 642 triéu USD tuong duong 0,26% GDP cua Viét Nam tuy chua phai
cao so v4i khu vuc va thé gidi, nhung ciing 13 ky luc dang bao dong. 60% hé
théng mang co quan, doanh nghiép bi nhiém ma doc dao tién 40. Theo Bkav, co
t6i hon 60% co quan, doanh nghiép tai Viét Nam bi nhiém ma doc dao tién ao0.
Trung binh cir 10 co quan, doanh nghiép, thi ¢6 6 noi bi ma doc chiém quyén
diéu khién may tinh ddo tién 4o, gdy mét an ninh thong tin.
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Hinh 5. Tinh hinh an toan thong tin tai Viét Nam nam 2017 — 2018

Trong nam 2019, sb cudc tan cong mang vao cac hé théng thong tin Viét
Nam c6 chiéu hudng giam. Trong 6 thang dau nam 2019, B6 TT&TT ghi nhan
3.159 cudc tan cong mang vao cac hé thong thong tin tai Viét Nam, giam 2.684
cudc, tuong duong 45,9% so véi cung ky nam 2018. Theo Cuc ATTT (B
TT&TT) trong 4 thang dau nam 2020 tong cong 1.056 cude tin cong mang vao
cac hé thong thong tin tai Viét Nam din dén sy ¢ (553 cudc Phishing, 280 cudc
Deface, 223 cuoc Malware), da giam 51,4% vo1 4 thang dau nam 2019.

Pat dugc nhitng két qua trén cho thay viéc nang cao nhan thtrc, k¥ ning vé
dam bao an toan, an ninh mang cho cic co quan, t6 chirc va ngudi dung, thong
qua cac hoi nghi, hoi thdo cling nhu cac chuong trinh tap huan, dién tap. Bén
canh do, cac quy dinh, ché tai phap luat da dz‘iy du va co tinh ran de hon nhu su
ra doi ciia Ludt An ninh mang c6 hiéu lyc tir ngay 01/01/2019. Su phdi hop va
tuan thil cia cac to chirc Internet 16n trén thé gidi vai luat phap Viét Nam ciing
tdt hon. Dic biét, nhan thirc vé ATTT cua t6 chitc, ca nhan da duoc nang cao,
cac bién phap phong vé chu dong d tt hon, cong tac danh gia an toan thong tin
dugc thyc hién nhiéu hon.

Trong Chi thi 01 vé dinh hudng phat trién nganh TT&TT nim 2020, Bo
truong BO TT&TT da nhén manh, an toan, an ninh mang la diéu kién tién quyét
dé phat trién Chinh phu dién tir va chuyén doi s6, do d6 phai di trudc mot budc.
Chi thi 01 ciing néu 0 cac chi tiéu can dat dugc trong nam 2020 cua linh vyc an
toan, an ninh mang nhu: 100% co quan, td chirc tai Viét Nam trién khai bao vé
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an toan, an ninh mang theo mo hinh 4 16p; 100% b9, nganh, dia phuong trién
khai cac giai phap dleu hanh, giam sat an toan, an ninh mang, phong chéng ma
doc tép trung, két ndi chia sé thong tin véi Trung tAm gidm sat an toan khong
gian mang quoc gia cia B TT&TT...

I1. Cac hanh vi vi pham phap luat trén khong gian mang

1. Spam, tin gid trén mang xa hoi, thur dién tr
1.1. Spam

Spam hay con goi 14 tin rac, 13 viét tat tat cia Stupid Pointless _Annoying
Messages, tur nay c0 y nghia Ia nhiing thong di€p v6 nghia va gy phién toai cho
ngudi nhan, duoc gui dén nhiéu nguoi dung voi cung mot noi dung [1].

Thuat ngit spam 1an dau xuat hién vao nam 1978, khi mot ngudi dan ong
gui thu ¢6 noi1 dung y hét nhau den 393 nguoi cung luc dé quang cdo san pham
moi cua minh. Ngay nay, spam xuat hién trén nhiéu phuong tién nhu spam chat,
spam tin tirc, spam tin nhan, spam trong forum, spam trén nhiing mang xa hoi.

1.2. Tingia

Theo dinh nghia cua tu dién Collins, tin gia la “nhling thong tin sai su that,
thuong 1a tin giat gan, dugc phat tdn dudi vo boc tin tirc™.

Tin gia dugc tao ra béng nhiéu hinh thire tinh vi. Pic biét, hién nay nhiéu
d6i tuong da st dung CNTT lam gia tiéng, gia hinh, gia video d¢é tao ra tin gia.

- Gia hinh: Cong ngh¢ cat ghép tao hinh anh nguoi gia y nhu that de tao ra tin
tirc gia, nhiéu ngudi ndi tiéng da 13 nan nhan. Va nguy hai hon néu ho cat ghép voi
hinh anh nhiing chinh trj gia, ngudi c6 uy tin cong dong dé tao du ludn gia.

- Gia tiéng: St dung cong nghé TTP (cong cu chuyén vin ban thanh tiéng
noi - text to speech) dé tao ra cac cudc goi tu dong véi giong robot thu sin. Tir
nhiéu ndm trude da cd nhimg nguoi st dung cong nghé nay dé thay ho doc
thong tin, tin trc do ho "xao ndu" ra. Hién nhiéu ngudi dang dung céng nghé
nay cho cac chuong trinh trén YouTube.

- Gia video: Thuc hién bang cach cat ghép hinh anh ngudi dan chuong
trinh 16ng vao dan ban tin gia. Clip gia nhung c6 ngudi dan chuong trinh séng
dong nhu that. Loai hinh anh gia nay "budc" nguoi xem nghi do 1a nhirng thong
tin that vi c6 hinh anh quen mit ctia ngudi dan chuong trinh truyén hinh.

Tin gia c6 thé duoc tao va lan truyén nham cac muc dich sau:

- Chinh tri: Tin gia dugc loi dung vao cac am muu chinh tri va lam r6i loan XH.

- Thuong mai: Ngay cang nhiéu nguoi biét cach tan dung cong cu hién dai,
nhiing nén ting mang xa hoi dé phat tan thong tin gia. SO 1u:0’ng tin gia d6i voi
doanh nghi€p, kinh doanh cling tdng 1én ty I¢ thuén vdi tin gid trong cac linh vuc
khac néi chung. Cac cach thirc phat tan tin gia voi doanh nghiép phd bién nhu,
d6i tha canh tranh su dung tin gia dé tan cong phia bén kia, dung nhiing cach
thire dé bdi x4u vé nhimg sy cd da tung xay ra trong qua khir va khi mot sy ch
vira xay ra thi ho s& tim moi cach dé ho nhan rong sy 1én. Hay nhitng tin gia
hoan toan khong c6 that lién quan dén van dé kinh doanh, van d& quan hé ca
nhan cua nhimg can bd cip cao, vin dé bang cip, dau tu md am, lién quan dén
ngudn tién bat hop phap cd rat nhiéu cach thic dé lam anh hudéng dén mot
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doanh nghiép, dbi thu. Tin gia bia dat dé gay buc xc, tam ly "tang twong tac,
tang ban hang da khién mot bo phén ban hang truc tuyén chu dong tao va lan
truyén tin gia voi muc dich kinh té hét stc rd rang.

1.3. Xaz Iy hanh vi tgo va lan truyén tin gid:

Nghi dinh 15 ¢6 hi¢u luyc tir ngay 15-4-2020 thay thé cho Nghi dinh
174/2013/NDB-CP ngay 13-11-2013 vé xtr phat vi pham hanh chinh trong linh vuc
buu chinh, vién théng, cong nghé théng tin va tan sd vO tuyén dién. Mot noi dung
dang chu ¥ trong Nghi dinh 15 d6 1a quy dinh 1& hon vé hanh vi vi pham va trach
nhi¢m st dung dich vu mang xa hoi, kém theo 1a mirc xur phat vi pham hanh chinh
d6i v6i cac hanh vi tung thong tin gia mao, giy hoang mang du luan trén mang XH.

- biéu 101, Nghi dinh 15 quy dinh phat tién ttr 10-20 tridu dong d6i véi hanh
vi loi dung mang xa hoi dé cung cép, chia sé thong tin gia mao, thong tin sai sy
that, xuyén tac, vu khong, xuc pham uy tin cua co quan, tO chitic, danh dy, nhan
pham clia ca nhan; cung cap, chia sé thong tin bia dat, gy hoang mang trong nhan
dan, kich dong bao lyc, i ac, t€ nan xa hoi, danh bac hoac phyc vu danh bac.

- Nghi dinh 15 quy dinh rat cu thé cac hanh vi vi pham vé chong thu rac, tin
nhin rac va cung cip dich vu ndi mang. Mirc phat Ién dén 80 triéu dong d6i voi
hanh vi giri hodc phat tan thu dién tir rac, tin nhan rac, phan mém doc hai (ting
cao so vo1 muc xu phat dugc quy dinh tai Nghi dinh 174/2013/ND-CP chi tir 40-
50 triéu dong). Riéng doi v6i hanh vi khong ngin chin, thu hoi sb thué bao dugc
dung dé phat tan tin nhan rac thi mirc phat tién sé& tir 180-200 triéu dong.

Pbi voi cac hanh vi ké trén, ngoai phat tién con bi ap dung thém cac hinh
thire xur phat bo sung, bién phap khac phuc hau qua nhu: dinh chi hoat dong
cung cap dich vu tir 1-3 thang; tudc quyen sir dung ma s6 quan 1y, tén dinh danh
tur 1-3 thang; budc thu hdi dau sd, kho s6 vién thong.

Ngoai phat tién, nguoi vi pham con bi budc ap dung cac bién phap khic
phuc hau qua: g& bo thong tin sai su that, gdy nham 1an hodc thong tin vi pham
phap luét do thuc hién hanh vi vi pham.

Theo thong tin tir dai dién B§ Cong an tai cudc hop bao Chinh phu thuong
ky thang 1-2020, lién quan dén viéc xir Iy nguoi dan dang tin sai 1éch vé tinh
hinh dich bénh viém duong ho hép do chung méi cua vi rat Corona, B9 da chi
dao céc don vi, dia phuong vao cudc d4u tranh, triéu tap cac dbi tuong, xu 1y,
yéu cau cam két g& bo, cin clr theo Khoan 3, Nghi dinh ctia Chinh phii quy dinh
vé xir phat trong linh vic buu chinh, vién thong va quy dinh trong viéc loan tin
d6n sai qua mang, XU phat vi pham hanh chinh khoang 800 ngudi.

2. Ding tdi cdac thong tin dgc hai vi pham ANQG, trat twr ATXH

Theo Diéu 8 Lut An ninh mang (2018), cac hanh vi bi nghiém cidm bao gom:

1. St dung khong gian mang dé thuc hién hanh vi sau day:

a) Hanh vi quy dinh tai khoan 1 Diéu 18 cta Luat nay;

b) Tb chie, hoat dong, cau két, xui giuc, mua chudc, ltra gat, 161 kéo, dao
tao, huin luyén nguoi chéng Nha nudc Cong hoa xa hoi chu nghia Viét Nam;

c¢) Xuyén tac lich str, phu nhan thanh tuyu cach mang, pha hoai khéi dai doan
két toan dan tdc, xtc pham ton gido, phan biét ddi xtr vé gid1, phan biét chung tdc;
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d) Thong tin sai sy that gdy hoang mang trong Nhan dan, gay thiét hai cho
hoat dong kinh té - xa hoi, gay khé khin cho hoat dong cia co quan nha nudc
hodc nguoi thi hanh cong vu, xAm pham quyén va loi ich hop phép cta co quan,
td chirc, c4 nhan khac;

d) Hoat dong mai dam, t¢ nan xa hoi, mua ban nguoi; dang tai thong tin
dam 6, doi truy, to1 ac; pha hoai thuan phong, my tuc cua dan tdc, dao duc xa
héi, strc khoe cta cong dong;

e) Xui giuc, 161 keo, kich dong nguoi khac pham toi.

2. Thyc hién tan cong mang, khung bd mang, gian diép mang, t0i pham
mang; gy su cd, tdn cong, xam nhap, chiém quyén diéu khién, 1am sai I¢ch,
gian doan, ngung tr¢, t€ liét hoac pha hoai he thong thong tin quan trong vé an
ninh quéc gia.

3. San xuit, dua vao su dung cong cy, phuong tién, phan mém hodc c6
hanh vi can tro, gy réi loan hoat dong ctia mang vién thong, mang Internet,
mang may tinh, hé théng thong tin, hé thdng xir Iy va diéu khién thong tin,
phuong tién dién tu; phat tan chuong trinh tin hoc gay hai cho hoat dong cua
mang vién ‘thong, mang Internet, mang may tinh, hé thong thong tin, hé thong
xu ly va diéu khién thong tin, phuong tién dién tir; xam nhap trai phép vao mang
vién thong, mang may tinh, hé thong thong tin, hé théng xur Iy va diéu khién
thong tin, co s& dir li€u, phuong tién di¢n tir cia nguoi khac.

4, Chéng lai hoac can tré hoat dong cua luc lugng bao v¢ an ninh mang; tan
cong, vo hiéu hoa trai phap luat 1am mat tac dung bién phap bao vé an ninh mang.

5. Loi dung hodc lam dung hoat dong bao vé an ninh mang dé xdm pham
chu quyén, loi ich, an ninh quéc gia, trat tu, an toan xa hoi, quyén va loi ich
hop phép cua co quan, t6 chtrc, ca nhan hodc dé truc 1oi.

6. Hanh vi khac vi pham quy dinh cta Luat nay.

Theo Khoan 1, Diéu 16. Théng tin trén khong gian mang c6 ndi dung tuyén
truyén chong Nha nudc Cong hoa xa hoi chu nghia Viét Nam bao gom:

a) Tuyén truyén xuyén tac, phi bang chinh quyén nhan dén;

b) Chién tranh tdm 1y, kich dong chién tranh xam luoc, chia ré, gay thu han
gifra cac dan tdc, ton gido va nhan dan cac nudc;

¢) Xuc pham dan toc, quéc ky, quéc huy, quéc ca, vi nhan, 1anh tu, danh
nhan, anh hung dan toc.

Theo Khoan 2, Dleu 16. Thong tin trén khong gian mang c6 ndi dung kich
dong gay bao loan, pha rdi an ninh, gy roi trat tu cong cong bao gom:

a) Kéu goi, van dong, xui giuc, de doa, gay chia ré, tién hanh hoat dong vii
trang hodc dung bao lyc nham chdng chinh quyén nhan dan;

b) K&u goi, van dong, xui giuc, de doa, 161 keo tu tap dong nguoi gay r01
chong nguoi thi hanh cong vu, can tro hoat dong cua co quan, t6 chirc gay mat
on dinh vé an ninh, trat tu.

3. Chiém doat tai khodn mang xa hgi

Mbt sb6 hinh thie, tha doan dugc cac ddi tuong st dung dé chiém doat
mang xa hoi nhu sau:
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- Hinh thirc Phishing: Day 14 hinh thirc chiém doat mot tai khoan facebook
pho bién nhat hién nay va cho dén bay gid n6 van la cach duoc hacker sir dung
nhiéu nhat. Khong riéng gi facebook ma hau hét cac loai website ndo ma co
account dang nhap déu sir dung dugc hinh thirc nay. Sau day 1a nguyén 1y hoat
dong:

+ Ké tan cong s& phat tan mot dudng link & nhiéu noi va nhat 13 trén
Facebook v6i nhitng tiéu dé gdy sdc nhu: Click vao day dé xem xxx .... gay kich
thich va su to mo cho ngudi xem.

+ Khi ngudi dung click vao duong dan s& dugc dua dén mot website c6
giao dién giéng 100% facebook va yéu cdu ban dang nhap tai khoan ciia minh.
bay khong phai 1a trang facebook ma chi 1a mot website co giao dién gibng
facebook. Néu nguoi dung dang nhap tai khoan facebook vao thi tat ca tai
khoan, mat khau s& duoc gui vé email hay sever cta ké tin cong, nhu vay cac
hacker d3 d& dang 14y duoc nick facebook ctia ngudi ding.

- Do mat khau: Sau phishing facebook thi ddy 1a mot hinh thitc phé bién
tuy xac xuét thanh cong khong cao nhung khong thé khong néi dén no vi co
nhiéu nguoi dung s dung nhitng mat khau qua don gian kiéu nhu: 123456 ,
matkhau, s6 dién thoai , ho va tén... Dy 1a nhiing sai 1am & phia nguoi dung khi
dat mat khau facebook. Hacker st dung nhitng phan mém chuyén do pass dé di
do mat khau nick facebook ctia ngudi dung. V&i cach nay ban chat né khong
phai hack ma 13 mo pass facebook nhung mot khi bi mat mat khau thi dong
nghia véi viéc ban bi mat tai khoan.

- Str dung trojan, Keylog: Ké tin cong s& chén mot doan ma vao mot ung
dung,tap tin nao do roi giri thong qua inbox, comment trén facebook hay bét ctr
dau. Khi nguoi dung click vao duong dan d6 thi ung dung, tap tin d6 s& dugc tu
dong tai vé may, sau do keylog sé& ghi lai tat ca nhitng thao tac trén ban phim cta
nguoi ding rdi giri vé cho ké tan cong.

- Str dung chuong trinh khuyén mai - trang thuong hay Mini Game: Hacker s&
gia chuong trinh tring thuong - khuyén mai trén danh nghia cua Facebook (tring
thuong xe may, 0 t0, tién mat... co gia tri cao) va yéu cau ngudi ding xac nhin
bang cach truy c@p vao duong hnk la. Cac Mini game trén facebook nhu: "Ban
gidng cau thii bong da nao?", "Tuong lai ban s& két hon véi ai?", "Ai 1a ngudi quan
tAm ban nhat?",... Ciing duoc nhiing ké nay sir dung dé chiém lay tai khoan
facebook bang cach budc ngudi choi dang nhap mat khau trude khi tham gia.

- L hong bao mat facebook: La hinh thic tan cong nick facebook mang tén
“3 Friends”. Pay 1a hinh thirc 1y lai mat khau cia facebook thong qua viéc sir
dung 3 nguo1 ban facebook bat ki trong danh sach ban be. Vi du khi ban quén mat
khau thi ban c6 thé giri yéu cau dé facebook giri 3 mé code vé cho 3 ngudi ban nay.

Ké tn cong chiém doat tai san mang xa hoi nham cac muc dich sau:

- Lira déo, chiém doat tai san.

- Hack nick facebook vi nhitng thi hin cta c4 nhén.

4. Chiém quyén giam sat Camera IP

Trong nhitng nam gan day, thi truong Camera IP wifi phat trién nhanh
chong do nhu cau str dung ctia nguoi dan ting manh. Nhiing thiét bi nay chu yéu
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c6 ngudn gdc xuat xtr tir Trung Qudc, Pai Loan véi gia thanh rat ré. Tuy nhién,
di kém theo d6 1a cac rui ro va nguy co bao mat. DA c6 nhiéu gia dinh, ca nhan
bi 16 clip riéng tu do camera giam sat bi cac d6i twong xau chiém quyén gidm
sat. Mot sb thu doan:

Cdch thir nhdt: Tan cong truc tiép vao thiét bj Camera bang cach Quét
(Scan) IP va Port ciia Camera roi sau d6 Hacker tim cach xam nhap vao hé
thong dé xem hinh anh, video trai phép. Cach nay rat phd bién, boi da sd ngudi
dung camera hién tai thuong st dung Password mic dinh ctia nha cung cp.

Cdch thir hai: Hacker s& diung mot phan mém gian diép cai trén Camera
quan sat dé tao thanh mot mang Botnet sir dung trong mdt hinh thtrc tin cong
ndi tiéng d6 1a DDOS.

Vi du: Ngay 28/12/2019, video dugc dang trén mdt trang web phim nguo1 16n
dugc cho 1a quay lai canh sinh hoat cia ca si Van Mai Huong. Nhiing video nay
dugc ghi lai ttr ndm 2015 qua camera IP (camera giam sat) trong can ho ctia nir ca si.

5. Lira dio chiém dogt tii san

Kich ban ltra ddo thong bao trang thudng véi gidi thuéng cuc 1on dang
quay trd lai hoanh hanh trén Facebook. Sau khi chiém doat tai khoan Facebook
c4 nhan, nhiéu d6i tugng con tung ra nhiéu chiéu tro dé Ira ddo khién nhiéu
nguoi ding mat di mot khoan tién khong hé nho. Ngay sau khi ¢6 tai khoan da
duoc danh cép, ddi tuong s€ thuc hién ngay viéc chat vdi ban beé/ngudi than hoi
tham vé strc khoe, cong viéc va sau d6 nhd nhan ho mot sb tién chuyén tor nudc
ngoai vé. Nan nhan khong biét tai khoan Facebook kia di bi tin cong nén tin
tudng va san sang giup da.

Khong chi vy, nan nhan con c6 nguy co bi tan cong lay tai khoan ngan
hang thong qua hinh thic tan cong phishing. Sau khi thong nhat sb tién s&
chuyen dbi tuong lira dao dung mot s dién thoai tir nudc ngoai s€ gui 1 tin
nhéin gid mao thong bao tor Western Union dén sb dién thoai ctia nan nhan véi
ndi dung dé nghi truy cap duong link trong tin nhan SMS va xac nhan dé c6 thé
nhén duoc tién Western Union.

Nan nhan khong biét day la trang web phishing (mét hinh thirc Ira dao gia
mao cac to chuc uy tin nhu ngan hang) nén da nhép cac thong tin tai khoan, mat
khau internet banking vao trang web gia mao roi gui di va d6i tuong lra dao sé
nhan duoc. Tur d6, doi tuong ltra ddo dung thong tin internet banking vira chiém
duoc tir nan nhan dé thuc hién giao dich qua céng thanh toan truc tuyén VTC
Pay va cong thanh toan VNPAY.

6. Deep web va Dark web

& SURFACEWEB di»
@l L)

DEEP WEB

Hinh 10. Surface web, Deep-v‘vét‘) va Dark web
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6.1. Deep web

Thuat ngir Internet va World Wide Web thuong duge su dung thay cho
nhau, nhung thyc ra ching khong phai 1a mot. Internet dé cap dén mot mang
lu6i rong 16n cua cac mang, hang tri¢u ket nbi may tinh trén khap thé g101, noi
bt ky may tinh nao ciing co thé giao tiép v6i nhau, mién 1a ching duge két ndi
Internet. World Wide Web 1a mdt mé hinh chia sé thong tin, dugc xay dung trén
Internet, sir dung giao thirc HTTP, cac trinh duyét nhu Chrome, Firefox va cac
trang web dé chia sé¢ thong tin. Web 13 mot phan to 16n cua Internet nhung
khong phai 1 thanh phan duy nhit. Vi dyu: email, tin nhin khéng phai 13 mot
phan ctia web nhung 13 mot phan cua Internet.

Web trén bé mit (tiéng Anh: Surface web): Theo tap chi PC Magazine, web bé
mit 12 mot phan web c6 sin cho cdng chiing, hoan chinh véi nhimng lién két duoc
cng cu tim kiém lap chi myc. BrightPlanet, mot dich vu web théng minh, xac dinh
web bé mit chi chia nhiing trang web duoc 13p chi muc va cd thé duogc tim kiém boi
céc cong cu tim kiém phé bién nhu Google, Bing, Yahoo. D6i khi, ching con duoc
goi 1a web hitu hinh. Web bé mat thudng bao gom nhiing trang web c6 tén mién két
thdic bang .com, .org, .net, .vn hoac céc bién thé twong tr. Noi dung cua céc trang
web nay khdng yéu cau bat ky cau hinh dic biét nao dé truy cap.

Web chim (tiéng Anh: Deep web) hay con goi 1a web an (invisible web,
undernet, hay hidden web) 1a tir dung dé chi cac trang hodc ndi dung trén thé
gioi mang World Wide Web khong thudc vé Web ndi (surface Web). Chung
gém nhimng trang khéng dugc danh dau, chi muc (index) va khong thé tim kiém
duoc khi dung cac cong cu tim kiém thong thuong.

Web chim bao gom nhiéu mg dung rat pho bién nhu web mail va ngan
hang truc tuyén nhung no ciing bao gdm cac dich vu ma nguoi dung phai tra
tién, va duoc bao vé badi mot paywall, nhu video theo yéu cau, mot so tap chi va
béo chi truc tuyén, va nhiéu hon nita. N6 bao gém email trong tai khoan Gmail,
cac ban ké ngan hang truc tuyén, mang noi bo, tin nhin truc tiép qua Twitter,
hinh anh dugc danh du riéng tu khi tai 1én Facebook. Chinh phii, cac nha
nghién ctru va cac cong ty luu trir dit liéu thé khong thé tiép can duoc voi cong
chung. N6i dung nay duoc luu trit trén cac trang web dong (duoc xay dung dua
trén thong tin truy van) va nhiing trang bi khéa, nhiing trang c4 nhan khong lién
két ra bén ngoal Theo Trend Micro, mdt phan quan trong ciia Deep Web 1a
duoc danh riéng cho nhitng blog c4 nhan hoic chinh tri, cac trang tin tirc, dién
dan thao luén, cac trang web ton gido va tham chi dai phat thanh.

6.2. Dark web

MB&i thiét bi dugc két ndi véi Internet déu c6 dia chi IP (Internet protocol)
duy nhét Tén va dija chi vat 1y ciia mot nguoi co thé co duge thong qua mot nha
cung cap dich vu Internet véi su cho phép hop phap, con IP cho phep bat ctr ai
xéac dinh vi tri cia may tinh duoc két ndi. Do d0, cac bén lién quan s& d& dang
tim dugc mot ngudi s dung Internet cu thé.

Vé6i mong mudn an danh - ddc biét 13 chinh phu khi tim cach bao vé nhing
thong tin, mang ludi tinh bao nhay cam - di dan dén sy ra doi va phat trién cta
The Onion Router (Tor) do ddi1 ngti nhan vién phong thi nghiém nghién ctru Hai
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Quan Hoa Ky tao ra. Tén Onion (cii hanh) bat ngudn tir viéc ban phai 16t ra
nhiéu "l6p vo" dé c6 thé tim thay danh tinh that sy cia ngudi ding.

Tor, duoc phat hanh mién phi cho nguoi ding vao nim 2004, cung cip su
riéng tu bang cach ma hoa va diéu hudng luu luong truy cap thong qua mot sé-ri
"dudong him 4o (virtual tunnel)", phan phdi cic giao dich qua nhiéu may tinh
ngau nhién trén Internet, do do, khong mot may tinh nao lién két nguoi dung dén
co s& hodc diém dén cua ho. Khong glong nhu nhiing trang web bé mat (két thic
bang .com, .org, .net hodc cac bién thé tuong tu), cac trang Tor két thuc bang
.onion va chi c6 thé dugc mé bang phan mém Tor.

Dark web (tam dich: web tdi) 12 nhimg ndi dung mang World Wide Web
khéng thé truy cap bang nhitng cach thong thuong ma phai sir dung cac phén
mém chuyén biét [3]. Dark web 1a mot phan nho cia deep web, mot thé gisi
mang ma cac cong cu tim kiém nhu Google hay Bing khong hién thi ra.

Mot sb hoat dong thuong thay & Dark Web:

- Cho den: Nhiéu hoat dong thuong mai bat hop phap dién ra trén Dark web,
vi du nhu: budn ban tién gia, thé ngan hang ‘hay tai khoan mang bi danh cap,
sting, ma tly va cac chat kich thich, cac san pham khong 16 ngudn gbe khac.

- Khung bé: Vi tinh 4n danh cao, nhiéu t6 chuc t6i pham khung bb nhu IS
str dung khong gian Dark web dé phat tan cac ndi dung dén ngudi dung. Noi dén
khung b thi khong chi 13 IS ma con co cac t6 chirc Mafia khac str dung mang
ludi nay, da ting c6 trudng hop chiing nhan hop dong thanh todn mot ngudi va
hop ddng d6 di ¢ trang thai duoc thuc thi.

- Khiéu dam: Khiéu dam tré em, ngugc dai hoac lam tinh voi dong vat,
phat tan video quay Ién 1a nhitng ndi dung hién hiru trén dark web. Céac ndi dung
nay déu bi cac to chiic bao vé tré em ciing nhu cac nudc trén thé gidi 1én an va
cb ging dep bo

- Lira dao: Khong hiém nhimg trudng hop lira tién hodc thanh todn nguoi
khac trén Dark Web duoc thuc thi.

III. PHONG, CHONG VI PHAM PHAP LUAT TREN KHONG GIAN
MANG

1. Co'séphaply
1.1. Bg lugt Hinh su niim 2015

a. Hoan cdnh ra doi

Ngay 27/11/2015, tai Ky hop that 10, Qubc hoi khoa XIII da thong qua Bo
luat Hinh su. Ngay 20/6/2017, tai Ky hop thur 2, Quéc hoi khoa XIV da thong
qua Luat stra d6i, bo sung mot s6 dicéu cua Bo luat Hinh sy s6 100/2015/QH13.
BLHS sb 100/2015/QH13 dugc sira doi, b sung nim 2017 d3 danh dau mot
budc tién quan trong, tao co s phap ly viing chéc cho cudc dau tranh phong,
chéng t6i pham c6 hi¢u qua; gop phan bao vé chu quyén, an ninh ctia dat nuéc,
bao vé ché do, bao vé quyén con nguoi, quyén cong dan, loi ich ctia Nha nudc
va to churc, bao vé va thiic day kinh té thi truong xa hoi chu nghia phat trién
ding hudng, tao moi trudong xa hdi va méi truong sinh thai an toan, lanh manh
cho moi nguoi din, dong thoi dap tmg yéu cau hoi nhap quéc té cua nude ta.
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b. Hiéu lwc thi hanh

B6 luat Hinh sy ndm 2015, sira d6i bo sung nam 2017 (Goi tit 1a Bo luat
Hinh su) c6 hi€u lyc thi hanh tir ngay 01/01/2018.

c. Bo cuc cua Bo luat Hinh sw

B0 luat hinh su gém 26 Chuong va 526 Diéu, bao gém:

- Chuong 1. Diéu khoan co ban (Piéu 01 — Diéu 04).

- Chuong II. Hiéu luc cua bd luat hinh sy (Piéu 05 — Diéu 07)

- Chuong III. Tdi pham (Piéu 8 — Piéu 19).

- Chuong IV. Nhitng truong hop loai trir trach nhiém hinh sy (Piéu 20—
Diéu 26).

- Chuong V. Thoi hiéu truy ctru trach nhiém hinh su, mién trach nhiém
hinh sy (Diéu 27 — Diéu 29).

- Chuong VI. Hinh phat (Piéu 30 — Diéu 45).

- Chuong VII. Cac bién phéap tu phap (Diéu 46 — Diéu 49).

- Chuong VIIL Quyét dinh hinh phat (Diéu 50 — Diéu 59).

- Chuong IX. Thoi hiéu thi hanh ban 4n, mién chap hanh hinh phat, giam
thoi han chap hanh hinh phat (Diéu 60 — Diéu 68).

- Chuong X. Xo6a 4n tich (Diéu 69— Diéu 73).

- Chuong XI. Nhitng quy dinh d6i v6i phap nhan thuong mai pham toi
(DPiéu 74 — Piéu 89).

- Chuong XII. Nhitng quy dinh d6i v6i nguoi dudi 18 tudi pham toi (Dicu
90 — biéu 107).

- Chuong XIII. Cac t6i xAm pham an ninh qubc gia (Piéu 108 — Piéu 122).

- Chuong XIV. Cac t6i pham xam pham tinh mang, strc khoe, nhan pham,
danh du cua con nguoi (Piéu 123 — Piéu 156).

- Chuong XV. Cac t6i xdm pham quyén ty do cua con ngudi, quyén tu do,
dan chu cua cong dan (Piéu 157 — Piéu 167).

- Chuwong XVI. Céc toi xAm pham s& hitu (Piéu 168 — Diéu 180).

- Chuong XVIL Cac toi pham ché d6 hon nhan va gia dinh (Piéu 181 —
Diéu 187).

- Chuong XVIII. Cac toi xAm pham trat ty quan 1y kinh té (Piéu 188 —
Diéu 234).

- Chuong XIX. Céac td1i pham Ve moi truong (Diéu 235 — Diéu 246).

- Chuong XX. Cac t0i pham vé ma tay (Diéu 247 — Piéu 259).

- Chuong XXI. Céc to1 xam pham an toan cong cOng, trat ty cong cong
(Diéu 260 — Diéu 329).

- Chuong XXII. Cac t6i xdm pham trat ty quan 1y hanh chinh (Diéu 330 —
Diéu 351).

- Chwong XXIII. Cac t6i pham vé chirc vu (Piéu 352 — Diéu 366).

- Chuong XXIV. Cac t6i xdm pham hoat dong tu phap (Piéu 367— Diéu 391).

- Chuong XXV. Cac td1 xam pham nghia vy, trach nhi€ém cta quan nhan va
trach nhiém cua ngudi phéi thudc vo1 quan doi trong chién dau, phuc vu chién
dau (Piéu 392— Diéu 420).

- Chuong XXVI. Cac tdi pha hoai hoa binh, chéng loai ngudi va toi pham
chién tranh (Piéu 421— Diéu 426).
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Trong d6 cac Piéu khoan trong luat thuc hién véi cac hanh vi vi pham phap
luat trén khong gian mang dugc quy dinh tai Muc 2. Toi pham trong linh vue
cong nghé thong tin, mang vién thong Chuong XII gom cac Piéu 285 dén 294.

+ Piéu 285. Toi san xuat, mua ban, trao d6i hodc ting cho cong cu, thiét bi,
phan mém dé st dung vao muc dich trai phap lut.

+ Piéu 286. Toi phat tan chuong trinh tin hoc gy hai cho hoat dong cua
mang may tinh, mang vién thong, phuong tién dién ti.

+ Diéu 287. Tdi can tré hodc gay roi loan hoat dong cuia mang may tinh,
mang vién thong, phuong tién dién tir.

+ Diéu 288. Tdi dua hodc st dung trai phép thong tin mang may tinh, mang
vién thong.

+ Piéu 289. Toi xam nhap trai phép vao mang may tinh, mang vién thong
hoac phuong tién dién tir ciia nguo1 khac.

+ Piéu 290. To1 sir dung mang may tinh, mang vién thong, phuong ti¢n
dién tir thuc hién hanh vi chiém doat tai san.

+ Piéu 291. Toi thu thap, tang trir, trao doi, mua ban, cong khai hoa trai
phép thong tin vé tai khoan  ngan hang.

+Piéu 292. Toi cung cap dich vu trai phep trén mang may tinh, mang vién thong

+ Dleu 293. Toi st dung trai phép tan s vo tuyen dién danh riéng cho muc
dich cap ctru, an toan, tim kiém, ctru ho, ctru nan, quc phong, an ninh.

+ Piéu 294. T6i ¢b ¥ gy nhiéu c6 hai.

1.2. Lugt An toan thong tin 2015

a. Hoan canh ra doi

Hién nay, mang Internet dé tr¢ thanh cong cu trung tam dé phat trién nén
kinh té va xa hoi ctia moi qudc gia. Pdi v6i Viét Nam, mang internet ciing dugc
coi 1a cong cy, phuong tién quan trong dé thuc hién myc tiéu dua Viét Nam tro
thanh nudc cong nghiép hoa, hién dai hoa, phat trién manh trong mot thé giol
canh tranh va toan cau hoa. Vi vy, Viét Nam can c¢6 cac quy dinh phap Iy vé an
toan thong tin dé noi lut hoa cac diéu ude quoc t& ma Viét Nam 1a thanh vién;
phit hop vai thong 1é qudc té, bao dam ATTT, tao moi trudng binh dang cho cac
t6 chire, doanh nghiép hoat dong san xut, kinh doanh tai Viét Nam.

b. Hiéu lyc thi hanh

Luat An toan thong tin c6 hi€u lyc thi hanh tir ngay 01/7/2016.

¢. Bé cuc ciia Ludt An toan théong tin

Luat An toan thong tin mang gom 08 Chuong va 54 Piéu, bao gom:

- Chuong I. Nhimg quy dinh chung (Piéu 01 — Piéu 08) Chuong nay quy
dinh vé pham vi diéu chinh, d6i twong ap dung, giai thich tir ngi, nguyen tac
bao dam an toan théng tin mang, chinh sach ctia nha nudc, hop tic qudc té,
nhitng hanh vi bi cAm trong hoat dong an toan thong tin mang va xt Iy vi pham
phap luat vé an toan thong tin mang.

- Chuong II. Bao dam an toan théng tin mang (Piéu 09 — Diéu 29) Chuong
nay quy dinh 04 muyc: Bao v€ thong tin mang; Bao v¢ thong tin c4 nhan; Bao vé
hé thong thong tin; Ngan chin xung dot thong tin trén mang.
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- Chuong III. Mat mi dan su (Piéu 30 — Piéu 36) Chuong niy quy dinh
cac ndi dung lién quan dén san pham, dich vu mat ma dan su va cac hoat dong
c6 lién quan dén kinh doanh san phém, dich vu mat ma dan su.

- Chuong IV. Tiéu chuan, quy chuan k¥ thuat an toan thong tin mang (Diéu 37
— Piéu 39) Chuong nay quy dinh cac ndi dung vé tiéu chudn, quy chuan k¥ thuat an
toan thong tin mang; quan ly tiéu chudn, quy chudn k¥ thuit an toan thong tin mang
va chimg nhén, cong bd hop quy va danh gia, kiém dinh an toan thong tin mang.

Chuong V. Kinh doanh trong linh vuc an toan thong tin mang (Diéu 40 —
Piéu 48), gdm 02 muc: Gidy phép kinh doanh san pham an toan thong tin mang;
Quan 1y nhap khau san phém an toan thong tin mang.

Pay 1a linh vuc rat méi, hanh lang phap 1y cho hoat dong kinh doanh san
pham, dich vu an toan thong tin mang con chua ddy du, nén Luat an toan thong
tin mang hudng to1 viéc hoan thién hanh lang phap ly dam bao thong thoang,
cong bang, phu hop véi thong 1¢ quoc té, thiic day thi trudng phat trién bén vimg

- Chuong VI. Phat trién nguoén nhan lyc an toan thong tin mang (Diéu 49 —
Piéu 50). Chuong nay quy dinh vé cac hoat dong dao tao, bdi dudng nghiép vu
vé an toan thong tin mang, vin bang, chimg chi dao tao vé an toan thong tin
mang tai Viét Nam, thé hién ding dudng 16i chu truong ciia Pang va Nha nudc
ta trong thoi gian vira qua.

- Chuong VII. Quan 1y nha nudc vé an toan thong tin mang (Piéu 51 —
Piéu 52). Hé thong hoa tham quyén va trach nhiém ctia co quan quan 1y nha
nudc cac cap, qua do gifip cac co quan nay c6 thé tham chiéu mot cach hé thng,
co ban vé cac quyén han va trach nhiém cua minh trong qué trinh dam béo an
toan thong tin bén canh viéc xac dinh cac ndi dung cy thé xoay quanh ndi dung
quan 1y nha nudc vé an toan thong tin mang, bao gdm cac hoat dong xay dung
chién luoc, quy hoach, ké hoach; hoat dong xay dung va hoan thién thé ché; t6
chure thue thi cac van ban; quan ly nha nudc trén cac linh vuc; hoat dong thanh
tra kiém tra; hop tac quoc té...

- Chuong VIIL Piéu khoan thi hanh (Piéu 53 — Piéu 54) quy dinh vé hiéu
luc thi hanh.

1.3. Lugt An ninh mgng 2018

a. Hoan canh ra doi

Trudc yéu cau cip bach cia tinh hinh an ninh mang trong bao vé an ninh
qudc gia, bao dam trat tw an toan xa hoi; khac phuc nhing ton tai, han ché co
ban trong cong tac bao v¢ an ninh mang; thé ché hoa day du, kip thoi cac chu
truong, duong 16i ciia Pang Ve an ninh mang; bao dam sy phu hop voi quy
dinh cua Hién phap nam 2013 vé quyén con ngudi, quyén co ban cia cong dan
va bao vé T6 qudc. Ngay 12/6/2018, Qudc hdi khoa XIV, ky hop the 5 da
thong qua du thdo Luat An ninh mang vo1 86,86% dai biéu déng y.

b. Hiéu lyc thi hanh

Luat An ninh mang c6 hiéu luc thi hanh ttr ngay 01/01/2019.

¢. Bo cuc cua Ludt An ninh mang

Luat An ninh mang gém 07 Chuong, 43 Diéu. BS cuc cua Luat cu thé
nhu sau:
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Chuong 1. Nhirng quy dinh chung, gém 9 diéu, (tr Piéu 1 dén Diéu 9)
quy dinh vé pham vi diéu chinh; giai thich tir ngi; chinh sich cua Nha nuéc ve
an ninh mang; nguyen tac bao v¢ an ninh mang; bién phap bao v¢ an ninh mang;
bao v¢ khong gian mang qudc gia; hop tac qudc té vé an ninh mang; cac hanh vi
bi nghiém cam v¢é an ninh mang; xtr Iy vi pham phap luat vé an ninh mang.

Chuwong II. Bao vé an ninh mang dm voi hé thong thong tin quan trong
vé an ninh qudc gia, gdbm 6 diéu (tur Bleu 10 dén Diéu 15), quy dinh vé hé
thong thong tin quan trong vé an ninh quéc gia; thAm dinh an ninh mang déi véi
hé thong thong tin quan trong vé an ninh qudc gia; danh gia diéu kién an ninh
mang d6i voi hé thong thong tin quan trong vé an ninh quoc gia; kiém tra an
ninh mang d6i véi hé théng thong tin quan trong vé an ninh quoc gia; giam sat
an ninh mang d6i vOi hé thong thong tin quan trong vé an ninh qubc gia; ing
pho, khac phuc su ¢6 an ninh mang d6i v6i hé thong thong tin quan trong vé an
ninh quéc gia.

Chuong II1. Phong ngira, xir Iy hanh vi x4m pham an ninh mang, gém
7 diéu (tir Didu 16 dén Diéu 22), quy dinh vé phong ngura, xir Iy thong tin trén
khong gian mang c6 ndi dung tuyén truyén chong Nha nudc Cong hoa xa hoi
chu nghia Viét Nam; kich dong gay bao loan, pha roi an ninh, gy réi trat tu
cong cong; 1am nhuc, vu khéng; xdm pham trat tu quan 1y kinh t&; phong, chong
gian diép mang; bao v€ thong tin thudc bi mat nha nudc, bi mat cong tac, bi mat
kinh doanh, bi mat c4 nhan, bi mat gia dinh va doi séng riéng tu trén khong gian
mang; phong, chéng hanh vi st dung khong gian mang, cong ngh¢ thong tin,
phuong tién dién tu de vi pham phap luét v€ an ninh quéc gia, trat tu, an toan xa
hoi; phong, chong tan cong mang; phong, chong khung bd mang; phong ngra,
xtt Iy tinh hudng nguy hiém vé an ninh mang; dau tranh bao v¢ an ninh mang.

Chuong IV. Hoat dfng bdo v¢ an ninh mang, gdém 7 diéu (tir Piéu 23
dén Diéu 29), quy dinh vé trién khai hoat dong bao vé an ninh mang trong co
quan nha nudc, to chirc chinh trj & trung uong va dia phuong; kiém tra an ninh
mang dbi v6i hé théng thong tin cua co quan, t6 chirc khong thudc Danh muc hé
thong thong tin quan trong vé an ninh quoc gia; bao v¢ an ninh mang d6i voi co
so ha tang khong gian mang qudc gia; cong két ndi mang qudc té; bao dam an
ninh thong tin trén khong gian mang; nghién ciru, phat trién an ninh mang; nang
cao nang lyc ty chil vé& an ninh mang; bao vé tré em trén khong gian mang.

Chwong V. Bao dam hoat dong biao vé an ninh mang, gom 6 diéu (tur
Piéu 30 dén Piéu 35), quy dinh vé lyc lugng bao vé an ninh mang; biao dam
ngudn nhéan lyc bao vé an ninh mang; tuyén chon, ddo tao, phat trién luc luong
bao v¢ an ninh mang; giao duc, bdi dudng kién thirc, nghiép vu an ninh mang;
phd bién kién thirc vé an ninh mang; kinh phi bao v¢ an ninh mang.

Chuwong VI. Trach nhiém ciia co quan, té chirc, ca nhan, gdm 7 diéu (tir
Piéu 36 dén Piéu 42), quy dinh vé trach nhiém cua Bo Cong an; trach nhi¢m
cia B6 Qudc phong; trach nhiém cta Bo Thong tin va Truyén théng; trach
nhiém cua Ban Co yéu Chinh phu; trach nhiém cta Bg, nganh, ny ban nhan dan
cap tinh; trach nhiém ctia doanh nghiép cung cip dich vu trén khong gian mang;
trach nhiém cta co quan, to chic, ca nhan sir dung khong gian mang.
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Chuwong VII. Piéu khoan thi hanh, gom 01 diéu (Piéu 43), quy dinh vé
hiéu lyc thi hanh.

2. Cac bign phap

2.1. Thir nhét: Gido duc ndng cao nhin thirc vé bdo vé chii quyén quéc
gia, cdac lgi ich va sy nguy hgi dén tir khong gian mgng.

Ngay nay, quan niém vé lanh thd, chi quyén, bién gidi cua mot qudc gia
khong chi 1a dat lién, hai dao, ving bién va ving trdi, ma ca lanh thd khong gian
mang, chu quyén khong gian mang. Theo d6, lanh th6 khong gian mang 1a mot
bd phén hop thanh lanh thd qudc gia, noi xac dinh bién giéi mang va thyuc thi
cha quyén quéc gia trén khong gian mang.

Bao v¢ chu quyén quoc gia con 1a bao vé khong gian mang cua qudc gia,
bao gdm, bao vé cac hé théng thong tin; cac chu thé hoat dong trén khong gian
mang; h¢ thong dir liéu, tai nguyén mang; cac quy tic xu 1y va truyen sO ligu.
bam bao quyén binh dang trong tham du quan 1y mang Internet quoc té; doc lap
trong van hanh ha tang co sO thong tin thudc lanh tho qudc gia; bao vé khong
glan mang qudc gia khong bi xdm pham va quyén quan trj truyén tai cling nhu
xur 1y s0 li¢u cua quoc gia.

Can b, dang vién va cac tang 16p nhan dan can nhan thirc rd cac nguy co
dén tir khong gian mang nhu: tin cong mang, gian diép mang, khung bd mang,
to1 pham mang, déc biét 1a nguy co chién tranh mang dang 1a thach thic gay gat
vé an ninh, va bao dam an ninh mang dang tr¢ thanh trong tdm uu tién cua quoc
gia. Vi vy, cAn quan triét cac quan diém cta Pang vé phat trién khoa hoc cong
nghé va chién luoc bao vé T6 qudc trong tinh hinh méi, cac dinh huéng hanh
dong cua Viét Nam trong bao v¢ chu quyén va loi ich qudc gia trén khong gian
mang va nhan thuc r6 rang, de doa trén khong gian mang la mét trong nhimg
mdi de doa thuc té va nguy hlem nhat d6i v6i an ninh qubc gia hién nay.

2.2. Thir hai: Tuyén truyén, phé bién, gido duc cdc quy dinh ciia phdp
ludt vé qudan ly khong gian mang.

Pho bién céac diéu khoan cua Bo luat Hinh su 2015  (Muc 2, Diéu 285- 294)
lién quan dén linh vuc cong nghé¢ thong tin, mang vién thong; Nghi dinh so
72/2013/ND-CP ngay 15-7-2013 cuoa Chinh phii va Thong tu s
09/2014/BTTTT ngay 19-8-2014 cta Bo Thong tin va Truyén thong vé hoat
dong quan 1y, cung cap, sir dung thong tin trén trang thong tin dién tir va mang
xa hoi, nhiing hanh vi bi nghiém cAm trong st dung mang xa hoi.

Tuyén truyén, phé bién, giao duc Luat An ninh mang nam 2018. Ludt An
ninh mang duoc xay dung nham bao vé ngudi dung hop phap trén khong gian
mang; phong ngtra, dau tranh, 1am that bai hoat dong sir dung khong gian mang
xam pham an ninh qudc gia, chong Nha nudc, tuyén truyén pha hoai tu tuong,
pha hoai noi bo, kich dong biéu tinh, phé rdi an ninh trén mang cua cac thé luc
phan dong. Phong ngira, ngan chin, tng phd, khic phuc hau qua cua cac dot tin
cong mang, khung bd mang va phong, chdng nguy co chién tranh mang.

Tuyén truyén siu rong vé nhimg hanh vi bi cAm trong Luat An ninh mang,
nhat 1a cac hanh vi st dung khong gian mang dé tuyén truyén chdng Nha nudc;
t6 chirc, hoat dong, cau két, xti giuc, mua chudc, lra gat, 161 kéo, dao tao, huin
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