BAI 5: QUAN TRI NGUOI DUNG VA NHOM
Mai bai: MPD 40-05

Muc tiéu: .
- Hiéu co ché quan 1y nguoi dung trong hé diéu hanh Linux;
- Thyc hi¢n viéc tao lap, quan Iy ngudi dung.

Noi dung chinh:

1. Thong tin ctia ngwoi dung

Muc tiéu: Trinh bay co ché qudn Iy nguoi ding trong hé diéu hanh Linux, givip
nguoi hoc biét dwoc cdach quan 1y va luu trit cdc thong tin nguoi ding trén hé
thong.

1.1. Superuser

Trong Linux, tai khoan root c6 quyén cao nhat dugc sir dung boi nguoi
quan tri. Tai khoan nay thuong dugc st dung vao cac muc dich cau hinh, bao tri
hé thong. Khi quan tri hé théng, can tao ra cac tai khoan (account) cho ngudi sir
dung thuong sém nhit c¢6 thé dugc. Vi nhitng server quan trong va ¢ nhiéu dich
vu khéc nhau, c6 thé tao ra cac superuser thich hgp cho tirng dich vy, tranh dung
root cho c&c cbng viéc nay. Vi du nhu superuser cho cong viéc backup chi can
chtrc ning doc (read-only) ma khong cin chirc ning ghi.

Tai khoan root c6 quyén han rat 1on nén né thudng 13 muc tiéu chiém doat;
do vy, ngudi str dung tai khoan root phai can than, khong stir dung bira bii trén
qua telnet hay két ndi tir xa ma khong c6 cong cu két ndi an toan.

Trong Linux, chung ta c6 thé tao tai khoan c6 tén khac nhung c6 quyén cua
root, bang cach tao user c6 UserID bang 0. Can phan biét tai khoan dang dang
nhap sir dung 1a tai khoan root hay nguoi sir dung thudng thong qua dau nhic cua
shell.

bé thay dbi tai khoan dang nhap, sir dung 1&€nh su [tén tai khoan]
Vi du:

login: nsdl

Password:******

[nsd1@DanaVTC nsd1]$ su -

Password: ******

[root@DanaVTC /root]#
62



Trong vi du trén, dong thtr ba ([nsd1@DanaVTC nsd1]$) voi dau $ cho
thdy nguoi sir dung thuong (nsd1) dang két ndi; dong cudi cung voi dau # cho
théy dang thyc hién céc Iénh véi root.

1.2. User

Dé dang nhap va str dung hé thdng Linux can phai ¢6 1 tai khoan. Trir tai
khoan root, céac tai khoan khac do ngudi quan tri tao ra.

MBJi tai khoan ngudi dung cin co tén st dung (username) va mat khiu
(password) riéng. Cac thong tin vé tai khoan nguoi dung ctia hé théng chira trong
tap tin /etc/passwd.

1.2.1. Tap tin /etc/passwd

Tap tin /etc/passwd dugc luu dudi dang vin ban, n6 c6 vai trd rat quan
trong trong hé théng Unix/Linux. Moi nguoi déu c6 thé doc duoc tap tin nay
nhung chi ¢6 root méi c6 quyén thay d6i no.

Vi du sau cho théy ndi dung ctia mdt tap tin passwd:
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:
daemon:x:2:2:daemon:/sbin:
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:
news:x:9:13:news:/var/spool/news:
ftp:x:14:50:FTP User:/var/ftp:
nobody:x:99:99:Nobody:/:
nscd:x:28:28:NSCD Daemon:/:/bin/false
mailnull:x:47:47::/var/spool/mqueue:/dev/null
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/bin/false
xfs:x:43:43:X Font Server:/etc/X11/fs:/bin/false
nthung:x:525:526:nguyen tien hung:/home/nthung:/bin/bash
natan:x:526:527::/home/natan:/bin/bash

Trong d6, cac thong tin bao gdm:

- Dong dau tién cua tap tin /etc/passwd mo ta thong tin user root (tat ca
nhitng tai khoan c6 user ID = 0 déu 1a root hodc c¢6 quyén nhu root), tiép theo 1a
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cac tai khoan khac cua hé thong (day 1a cac tai khoan khong co that va khong thé
login vao hé thdng), cudi cung 13 cac tai khoan nguoi dung thudng.

- Cot 1: Tén nguoit st dung;

- Cot 2: Ma lién quan dén mat khau cua tai khoan va “x” d6i v&i Linux.
Linux luu mé nay trong mot tap tin khac /etc/shadow ma chi c6 root méi c6 quyén
doc;

- Cot 3, cOt 4: Ma dinh danh tai khoan (user ID) va ma dinh danh nhom
(group 1D);

- Cot 5: Tén day du ctia nguoi st dung;

- Cot 6: Thu muc cd nhan (Home Directory);

- Cot 7: Chuong trinh s& chay dau tién sau khi ngudi dung ding nhap vao
hé thong.

1.2.2. Username va UserlD

Dé quan 1y nguoi dung, Linux st dung tén nguoi ding (user name) va dinh
danh nguoi dung (user ID) dé dang nhap va truy xuit tai nguyén.

Trong d6, tén ngudi dung 1a chudi ky ti xac dinh duy nhit mot ngudi dung;
s6 dinh danh ngudi dung dung dé kiém soat hoat dong ctia ngudi dung. Theo qui
dinh, nguoi dung c6 dinh danh 0 13 nguoi ding quan tri (root); sé dinh danh tir 1-
99 sir dung cho cac tai khoan hé thong, sé dinh danh ctia ngudi dung binh thudng
str dung gia tri bat du tir 100-500.

1.2.3. Mt khdu ngwoi diing

MJi nguoi ding c6 mat khau twong tmg, mat khau cé thé duogc thay do6i tury
theo ngudi dung; tuy nhién, ngudi quan tri c6 thé thay d6i mat khau cua nhirng
nguoi dung khac.

Mat khau nguoi dung dugc luu trong tap tin /etc/passwd.

1.2.4. Group ID

Group ID (GID) dung dé dinh danh nhém ciia ngudi ding. Thong qua
Group ID ¢6 thé xac dinh nguoi dung d6 thudc nhém nao. Thong thudng, trén
Linux, GID dugc mac dinh tao ra khi tao mdt user va co6 gia tri >= 500.

1.2.5. Home directory

Khi login vao hé thong nguoi ding duoc dat lam viéc tai thu muc ¢4 nhan
ctia minh (home directory). Thong thuong mdi nguoi ding ¢ mot thu muc ca
nhan riéng va ngudi dung cé toan quyén trén d6. N6 dung dé chira dix liéu c4 nhan
va cac thong tin hé théng cho hoat dong cua ngudi ding nhu bién méi trudng,
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script khéi dong, profile khi sit dung X Window,... Home directory ctia nguoi
dung thuong 1a /home, cta root 1a /root. Tuy nhién, chiing ta ciing c6 thé dit vao
vi tri khac thong qua 1énh useradd hodc usermod.
2. Quan ly nguoi dung
Muc tiéu: Trinh bay cac thao tac quan tri nguoi dung thong qua tai khoan nguoi
dung.
2.1. Tao tai khoin nguoi dung
Pé tao tai khoan, root c6 thé sir dung 1énh useradd véi ¢t phap:
#useradd [-c md ta nguoi dung] [-d thu muc ca nhan] [-m]
[-g nhdm nguoi dung] [tén_tai khoan]
Trong do:
- Tham s6 —m si dung dé tao thu muc ca nhan néu nod chua ton tai.
- Chi c6 root duogc phép st dung Iénh nay.
Vi du: # useradd —c “Nguyen van B“ nvb
Pé dit mat khau cho tai khoan, dung 1énh passwd <username>.
Vi du: # passwd nvb

Changing password for user nvb

New password: ****

Retype new password: ****

passwd: all authentication tokens updated successfully

Luuy:
Khi dat password nén:
- Pat voi do dai toi thiéu 6 ky tu;
- Phéi hop gitra ky tu hoa, thuong, Ky sé va ky tu dic biét.
- Khdng nén dit password lién quan dén tén tudi, ngay sinh,... cla
minh va nguoi than.

Khi nhiéu ngudi ding c6 cing mot chirc ning va cung chia xé nhau di liéu,
nén nhém nhitng nguodi dung nay vao trong cung nhom. Mac dinh, khi tao mot tai
khoan, Linux s& tao cho mdi tai khoan mét nhom, tén nhom trung véi tén tai
khoan. Chang han, doc tap tin /etc/passwd ta thay:

nvb:x:1013:1013::/home/nvb:/bin/bash nghia la nguoi dung nvb co
user ID 1012 va thudc nhom 1013.
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Xem tap tin /etc/group ta thay:

# more /etc/group
root:x:0:root

nvb:x:1013:

Lac nay, c6 thé két nap tai khoan nvb vao nhom users bang cach thay sb
1013 bang 100, 1 group ID cuia nhom users.

C6 thé dung 1énh useradd —d dé xem cac thong s6 mac dinh khi ta tao tai
khoan nguoi dung (cdc thong tin nay dugc luu trong thu muc
[etc/default/useradd):

# useradd -d
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel

2.2. Thay ddi thong tin ciia tai khoan

Pé thay ddi thong tin cta tai khoan, c6 thé thay doi tir tip tin /etc/passwd hodc
dung Iénh usermod. Cu phdp 1€nh usermod:

#usermod [-c thong_tin nguoi dung] [-d thy muc ca nhan] [-m]
[-g nhom_ nguoi dung] [tén tai khoan]
Vi du: Cho tai khoan nvb vao nhom admin
#usermod —g admin nvb
2.3. Tam khoa tai khoian ngudi dung

Pé tam thoi khoa tai khoan trong hé thong ta c6 thé dung nhiéu cach:

Khoa (locking) Mo khoa (unlock)
passwd —| <username> passwd —u
usermod —L <username> usermod —U

C6 thé tam khoa tai khoan bang cach chinh sira tap tin /etc/shadow va thay
thé tir khoa x bang tir khoa * hodc ¢ thé gan /bin/false vao shell mic dinh cua
user trong file /etc/passwd.
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2.4. Huy tai khoan

Lénh userdel dung dé x6a mot tai khoan. Ngoai ra, ciing c6 thé x6a mot tai
khoan bang cach x6a di dong dit liéu tuong tng vai tai khoan d6 trong tap tin
letc/passwd. Cu phép:

#userdel <option> [username]

Vi du: x6a tai khoan nvb (dung tiiy chon —r dé x6a toan bd thong tin lién
quan toi user d6): #userdel —r nvb
3. Nhom ngudi dung
Muc tiéu: Khi nhiéu nguoi ding c6 ciing mét chire ning, ciing chia xé nhau diy
liéu, c¢6 chung quyén trén tai nguyén, thuwong dwoc nhém thanh mét nhom.

Trong Linux, mdi nhom duge xac dinh béi tén riéng va dinh danh nhom;
mot nhém cé thé ¢6 nhiéu ngudi dung va ngudi dung c6 thé 13 thanh vién cua
nhiéu nhém khac nhau. Tuy nhién tai mot thoi diém, mot nguoi dung chi c6 thé
13 thanh vién cta mot nhom duy nhat.

Thong tin vé nhom luu tai tip tin /etc/group. Mdi dong dinh nghia mot
nhom, cac trudng trén dong cich nhau boi dau :
<tén-nhom>:<password-ctia-nhém>:<dinh-danh-nhém:cac-user-thudc-nhom>
3.1. Tao nhom

Pé tao mdt nhom, co thé chinh stra truc tiép trong tap tin /etc/group hoac
dung 1énh groupadd.

Cu phéap: #groupadd [tén-nhom]

3.2. Thém nguoi dung vao nhom

Khi mudn thém nguoi dung vao nhom, cd thé sira tir tip tin /etc/group, cac

tén tai khoan ngudi ding cach nhau bang dau *;”, hodc c6 thé thém ngudi ding
vao nhoém bing 1énh:

#usermod —g [tén-nhom tén-tai-khoan]
3.3. Hily nhém

Pé hity nhom, co thé xda truc tiép nhom trong tap tin /etc/group, hodc dung
1énh: #groupdel [ tén-nhom]

3.4. Xem thong tin vé user va group
Cu phép: #id <option> <username>

Lénh cho phép xem thong tin vé tai khoan hay nhom trong hé thong.
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Trong d6, tham s6 -g cho phép xem thong tin vé nhom.
Vi du: xem groupID cua mét user vanphong: #id —g vanphong
Pé xem tén nhoém clia modt user nao d6, dung 1énh: groups <username>
Vi du: [root@server root]# groups root
root: root bin daemon sys adm disk wheel
Cau hoi
1. Trinh bay céc loai tai khoan trén Linux.
2. Cho biét y nghia cac thanh phan trén tap tin /etc/passwd.

Bai tap thwe hanh

1. Quan ly nguoi dung Linux trén giao dién text
- Xem thong tin chi tiét lién quan dén ngudi dung trong tap tin /etc/passwd.
- Xem thong tin chi tiét lién quan dén nhom ngudi dung trong tap tin /etc/group.
- Xem thong tin chi tiét vé mat khau trong tap tin /etc/shadow.
- Tao user va nhom:

Tao nhom hocvien gém cac user hvl, hv2, hv3 va dit mat khau cho cac
user vua tao

Tao nhom admin gém cac user adminl, admin2 dit mat khau cho céc user
vua tao

Thay d6i UID cua hai user adminl, admin2 1a 0
- Thay d6i thong tin md ta ctia ngudi dung

Thong tin mo ta hvl 1a hoc vién thi nhét, hv2 1a hoc vién thit 2, hv3 1a
hoc vién thir 3

Thong tin mo ta adminl 1a nguoi quan tri 1, admin2 14 ngudi quan tri 2
- Thay d6i mét khiu cho nhitng ngudi dung trén
- Khoa tai khoan nguoi dung hv3
- Thir ddng nhap bang tai khoan hv3
- Mo khoa tai khoan nguoi dung hv3
- Thir ddng nhéap bang tai khoan hv3
- Xoa tai khoan nguoi dung hv3
2. Quan Iy nguoi ding trén giao dién d6 hoa
- Tao nguoi dung va nhom:

- hocvien (tung, thuy, thanh)

- admin (adm1, adm2)

- user (ul, u2)
- Thay ddi cac thudc tinh lién quan dén nguoi dung

- Thay d6i nhom cuia ngudi ding

- G161 han tho1 gian st dung tai khoan

- Tam khoa tai khoan nguoi dung

- Gi6i han thoi han st dung mat khau
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BAI 6: CAU HINH MANG
M3 bai: MD 40-06

Muc tiéu:

- Nam duoc cach khai bao va thay d6i cau hinh mang cho may tinh;
- Truy cp va diéu khién may tinh tir xa;

- Thyc hi¢n céc thao tdc an toan vdi may tinh.

Noi dung chinh:

1. Cau hinh dia chi IP cho card mang

Muc tiéu: Trinh bay cac thao tac : Xem dia chi IP, cdu hinh dia chi IP, kiém tra
trang thdi cia tdt ca cdc card mang.

1.1. Xem dia chi IP
Lénh ifconfig cho phép xem thong tin dia chi IP cia PC.
Vi du: dé xem thong tin cAu hinh mang, dung 1énh ifconfig -a

# ifconfig —a
ethO Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D
inet addr:172.29.14.150 Bcast:172.29.14.159
Mask:255.255.255.224
inet6 addr: fe80::20c:29ff:fe6d:f03d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500
Metric:1
RX packets:6622 errors:0 dropped:0 overruns:0 frame:0
TX packets: 1425 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:793321 (774.7 Kb) TX bytes:240320 (234.6 Kb)
Interrupt:10 Base address:0x1080
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:76 errors:0 dropped:0 overruns:0 frame:0
TX packets:76 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:8974 (8.7 Kb) TX bytes:8974 (8.7 Kb)
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Trong do, ethO 1a tén ctia card mang trong, lo 1a tén ctia loopback interface.
1.2. Thay d6i dia chi IP

Trong bai 4 — muc 4, trinh tién ich cho phép thiét 1p cau hinh mang; ngoai
ra, c6 thé sir dung céc cach sau dé thay dbi dia chi IP:

Str dung lénh:

ifconfig <interfacename> <IPaddress> netmask <netmaskaddress> up
Vi du:

[root@bigboy tmp]# ifconfig eth0 10.0.0.1 netmask 255.255.255.0 up

Chu y: Sau khi dung 1énh nay, hé thong lwu trit tam thoi thong tin cdu hinh nay
trong by nhd va s€ bi mat khi hé théng reboot lai; dé thong tin nay co thé duoc
Itru giir lai sau khi reboot hé théng, phai thém 1énh trén vao tap tin /etc/rc.local.

Hoic: Thay d6i thong tin cau hinh mang truc tiép trong file
[etc/sysconfig/network-scripts/ifcfg-ethO

Gan dia chi IP tinh (tham khao file ifcfg-eth0)
#Advanced Micro Devices [AMD]|79¢970 [PCnet32LANCE]
DEVICE=eth0

BOOTPROTO=static
BROADCAST=172.29.14.159
HWADDR=00:0C:29:6D:F0:3D
IPADDR=172.29.14.150
NETMASK=255.255.255.224
NETWORK=172.29.14.128

ONBOOT=yes

TYPE=Ethernet

Gan dia chi IP dong (tham khao file ifcfg-eth0)
DEVICE=eth0

BOOTPROTO=dhcp

ONBOOT=yes

Sau d6 dung 1énh:
# ifdown ethO
# ifup ethO
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1.3. Tao nhiéu dia chi IP trén card mang

Phuong thuce tao nhiéu dia chi IP trén card mang dugc goi la IP alias. Alias
nay phai ¢ tén dang: parent-interface-name:X, trong d6 X 1a chi s6 ctia interface
thir cap (subinterface number).

Str dung mdt trong cac cach sau dé tao Alias IP:
Céch 1:

- Bué6c 1: Pam bao rang tén interface that phai ton tai, va kiém tra cac IP
Alias trong hé thong c6 ton tai hay khong.

- Budc 2: Tao Virtual interface dung 1€nh ifconfig:
# ifconfig ifcfg-eth0:0 192.168.1.99 netmask 255.255.255.0 up

Hodc tao mdt tén file /etc/sysconfig/network-scripts/ifcfg-eth0:0 tur file
Jetc/sysconfig/network-scripts/ifcfg-eth0; sau do, thay doi thong tin dia chi trong
file nay.

- Budc 3: Bat va tat alias interface thong qua 1énh ifconfig

# ifup eth0:0

# ifdown eth0:0

Hoac dung 1€nh /etc/init.d/network restart

- Budc 4: Kiém tra thong tin cdu hinh alias interface dung 1énh ifconfig:

# ifconfig

ethO Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D

inet addr:172.29.14.150 Bcast:172.29.14.159 Mask:255.255.255.224
inet6 addr: fe80::20c:29ff:fe6d:f03d/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:7137 errors:0 dropped:0 overruns:0 frame:0

TX packets:1641 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:848367 (828.4 Kb) TX bytes:265688 (259.4 Kb)
Interrupt:10 Base address:0x1080

eth0:0 Link encap:Ethernet HWaddr 00:0C:29:6D:F0:3D

inet addr:172.29.15.150 Bcast:172.29.15.159 Mask:255.255.255.224
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:7137 errors:0 dropped:0 overruns:0 frame:0

TX packets:1641 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000
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RX bytes:848367 (828.4 Kb) TX bytes:265688 (259.4 Kb)
Interrupt:10 Base address:0x1080

Cach 2:

- Tao tip tin parent-interface-name:X bang cach copy file
letc/sysconfig/network-scripts/ifcfg-ethO thanh file /etc/sysconfig/network-
scripts/ifcfg-eth0:X (trong d6 X 1a s6 thir tir cua subinterface).

- Thay d6i théng tin cdu hinh mang trong file ifcfg-eth0:X (céc théng tin in
dam 13 thong tin bat budc phai thay d6i)

DEVICE=¢eth0:0
ONBOOT=yes
BOOTPROTO=static
IPADDR=172.29.14.151
NETMASK=255.255.255.224
GATEWAY=172.29.129

1.4. Lénh netstat
Lénh netstat cho phép kiém tra trang thai cta tit ca cac card mang.
CU phéap: #netstat —in

Ngoai ra, c6 thé dung 1énh netstat -rn dé& xem bang routing table cta
router.

2. Truy cap tir xa
Muc tiéu: Trinh bay co ché hoat dong cua dich vu truy cap tir xa.

Khi cu hinh hé théng két ndi vao mang, may chi s& cung cap mét s6 dich
vu Internet. Thong thudng mdi dich vu Internet gan lién vdi mot daemon va thuc
hién trong ché d6 background. Nhitng daemon nay hoat dong bang cach lién két
dén mot cong ndo do va sau d6 doi nhitng yéu cau két ndi dugc goi dén tir chuong
trinh client. Khi mét két ndi xay ra nd s€ tao ra mot tién trinh con dam nhiém két
nbi nay va tiép tuc ling nghe nhitng yéu cau két ndi khac. Néu hé thong co qua
nhiéu daemon sé& lam tang xir Iy cia CPU. Pé khic phuc diéu ndy, Linux tao ra
mat super-server goi la Xinetd.

2.1. xinetd

M&i dich vu Internet déu gin lién voi mot cong chang han nhu: smtp — 25,
pop3 — 110, dns — 53... Viéc phan bd nay do mét t6 chirc qui dinh.

Xinetd 1a mot Internet server daemon. Xinetd quan 1y tap trung tat ca cac
dich vu Internet. Xinetd quan 1y mdi dich vu tuong tng vi mot cong (port).
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Xinetd “ling nghe” va khi nhan dugc mot yéu cau két ndi tir cac chuong trinh
client, nd s& dwa yéu cau dén dich vu twong tmg xtr 1y; sau d6, Xinetd tiép tuc
“lang nghe” nhiing yéu cau két ndi khac. Khi hé diéu hanh duoc khai dong, Xinetd
duoc khoi tao ngay 1Uc nay boi script /ete/re.d/init.d/xinetd. Khi Xinetd dugc khoi
tao, no s€ doc thong tin tur tip tin cAu hinh /etc/xinetd.conf va s& dan dén thu muc
Jetc/xinetd — noi luu tit ca nhitng dich vu ma Xinetd quan ly. Trong thu muc
/etc/xinetd, thong tin c4u hinh ctia mdi dich vu duge luu trong mot tap tin c6 tén
trung voi tén dich vu d6. No1 dung tap tin ctia dich vu telnet nhu sau:

service telnet

{
disable = yes
flags = REUSE
socket_type = stream
wait = no
user = root
server = /usr/shin/in.telnetd
log_on_failure += USERID

}

Nhitng thudc tinh trong tap tin bao gdm:

Tén Y nghia
Disable Tam dinh chi dich vu nay. C6 2 gia tri: yes, no

Socket_type | Loai socket. Trong truong hop nay la stream — mot loai
socket cho nhitng két ndi connection-oriented (chang han
nhu TCP)
Wait Thudng chi lién quan dén nhitng két ndi co loai socket 13
datagram. Gia tri cua né co thé la:

- nowait nghia 1 xinetd s& tiép tuc nhan va xir 1y
nhitng yéu cau khéc trong lc xir 1y két ndi nay

- wait nghia la tai mot thoi diém xinetd chi c6 thé xir
1y mot két ndi tai mot céng chi dinh
User Chi ra user chay dich vu ndy. Thong thuong la root
Server Chi ra dudng dan day du dén noi quan Iy dich vu

2.2. Tap tin /etc/services

Khi xinetd dugc khdi tao no s& truy cap dén tap tin /etc/services dé tim cong
tuong tng voi tung dich vu. NO1 dung ctia tap tin nay nhu sau:

echo 7/tcp

echo 7/udp



discard 9/tcp sink null

discard 9/udp sink null

systat 11/tcp users

systat 11/udp users

daytime 13/tcp

daytime 13/udp

gotd 17/tcp quote

gotd 17/tcp quote

msp 18/tcp# message send protocol
msp 18/udp# message send protocol
chargen 19/tcp ttytst source
chargen 19/udp ttytst source
ftp-data 20/tcp

ftp-data 20/udp

# 21 is registered to ftp, but also used by fsp
ftp 21/tcp

ftp 21/udp fsp fspd

ssh 22/tcp # SSH Remote Login Protocol
ssh 22/udp # SSH Remote Login Protocol
telnet 23/tcp

telnet 23/udp

# 24 - private mail system

smtp 25/tcp mail

smtp 25/udp mail

time 37/tcp timserver

time 37/udp timserver

rlp 39/tcp resource # resource location
rlp 39/udp resource # resource location
nameserver 42/tcp name # IEN 116
nameserver 42/udp name # IEN 116

Mbi dong trong tap tin mo ta cho mot dich vu, bao gém nhitng cot sau:

- Cot 1: tén cua dich vu;
- Cot 2: s cong va giao thirc ma dich vu nay hoat dong;
- Cot 3: danh sach nhiing tén goi khac ctua dich vu nay.
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2.3. Khéi dong xinetd

Sau khi chinh sta tip tin cdu hinh cua tung dich vu trong thu muc
Jetc/xinetd, ta thuc hién 1énh sau dé doc lai noi dung cua tap tin cAu hinh:

[letc/rc.d/init.d/xinetd restart
3. Dich vu Telnet

Muc tiéu: Trinh bay cdch cai dat, cau hinh va cac phwong dan bao mdt doi véi dich
vu truy cdp tur xa Telnet.

3.1. Khai ni¢m telnet

Vi mot 1y do ndo d6 nguoi ding khong thé ngdi tryc tiép trén may Linux
1am viéc. Dich vu telnet hd trg cho ngudi dung trong van dé lam viée tir xa; Nhung
dé dam bao tinh bao mat cho hé théng, mot diéu canh bao la ching ta khong nén
lam viéc tir xa bang telnet ma nén lam viéc truc tiép tai may Linux.
3.2. Cai dat

Thong thudng khi cai dit Linux, dich vu telnet dd dugc cai san. Néu chua
cai, cO thé cai telnet server tir packet bang dong 1énh sau:

rpm —i telnet-server-0.17-20.i386.rpm
3.3. Céu hinh

Cé6 nhiéu cach cau hinh telnet server, sau day 1a hai cach cau hinh co ban
nhat:

- Céach 1: Dya vao tdp tin cAu hinh, Khi cai dat xong trong thu muc
Jetc/xinetd.d s& xuat hién tap tin telnet. Tap tin ndy luu nhitng thong tin ciu hinh
vé dich vu telnet.

service telnet

{

disable = yes

flags = REUSE
socket_type = stream

wait = no

user = root

server =/usr/shin/in.telnetd
log_on_failure += USERID



Néu disable 12 no thi TELNET server dugc khoi dong, nguoc lai néu disable
1a yes thi TELNET server khong duoc khai dong. Sau khi chinh sta tap tin cau
hinh trén ta start, stop bang 1énh:

fetc/rc.d/init.d/xinetd restart
Hodc dung Iénh:

# service xinetd restart
- Cach 2: Cau hinh telnet Server bang dong 1énh: chkconfig telnet on
Kiém tra telnet thong qua 1énh:

#netstat-a|grep telnet
tcp 0 0 *:telnet d LISTEN

Kiém tra telnet c6 duoc dit nhu dich vu hé théng:

# chkconfig --list | grep telnet
telnet: on

Dung telnet server:
# chkconfig telnet off
3.4. Bao mat dich vu telnet
3.4. 1. Cho phép telnet server hoat dong trén tcp port khac

Vi telnet traffic khong duoc ma hoéa nén néu cho telnet server hoat dong
trén tcp port 23 thi khong duoc an toan. Do vay, co thé dat telnet server hoat dong
trén tep port khac 23. Bé 1am diéu nay ta thue hién cac bude sau:

- Budc 1: M6 tap tin /etc/services va thém dong

# Local services
stelnet T777ltcp # "secure" telnet

- Budc 2: Chép file telnet thanh file stelnet
# cp /etc/xinetd.d/telnet /etc/xinetd.d/stelnet
- Budc 3: Thay doi mot s thong tin trong file file /etc/xinetd.d/stelnet

service stelnet

{
flags = REUSE
socket_type = stream
wait =no
user = root
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server = Jusr/sbin/in.telnetd
log_on_failure += USERID
disable =no

port =7777

¥
- Budce 4: Kich hoat stelnet thong qua 1€énh chkconfig
# chkconfig stelnet on
- Budc 5: Kiém tra hoat dong stelnet théng qua 1énh netstat

# netstat -an | grep 777
tcp 0 00.0.0.0:7777  0.0.0.0:* LISTEN

Ta c6 thé logon vao stelnet Server thong qua Iénh:

# telnet 192.168.1.100 7777
3.4.2. Cho phép mét sé dia chi truy xudt telnet
Ta hiéu chinh mot sb thong s6 sau::

service telnet

{
flags = REUSE
socket_type =stream
wait =no
user = root
server = [usr/sbin/in.telnetd
log_on_failure += USERID
disable =no
only from  =192.168.1.100 127.0.0.1 192.168.1.200

}

4. SSH

Muc tiéu: Trinh bay cdch cai dat va sw dung dich vu truy cdp tw xa SSH voi
phwong thirc ma hoa dir liéu.

Chuong trinh telnet trong Linux cho phép nguoi dung dang nhap vao hé
thong Linux tir xa. Nhuoc diém cia chuong trinh ndy 1a tén ngudi dung va mat
khau goi qua mang khong duoc mi hoa. Do d6, dé bi nhitng ngudi khac nim giir
va s& 13 mdi nguy hiém cho hé théng.
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Phan mém Secure Remote Access 1a mot hd tro méi ctia Linux nham khéc
phuc nhuoc di€ém cua telnet. N6 cho phép dang nhap vao hé thong Linux tir xa va
mat khau s€ duoc ma hoa. Vi thé, SSH an toan hon nhi€u so voi telnet.

4.1. Cai dat SSH Server trén Server Linux
Dung 1énh rpm dé cai package openssh-server. *.rpm
rpm —ivh openssh-server.*.rpm

Tap tin cdu hinh /etc/ssh/sshd_config va /etc/ssh/ssh_config. Dé start hay
stop server dung Iénh sau:

[etc/init.d/sshd start/stop/restart
4.2. St dung SSH Client trén Linux

Trén client (Linux hodc Unix) dung 1énh ssh dé login vao server. Ct phap
cua lénh:

$ssh [tuy chon] [tén/IP_may] [tuy chon] [Iénh]
Vi du: $ssh [-] ] <tén_user> <ssh_address>
4.3. Quan trj hé théng Linux thong qua SSH client for Windows

SSH client for Windows duoc thiét ké dé cho phép ngudi dung cé thé st
dung/quan tri Unix/Linux tir hé diéu hanh Windows. C6 thé download phan
mém nay tir site: http://www.ssh.com/support/downloads/.

Phan mém nay ho trg cho ngudi dung cé thé 1am viée tir xa, cung cap dich

vu sftp.
3 17225.14.150- 150 ssnsecneshel T

| Hle Edt vew window Hep |

B aR s mar oo e &
‘ﬂ Quick Connect (] Profiles !

total 152 .‘_I
drwxr-x--- 8 root root 4096 Mar 30 17:35 .

drwxr-xr-x 23 root root 4096 Mar 30 15:17 ..

1 root root 1817 Mar 29 14:10 anaconda-ks.cfqg
1 root root 1622 Mar 30 17:15 .bash_history

1 root root 24 Jun 11 2000 .bash_logout

1 root root 234 Jul 6 2001 .bash profile

1 root root 176 Aug 24 1995 .bashrc

1 root root 210 Jun 11 2000 .cshre

1 root root 401 May 7 2004 .default contexts
4 root root 4096 Mar 29 14:06 Desktop

2 root root 4096 Mar 30 10:20 .gconf

2 root root 4096 Mar 30 10:21 .gconfd

2 root root 4096 Mar 29 13:26 .gnome

2 root root 4096 Mar 29 13:26 .gstreamer-0.8

1 root root 120 Apr 20 2004 .gtkrc

1 root root 60538 Mar 29 14:10 install.log

1 root root 6695 Mar 29 14:09 install.log.syslog
3 root root 4096 Mar 30 15:16 .mc

1 root root 196 Jul 11 2000 .tcshrc

1 root root 4990 Mar 30 17:35 .viminfo

1 root root 0 Mar 29 15:17 .Xauthority
~Iw-r--r-- 1 root root 1126 Aug 24 1995 .Xresources
[rootBnhon root]# I =
Connected to 172.29,14.150 SSH2 - aes128-cbc - hmac-mdS -none [80x24 | [ [

Man hinh “SSH Client for Windows”



Cau hoi
1. Trinh bay cic cach thay d6i dia chi IP (Iénh ifconfig, thay ddi tur file
letc/sysconfig/network-scripts/ifcfg-eth0).

2. Trinh bay cac c4ch tao nhiéu dija chi IP trén card mang (IP alias).

Bai tap thwe hanh

Bai 1: Cho hé thong theo hinh vé& sau:
P

NS
S
IP Address
10.10.10.10/8 10.1
Net: 10.0.0.0/8 B 4

1. Thay di tén may, sau d6 khai dong lai bang 1énh init 6
2. Xem dia chi mang

3. Xem trang thai két ndi vat 1y ciia NIC

4. bat dia chi mang va cap nhat

5. Dung Iénh ping va ifconfig dé kiém tra cAu hinh mang
6. Kiém tra cap da gin vao card mang hay chua.

Bai 2: Cho hé théng theo hinh v& sau:
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i ° 7

IP Address ethD: 10.10.10.10/8
IP Address eth0:0:(192.168.100.100/24

Net: 10.0.0.0/8
Net: 192.168.100.0/24

Thuc hién cac yéu cau sau:
1. Thém dia chi IP cho card mang eth(O véi:
- tén interface eth0:0
- IP address: 192.168.100.100
- netmask: 255.255.255.0
- Gateway: 192.168.100.1
- DNS: 192.168.100.1
2. Chi dinh default route cho hé théng
3. Xem bang dinh tuyén
4. Thong ké két ndi mang
Bai 3: Cho hé théng theo hinh v& sau:

% M5 hinh truy cép tr xa

TELNET terminal

Cai dat va cau hinh cac dich vu ho tro:

Linux server
TELNET
SSH

VNC

1. Cho phép moi nguoi két ndi tir xa vao may chu Linux qua telnet
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2. Cho phép moi ngudi két ndi tir xa vao may chi Linux qua ssh
3. Cho phép moi ngudi két ndi tir xa vao may chu Linux qua VNC
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