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CHUONG 1: TONG QUAN VE BAO MAT VA AN TOAN MANG
1. Cac khai niém chung

1.1.  Poi twong tin cong mang

La nhitng c& nhan hoic céc to chuc st dung céc kién thic mang va cac cong cu phé
hoai( phan mém hoic phan cing) dé do tim cac diém yéu, 156 hong bao mat trén hé thng,
thuc hién cac hoat dong xam nhap va chiém doat tai nguyén mang trai phép.

- Hacker: La nhitng ké x&m nhap vao mang trai phép bang cach sir dung cac cong
cu pha mat khau hoic khai thac cac diém yéu ciia cac thanh phan truy nhap trén hé thong

- Masquerader: La nhiing ké gia mao théng tin trén mang. Mot sé hinh thuc gia
mao nhu gia mao dia chi IP, tén miém, dinh danh ngudi ding. ..

- Eavesdropping: La nhitng d6i twong nghe trom thong tin tré mang, sir dung cac
cdng cu sniffer; sau d6 dung cac céng cu phan tich va debug dé lay duogc cac thong tin c6
gia tri . Nhimng ddi twong tan cdng mang c6 thé nham nhiéu muc dich khac nhau: nhu an
cip nhitng thdng tin cé gia tri vé kinh té, pha hoai hé théng mang c6 chu dich, hoic ciing
c6 thé chi 1a hanh dong vo y thirc, thir nghiém cac chuong trinh khong kiém tra can than

1.2.  Cac 16 hong bao mat

Céc 15 hong bao mat 1a nhitng diém yéu kém trén hé thdng hodc an chta trong mot
dich vu ma dira vao d6 ké tan cong cé thé xam nhap trai phép dé thuc hién cac hanh dong
pha hoai hoic chiém doat tai nguyén bat hop phép.

Nguyén nhan gay ra nhiing 15 hong la khac nhau. C6 nhitng 16 héng chi anh hudng
ti chat luong dich vu cung cap, c6 nhirng 15 héng anh huéng nghiém trong téi toan bo
hé théng. ..

2. Nhu cau bao vé thong tin
2.1.  Nguyén nhan

Tai nguyén dau tén ma chung ta néi dén chinh 1a dit liéu. B4i véi dit liéu , ching ta
can quan tam nhing yéu t6 sau:

2.2. Baové dir liéu

Nhiing thong tin lwu trit trén hé thong may tinh can duogc bao vé do cac yéu cau
sau:



- Bao mat: nhitng thong tin c6 gia tri vé kinh té, quan sy, chinh sach vv... can dugc
bao vé€ va khong 10 thong tin ra bén ngoai.
- Tinh toan ven: Thong tin khong bi mat mat hozc stra d6i, danh trio.
- Tinh kip thoi: Yéu cdu truy nhap thong tin vao dung thoi diém can thiét.
Trong cac yéu ciu nay, thong thuong yéu cau vé bao mat duoc coi 1a yéu cau sb
1 d6i vé6i thong tin luu triv trén mang. Tuy nhién, ngay ca khi nhitng thong tin nay
khong duoc giir bi mat, thi nhitng yéu ciu vé tinh toan ven ciing rat quan trong, Khong
mot ca nhan, mot t6 chirc ndo lang phi tai nguyén vat chit va thoi gian dé luu trix
nhimg thong tin ma khong biét vé tinh dung din cta nhitng thong tin do.

2.3. Bao vé tai nguyén sir dung trén mang

Trén thyc té, trong cac cudc tan cong trén Internet, ké tan cong, sau khi da lam chu
duoc hé thong bén trong, co6 thé sir dung cac may nay dé€ phuc vu cho myc dich cia minh
nhu chay cac chuong trinh do mat khau nguoi sir dung, st dung cac lién két mang san co

dé tiép tuc tAn cong cac hé thong khac.

2.4. Bao vé danh tiéng co quan

Mot phan 16n cic cude tin cong khong duoc thong bao rdng rdi, va mot trong
nhirmg nguyén nhan 1a ndi lo bi mat uy tin cta co quan, dic biét 1a cac cong ty 1on va cac
co quan quan trong trong bd may nha nudc. Trong trudng hop ngudi quan tri hé théng
chi dugc biét dén sau khi chinh hé thdng cua minh dugc dung 1am ban dap dé tin cong

cac hé thdng khac, thi ton that vé uy tin 13 rit 1on va c6 thé dé lai hau qua lau dai.



CHUONG 2: MA HOA THONG TIN

1. Can ban vé ma hoa (Cryptography)
Khi bat dau tim hiéu vé ma hoa, chung ta thuong dat ra nhiing cau hoi chang han
nhu 1a: Tai sao can phai sir dung ma hoa ? Tai sao lai c6 qua nhiéu thuat toan ma hoa
e Tgisao can phdi si# dung ma hoa
Thuat toan Cryptography dé cap téi nghanh khoa hoc nghién cttu vé ma hoé va giai
ma théng tin. Cu thé hon 13 nghién ctu cac cach thic chuyén ddi théng tin tir dang rd
(clear text) sang dang mo (cipher text) va nguoc lai. Pay 1a mot phuong phap hd tro rat
t6t cho trong viéc chéng lai nhiing truy cap bat hop phap t6i dit liéu duoc truyén di trén
mang, 4p dung ma hoé sé& khién cho noi dung thdng tin duoc truyén di dudi dang mo va
khéng thé doc dugc d6i véi bat ky ai ¢b tinh muén lay thong tin d6
e Nhu cdu si# dung kj thudt ma hoa
Khéng phai ai hay bat ky ang dung nao ciing phai st dung ma hoa. Nhu cau veé str
dung ma hod xuat hién khi cac bén tham gia trao doi théng tin muén bao vé cac tai liéu
quan trong hay gui chung di mot cach an toan. Céc tai liéu quan trong c6 thé 1a: tai liéu
quan sy, tai chinh, kinh doanh hodc don gian la mot thong tin nao dé6 mang tinh riéng tu.
Nhu ching ta d3 biét, Internet hinh thanh va phat trién tir yéu cau cua chinh phu
M¥ nham phuc vu cho muc dich quan su. Khi chung ta tham gia trao d6i thong tin, thi
Internet 13 méi trudng khong an toan, day rai ro va nguy hiém, khong cé gi dam bao rang
thdng tin ma chdng ta truyén di khong bi doc trom trén duong truyén. Do d6, mi hoa
dugc &p dung nhu mot bién phap nhim gilp ching ta tu bao vé chinh minh ciing nhu
nhitng théng tin ma chdng ta gui di. Bén canh d6, ma hoa con c6 nhiing ing dung khac
nhu 1a bao dam tinh toan ven cua dix liéu.
Tai sao lai ¢6 qua nhiéu thuat toan ma hoa
Theo mot s6 tai liéu thi trudc day tinh an toan, bi mat caa mot thuat toan phu
thudc vao phuong thirc 1am viéc cua thuat toan d6. Néu nhu tinh an toan ctia mot thuat
toan chi dua vao sy bi mat cua thuat toan dé thi thuat toan do 1a mot thuat toan han ché
(Restricted Algrorithm). Restricted Algrorithm cé tam quan trong trong lich st nhung
khdng con phu hop trong thoi dai ngay nay. Gio day, no khong con dugc moi nguoi St
dung do mit han ché caa nd: mdi khi mét user roi khoi mot nhoém thi toan bd nhom do
phai chuyén sang sir dung thuat toan khac hoic néu ngudi dé nguoi trong nhom do tiét 16
thong tin vé thuat toan hay co6 ké phat hién ra tinh bi mat cua thuét toan thi coi nhu thuét



toan d6 da bi pha v§, tat ca nhitng user con lai trong nhém budc phai thay doi lai thuat
toan dan dén mat thoi gian va cong suc.

Hé théng ma hoa hién nay da giai quyét van dé trén thong qua khoa (Key) la
mot yéu td c6 lién quan nhung tach roi ra khoi thuat toan ma hoa. Do céc thuat toan hau
nhu duoc cong khai cho nén tinh an toan cia ma hoa gio day phu thudc vao khoa. Khoa
nay co thé 12 bat ki mot gia tri chir hodc sé ndo. Pham vi khéng gian cac gié tri c6 thé c6
cua khoa duoc goi 1a Keyspace . Hai qué trinh ma hoa va giai ma déu dung dén khoa.
Hién nay, nguoi ta phan loai thuat toan dya trén sb luong va dic tinh caa khoa duoc sir
dung.

N6i dén ma hod tic 13 néi dén viéc che dau théng tin bang cach sir dung thuat
toan. Che diu ¢ day khong phai 1a 1am cho théng tin bién mat ma Ia cach thac chuyén tir
dang t6 sang dang mo. Mot thuat toan 1a moét tap hop cua cic cau Iénh ma theo do
chuong trinh s& biét phai 1am thé nao dé xé&o tron hay phuc hoi lai dix liéu. Chang han mot
thuat toan rat don gian ma hoa thong diép can giri di nhu sau:

Budc 1: Thay thé toan bo chit céi “e” thanh s6 “3”
Budc 2: Thay thé toan bo chit ci “a” thanh sé “4”
Budc 3: Ddo nguoc thong di¢p

Trén ddy la mét vi du rdt don gian md phéng cach lam viéc cia mét thudt toan ma hoa.
Sau ddy la cdc thudt ngir co ban nhat gidp ching ta ndm dwoc cac khai niém:

PlainText

CipherText ‘i 5 PlainText
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Encryption Decryption
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Sender

Sender/Receiver: Nguoi gui/Nguoi nhan dir ligu
- Plaintext (Cleartext): Thong tin trudc khi duoc ma hoa. Pay 1a dir liéu ban dau &
dang rd
- Ciphertext: Théng tin, dir li¢u da dugc mé hoa ¢ dang mo
- Key: Thanh phan quan trong trong viéc ma hoé va giai ma



- CryptoGraphic Algorithm: La cac thuat toan dugc sir dung trong viéc ma hoa hoic
giai ma thong tin

- CryptoSystem: Hé théng ma hoad bao gdm thuat todn ma hoa, khoa, Plaintext,
Ciphertext

Ki hiéu chung: P 1 thong tin ban dau, trudc khi ma hod. E() 1a thuat toan ma hoa.
D() la thuat toan giai ma. C la thdng tin ma hoa. K la khoa
e Qué trinh ma hod va giai ma nhw sau:

- Qua trinh ma ho4 dwgc mé ta bang cong thic: EK(P)=C

- Qua trinh giai ma duoc md ta bang cong thic: DK(C)=P

Bén canh viéc 1am thé nao dé che ddu noi dung thong tin thi ma hoa phai dam bao
cac muc tiéu sau:
a. Confidentiality (Tinh bi mat): Pam bao dir liéu duoc truyén di mot cach an toan va
khéng thé bi 16 thdng tin néu nhu ¢6 ai d6 ¢b tinh mudn c6 duoc ndi dung cua dit lidu goc
ban dau. Chi nhitng ngudi dugc phép méi ¢ kha ning doc duoc ndi dung thdng tin ban
dau.
b. Authentication (Tinh xac thuc): Gitp cho ngudi nhan dit liéu xac dinh duoc chic chin
dir liéu ma ho nhan 1a dir liéu gbc ban dau. Ké gia mao khdng thé c6 kha ning dé gia
dang mot ngudi khac hay néi cach khac khong thé mao danh dé gui dir liéu. Ngudi nhan
c6 kha ning kiém tra ngudn goc théng tin ma ho nhan duoc.
c. Integrity (Tinh toan ven): Giup cho ngudi nhan dir liéu kiém tra dugc rang dir liéu
khéng bj thay di trong qué trinh truyén di. Ké gia mao khong thé c6 kha ning thay thé
dir liéu ban dau bang di liéu gia mao
d. Non-repudation (Tinh khong thé chéi bo): Ngudi giri hay ngudi nhan khong thé chéi
bo sau khi da giri hoac nhan thong tin.

2. D¢ an toan cuaa thuat toan

Nguyén tic dau tién trong ma hoa 1a “Thuat toan nao ciing c6 thé bi pha v&”. Cac
thuat toan khac nhau cung cap mic d6 an toan khac nhau, phu thudc vao do phuc tap dé
pha v& ching. Tai mot thoi diém, do an toan caa mot thuat toan phu thuoc:

- Néu chi phi hay phi ton can thiét dé pha v& mot thuat toan 16n hon gia tri coa
thong tin dd ma hoa thuat toan thi thuat toan do tam thoi dugc coi la an toan.



- Néu thoi gian can thiét dung dé pha v mot thuat toan 1a qua 1au thi thuat toan do
tam thoi duoc coi la an toan.

- Néu lugng dir liéu can thiét dé pha v& mot thuat toan qua lon so vé6i lugng di lidu
da duoc ma hoa thi thuat toan dé tam thoi duoc coi la an toan

T tam thoi ¢ day c6 nghia 1a d6 an toan cua thuat toan dé chi dtng trong mot thoi
diém nhat dinh nao d6, luén ludn c6 kha ning cho phép nhimg ngudi pha ma tim ra cach
dé pha v thuat toan. Diéu nay chi phu thudc vao thai gian, cong stc, long dam mé ciing
nhu tinh kién tri bén bi. Cang ngay tdc do xur Iy cia CPU cang cao, téc do tinh toan cua
may tinh ngay cang nhanh, cho nén khéng ai dam khang dinh chic chian mot diéu rang
thuat todn ma minh xay dyng s& an toan mai mai. Trong linh vyc mang may tinh va
truyén théng ludn ludn ton tai hai phe ddi 1ap véi nhau nhitg ngudi chuyén di tan cong,
khai thac 15 hong cua hé théng va nhitng ngudi chuyén phong tha, xay dung cac qui trinh
bao vé hé théng. Cudc chién gitta hai bén chang khac gi mot cudc choi trén ban cd, ting
budc di, nudc budc s& quyét dinh sb phan ciaa méi bén. Trong cudc chién nay, ai gioi hon
s& danh duoc phan thing. Trong thé gidi ma hoa ciing vay, tat ca phu thudc vao trinh do
va thoi gian...s& khong ai c6 thé noi trude duge diéu gi. Do 1a diém tha vi cua trd choi.

3. Phan loai cac thuat toan ma hoéa

C6 rat nhiéu cac thuat toan ma hoa khac nhau. Tir nhirng thuat toan duoc cdng khai
dé moi ngudi cung st dung va &p dung nhu 1a mét chuan chung cho viéc ma hoa di liéu;
dén nhitng thuat toan ma hod khong dugc cong bd. C6 thé phan loai cac thuat todn ma
hoa nhu sau:

Phan loai theo cdc phuwong phap:

- M4 hoé c6 dién (Classical cryptography)

- M3 ho4 d6i xting (Symetric cryptography)

- M4 hod bat d6i xiing(Asymetric cryptography)

- Ham bam (Hash function)

Phan loai theo sé lugng khoa:

- Mé hoa khoa bi mat (Private-key Cryptography)

- M& hoa khoa cong khai (Public-key Cryptography)

3.1. M& hoé co dién:



Xuat hién trong lich sir, cac phuong phap nay khéng dung khoa. Thuat toan don
gian va dé hiéu. Nhitng tir chinh cac phuong phap ma hoa nay di giup chung ta tiép can
VGi cac thuat toan ma hoa ddi xtmg dwoc str dung ngay nay. Trong ma hoa co dién c6 02
phuong phap ndi bat d6 1a:

- M4 hoé thay thé (Substitution Cipher):

La phuong phap ma tirng ki tu (hay tirng nhom ki ty) trong ban rd (Plaintext) dugc
thay thé bang mét ki tu (hay mot nhom ki tu) khac dé tao ra ban mo (Ciphertext). Bén
nhan chi can dao nguoc trinh ty thay thé trén Ciphertext dé c6 dugc Plaintext ban dau.

Cic h¢ mt ma co dién- H¢ ma héa thay thé(Substitution Cipher)
Chon mot hoén vi p: 226 - Z26 lam khoa.

VD:

Ma hoa

ep(a)=X
alblec|d|le|flg|h|ililk|l]|m
X|N|Y|A|H|P|O|G|Z|Q|W|B|T
n|0|p q rls‘t|u|v|w|x|y z
SIFIL|R|C|V|M|U|E[K|J|D]|T

Giai ma

dp(A)=d

A|B|C|D|E|F|G|H|I|J|K|L|M
d 1 h ¢

N|O|P|Q|R|S|T|U|V|W|X|Y|Z
b {g|f j|q|n|m k |

Bang 10 “nguyenthanhnhut”
Ma hoa “SOUDHSMGXSGSGUM”
- M@ hoé hoan v;i (Transposition Cipher):

Bén canh phuong phap mi hoa thay thé thi trong ma hoa c6 dién c6 mot phuong
phap khac nira ciing ndi tiéng khong kém, d6 chinh 1a ma hoa hoan vi. Néu nhu trong
phuong phap ma ho4 thay thé, cac ki tu trong Plaintext dugc thay thé hoan toan bang cac

8



ki tu trong Ciphertext, thi trong phuong phap ma hoa hoan vi, cac ki ty trong Plaintext
van dugc gitr nguyén, ching chi duoc sap xép lai vi tri dé tao ra Ciphertext. Ttc 1a cac ki
tu trong Plaintext hoan toan khong bi thay ddi bang ki tu khac.

M@ hoan vj - Permutation Cipher
Chuyén d6i vi tri ban than cac chit cai trong vin ban goc tirng khéi m chit cai.
Ma hoé:
en(xl, ..., xm) = (xn(1), ..., xmm)).
Giai ma:
dr(yl, ..., ym) = (yx’(1), ..., yw’(m)).
Trong do, w: Z26 =226 la mot hoédn vi, = :==x-1 la nghich dao cua .

Hoéan vi

5|6
6]4]2°
5] 6
214

“shesellsseashellsbytheseashore”.

shesel | Isseas | hellsb | ythese | ashore

EESLSH | SALSES | LSHBLE | HSYEET | HRAEOS

“EESLSHSALSESLSHBLEHSYEETHRAEOS”.
3.2. M4 héa dbi xirng

O phan trén, ching ta da tim hiéu vé ma hoé co dién, trong d6 ¢ noi rang ma hoa
co dién khong ding khoa. Nhung trén thuc néu chdng ta phan tich mot cach tong quat,
chiing ta s& thiy dugc nhu sau:

- M4 hoa c6 dién c6 sir dung khoa. Bang ching 1a trong phuong phap Ceaser Cipher thi
khoa chinh la phép dich ky tu, ma cu thé 1a phép dich 3 ky ty. Trong phuong phap ma
hoa hoan vi thi khda nam & s6 hang hay so cot ma chung ta qui dinh. Khoa nay c6 thé
dugc thay d6i tuy theo muc dich ma hoa cua ching ta, nhung né phai nam trong mot

pham vi cho phép nao do.



- Pé dung dugc ma hod co dién thi bén ma hoa va bén giai ma phai théng nhét voi
nhau vé co ché mi hoa ciing nhu giai ma. Néu nhu khong c6 cong viéc nay thi hai bén s&
khong thé 1am viéc duoc véi nhau.

M3 hod dbi xting con c6 mot sb tén goi khac nhu Secret Key Cryptography (hay Private
Key Cryptography), sir dung cung mot khoda cho ca hai qua trinh ma hoa va giai ma.
Qua trinh thuc hién nhu sau:

Trong hé thong ma hoa ddi xang, truéc khi truyén dir liéu, 2 bén giri va nhan phai
thoa thuan vé khoa ding chung cho qua trinh m4 hoé va giai ma. Sau dé, bén gui s& ma
hoa ban rd (Plaintext) bang cach st dung khoa bi mat nay va guri théng diép da ma hoa
cho bén nhan. Bén nhan sau khi nhan dugc théng diép da ma hoa sé st dung chinh khoa
bi mat ma hai bén thoa thuan dé giai ma va lay lai ban ro (Plaintext).

L & 3
g» Plaintext G corerex ) P a

Sender Encrypt Decrypt Recipient

Same key is used to encrypt
and decrypt message
7/

)

Shared Secret Key
Hinh ma hoa d6i xing

Hinh v& trén chinh 1a qué trinh tién hanh trao d6i thong tin gitta bén gui va bén nhan
thong qua viéc sir dung phuong phap ma hoa ddi xang. Trong qua trinh ndy, thi thanh
phan quan trong nhat can phai duogc gitr bi mat chinh 13 khod. Viéc trao ddi, thoa thuan vé
thuat toan duoc sir dung trong viéc ma hoé c6 thé tién hanh mot cach cong khai, nhung
budc thoa thuan vé khoa trong viéc ma hod va giai ma phai tién hanh bi mat. Chung ta c6
thé thay rang thuat toan ma hoa dbi xing sé rat cé lgi khi duoc ap dung trong cac co quan
hay t6 chirc don 1é. Nhung néu can phai trao d6i thdng tin vai mot bén thir ba thi viéc
dam bao tinh bi mat caa khoa phai dugc dat 1én hang dau.
M3 hoa ddi xung c6 thé duoc phan thanh 02 loai:

- Loai thér nhat tac dong trén ban rd theo ting nhom bits. Ting nhdm bits nay
duoc goi véi mot céi tén khac 1a khdi (Block) va thuat toan duoc ap dung goi 1a Block
Cipher. Theo d6, ting khéi di liéu trong vin ban ban dau duoc thay thé bang mot khoi
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dir liéu khac c6 cung do dai. DSi véi cac thuat toan ngay nay thi kich thudc chung cua
mot Block la 64 bits.

- Loai thir hai tac dong Ién ban r6 theo tirng bit mot. Cac thuat todn ap dung dugc
goi la Stream Cipher. Theo do, dir liéu ctia vian ban duoc ma hoa tirng bit mot. Cac thuat
to4n ma hod dong nay c6 téc do nhanh hon cac thuat todn ma hoa khdi va né thuong
dugc 4p dung khi lwong dir lieu cin md hoa chwa biét truéc.
Mot sé thuat toan noi tiéng trong ma hoa ddi xting la: DES, Triple DES(3DES), RC4,
AES...

+ DES: viét tat cua Data Encryption Standard. V&i DES, ban 16 (Plaintext) duoc ma
hod theo tirng khéi 64 bits va sir dung mot kho4 13 64 bits, nhung thuc té thi chi ¢6 56 bits
12 thuc sy duoc dung dé tao khod, 8 bits con lai dung dé kiém tra tinh chin, l¢. DES la
mét thuat toan duoc st dung rong réi nhat trén thé gigi. Hién tai DES khong con duoc
danh gia cao do kich thudc cua khoa qua nho 56 bits, va dé dang bi pha va.

+ Triple DES (3DES): 3DES cai thién d6 manh cua DES bang viéc st dung mot
qua trinh ma hod va giai ma sir dung 3 khod. Khéi 64-bits ciia ban rd dau tién s& duoc ma
hod sir dung khoa thir nhat. Sau d6, dit liéu bi md hoa dwoc giai ma bang viéc str dung
mot khoa thir hai. Cudi cing, st dung khod tht ba va két qua cua qué trinh ma hoa trén
dé ma hoa.

C = EK3(DK2(EK1(P)))

P = DK1(EK2(DK3(C)))

+ AES: Viét tit cia Advanced Encryption Standard, dugc st dung dé thay thé cho
DES. N6 hd trg do dai caa khod tir 128 bits cho dén 256 bits.

3.3. M4 hoa bat ddi xieng

Hay con duogc goi véi mot cai tén khac la ma hoa khoa cong khai (Public Key
Cryptography), né dugc thiét ké sao cho khoa st dung trong qua trinh ma hoa khac biét
v6i khoa duoc sir dung trong qua trinh giai ma. Hon thé nita, khoa sir dung trong qué
trinh giai ma khong thé duoc tinh toan hay luan ra duoc tir khoa duoc dung dé ma hoa va
nguoc lai, tic 1a hai khoa nay c6 quan hé véi nhau vé mat toan hoc nhung khong thé suy
dién dugc ra nhau. Thuat toan nay duoc goi 1a ma hoa cong khai vi khoa dung cho viéc
ma hoa dugc cong khai cho tat ca moi ngudi. Mot ngudi bat ky co thé dung khoa nay dé
ma hod dit liéu nhung chi duy nhat nguoi ma c6 khoa giai ma twong tng méi ¢ thé doc
duoc dit liéu ma thoi. Do d6 trong thuat toan nay co 2 loai khoa: Khoa dé mé hod dugc
goi 1a Public Key, khoa dé giai ma duoc goi la Private Key.
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M3 hoa khoa cong khai ra doi dé giai quyét van dé vé quan Iy va phan phdi khoa cua cac
phuong phap ma hoa d6i xtng. Hinh minh hoa ¢ trén cho ching ta thiy dwoc qué trinh
truyén tin an toan dwa vao hé thbng ma hoa khoa cong khai. Qua trinh truyén va su dung

ma hoa khoa cong khai dugc thyc hién nhu sau:

o Q.
@ g _comin | e _ramen 7]

Encrypt Decrypt Recipient

I

Different keys are used to
encrypt and decrypt message

|

Recipient's Recipient’s
Public Private
Key Key

Hinh ma hoa bat ddi xang

- Bén giri yéu cau cung cap hoic tu tim khoa cong khai cua bén nhan trén mot
server chiu trach nhiém quan ly khoa.

- Sau d6 hai bén thdng nhat thuat toan dung dé ma hoa dit liéu, bén gui st dung
khoa cong khai cua bén nhin cuing véi thuat toan da thong nhat dé ma hoa thong tin duoc
guri di.

- Khi nhin duoc thong tin di mi hod, bén nhan sir dung khoa bi mat cua minh dé
giai ma va lay ra thong tin ban dau.

Vay la vai su ra doi ciia Ma hoa cong khai thi khoa dugc quan ly mot cach linh hoat
va hiéu qua hon. Nguoi st dung chi can bao vé Private key. Tuy nhién nhuoc diém cua
M4 hoa khod cong khai nim ¢ toc d6 thuc hién, né cham hon rat nhiéu so véi mé hoa dbi
xtng. Do d6, nguoi ta thuong két hop hai hé thong ma hoa khoa ddi xtiing va cong khai
lai v&i nhau va duoc goi 1a Hybrid Cryptosystems. Mot sb thuat toan ma hoé cong khai
noi tiéng: Diffle-Hellman, RSA,. ..

3.4. Héthéng ma hoa khoa lai (Hybrid Cryptosystems):

Trén thuc té hé thong ma hoa khoa cong khai chua thé thay thé hé théng ma hoa
kho& bi mat duoc, né it dugc sir dung dé ma hoa dir liéu ma thuong dung dé ma hoa
khoa. Hé thong ma ho4 kho lai ra doi 1 su két hop gitra toc d6 va tinh an toan cua hai hé
thong ma hod & trén. Dudi day 1a mo hinh cta hé théng ma hoa lai:
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Nhin vao mé hinh chung ta ¢ thé hinh dung duoc hoat dong cua hé théng ma hoa
nay nhu sau:

- Bén gui tao ra mot khoa bi mat ding dé ma hoa dit liéu. Khoa nay con duoc goi 1a
Session Key.

- Sau d6, Session Key nay lai duoc ma hoa bang khoa cong khai cta bén nhan di
liéu.

- Tiép theo dix liéu ma& hoa cung voi Session Key da ma hoa duoc gui di t6i bén
nhan.

- Ldc nay bén nhin dung khoa riéng dé giai ma Session Key va c6 dugc Session
Key ban dau.

- DUng Session Key sau khi giai ma dé giai ma dir liéu.

Nhu vay, hé thbng mi hoa khoa lai di tan dung tét duoc cac diém manh cua hai hé
théng ma hoa & trén do6 1a: téc do va tinh an toan. Biéu nay s& 1am han ché bét kha ning
giai ma cua tin tac.

* Mgt sé i#ng dung ciia ma hoa trong Security

Mot s tng dung cia ma hod trong doi song hang ngay néi chung va trong linh
vuc bao mat noi riéng.
bo la:

- Securing Email - Bao mat hé thong mail

- Authentication System — Hé thong xac thuc

- Secure E-commerce — Bao mat trong thuong mai dién tr

- Virtual Private Network — Mang riéng ao

- Wireless Encryption — M4 héa hé théng Wireless
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CHUONG 3: NAT

1. Giéithigu

Luc dau, khi NAT duoc phat minh ra n6 chi dé giai quyét cho van dé thiéu IP. Vao
lac Ay khong ai nghi rang NAT c6 nhiéu hitu ich va c6 1& nhiéu ung dung trong nhiing
van dé khac ciia NAT van chua dugc tim thay.

Trong ngit canh d6 nhiéu ngudi da cd ging tim hiéu vai trd cia NAT va loi ich
cua nd trong tuong lai. Khi ma IPv6 dugc hién thyc thi n6 khong chi giai quyét cho van
dé thiéu IP. Qua nhiéu cudc thir nghiém ho da chi ra rang viéc chuyen hoan toan qua IPv6
thi khong c6 van dé gi va mau le nhung dé giai quyét nhitng van dé lién qua giita IPv6 va
IPv4 14 kho khin. Boi vy co kha nang IPv4 s& 1a giao thirc chii yéu cho Internet va
Intranet ... 1au dai hon nhimg gi ho mong muén.

Truoe khi giai thich vai tro cia NAT ngay nay va trong tuong lai, nhiing nguoi
nay mudn chi ra sy khéac nhau vé pham vi cua NAT duoc su dung vao ngay do. Sy giai
thich s& dua ra mot cai nhin téng quan va ho khong khuyén rang lam thé nao va nén dung
loai NAT‘ nao. Sau day chi 1a gidi thi€u va phan loai cac NAT phan chi tiét s& duoc thao
luan va dé cap trong chuong sau khi hi¢n thuc NAT 1a mot layd out.

Phan trinh bay dwoc chia lam 2 phan :

- Phan dau dwoc dat tén 1a CLASSIC NAT no 1a cac ky thuat NAT vao nhiing thoi ky so
khai (dau nhirng nim 90) duoc trinh bay chi tiét trong RFC 1931. Ung dung cta no6 chu
yéu  giai quyét cho bai toan thicu IP trén Internet.
- Phan hai trinh bay nhiing k¥ thuat NAT dugc tim ra gan day va ung dung trong nhiéu
muc dich khac.

2. Céc ky thuat NAT cé dién

‘ N6i v& NAT chung ta phai biét ring c6 2 cach 1a tinh va dong. Trong trudng hop
dau thi sy phan chia IP la rd rang con truong hop sau thi ngugce lai. Vi NAT tinh thi mot
IP nguén luén duge chuyén thanh chi mot IP dich ma thdi trong bat ky thoi gian nao.
Trong khi d6 NAT dong thi IP nay Ia thay doi trong céc thoi gian va trong cac két ndi
khac nhau.

Trong phan nay chung ta dinh nghia :

m: s0 IP can dugc chuyén d6i (IP ngudn)

n: s6 IP sdn c6 cho viéc chuyén doi (IP NATSs hay goi 14 IP dich)

* NAT tinh

Yéu caum, n>=1; m=n (m, n 1 s6 tu nhién)

Véi co ché IP tinh chung ta c6 thé chuyén ddi cting mot s6 lugng cac IP ngudn va
dich. Truong hop dac biét la khi ca 2 chi chira duy nhat mét IP vi du netmask la
255.255.255.255. Cach thtrc hién thuyc NAT tinh thi dé dang vi toan bd co ché dich dia
chi dugc thuc hién boi mdt cong thirc don gian:
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Pia chi dich = Pia chi mang méi OR ( dia chi nguén AND ( NOT netmask))
Khong c6 thong tin vé trang thai két ndi. N6 chi can tim cac IP dich thich hop 1a du. Cac
két ndi tir bén ngoai hé thdng vao bén trong hé thdng thi chi khac nhau vé IP vi thé co ché
NAT tinh thi hau nhu hoan toan trong sudt.

Vi du mét rule cho NAT tinh:

Dich toan b IP trong mang 138.201.148.0 dén mang c6 dia chi 1a 94.64.15.0,
netmask 1a 255.255.255.0 cho ca hai mang.

Dué6i day 1a mo ta viée dich tir dia chi co IP 1a 138.201.148.27 dén 94.64.15.27,
cac cai khac tuong tu.

10001010.11001001.10010100.00011011 ( host 138.201.148.0) AND

00000000.00000000.00000000.11111111 ( reverse netmask)

01011110.01000000.00001111 (new net: 94.64.15.0)

01011110.01000000.00001111.00011011 ( dia chi mdi )

* NAT dong

Yéuclum>=1vam>=n

NAT dong duge su dung khi s6 IP Elgué)n khong bing sé IP dich. S6 host chia s¢ noi
chung bi gid1 han boi s6 IP dich c6 san. NAT dong phirc tap hon NAT tinh vi thé ching
phai luu gitr lai thong tin két ndi va tham chi tim thong tin cia TCP trong packet.

Nhu da dé cap ¢ trén NAT dong ciing c6 thé st dung nhu mot NAT tinh khi m =
n. Mot s6 nguoi dung no thay cho NAT tinh vi muc dich bao mat. Nhitng ke tur bén ngoai
khong thé tim dugc IP nao ket noi voi host chi dinh vi tai thoi diém ti€p theo host nay co
thé nhan mot IP hoan toan khac. Trong truong hop dac bi‘ét tham chi c6 nhiéu dia chi
dich ~ hon dia chi nguén (m< n)
Nhing ket noi tir bén ngoai thi chi ¢6 thé khi nhimg host nay van con nam gitr mot IP
trong bang NAT dong. Noi ma NAT router luu gitt nhiing thong tin vé IP bén trong (IP
nguon) duoc lién két voi NAT-IP(IP dich).

Cho mét vi du trong mot session cia FPT non-passive. Noi ma server c¢d gang
thiét 1ap mot kénh truyén dit liéu, vi thé khi server ¢ gang giri mot IP packet dén FTP
client thi phai c6 mét entry cho client trong bang NAT. N6 van phai con lién két mot IP
client véi cung mot NAT-IPs khi client bat dau mot kénh truyén control trir khi FTP
session rdi sau mot thoi gian timeout. Giao thirc FTP ¢6 2 co ché la passive va non-
passive. Giao thirc FTP lubn dung 2 port (control va data) . Vi co ché passive (thu dong
) host két ndi s& nhan thong tin vé data port tir server va nguoc lai non-passive thi host
két ndi sé chi dinh data port yéu 1 :

+ Host bén trong khong c6 mot entry trong bang NAT khi d6 s€ nhan duoc thong
tin “host unreachable” hoic c6 mot entry nhung NAT-IPs 1a khong biét.
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+ Biét duoc IP cua mot két ndi bai vi c6 mot két ndi tir host bén trong ra ngoai
mang. Tuy nhién do6 chi la NAT-IPs va khdng phai 1a IP that cua host. Va théng tin nay
s& bi mat sau maot thoi gian timeout caa entry nay trong bang NAT router.

Vi du vé mét rule cho NAT dgng:

Dich toan bo nhiing IP trong class B, dia chi mang 138.201.0.0 dén IP trong class
B 178.201.112.0. Mdi két ndi mai tir bén trong s& duoc lién két véi tap IP cua class B khi
ma IP d6 khong dugc sur dung.

Vd: xem qua trinh NAT trong truong hop sau:

+ Client cuc b6 10.1.1.170/ 1074

+ NAT server IP; : 10.1.1.1 / port; :80

IPe: 202.154.1.5 / Porte 1563

+ Web server : 203 .154.1.20 /80

Minh hoa:
LAN
NAT
| | Web
10.1.1.1 203.154.1.5
203.154.1.20
Web
NICe
10.1.1.170

url: http:// 203.154.1.20

Qua trinh NAT: Khi Client goi yéu cau dén webserver, Header s& bao tin gdi tin bat dau
tai:

10.1.1.170/1074 va dich géi tin nay 1 cong 80 trén Webserver c6 dia chi 12 203.154.1.20
g6i tin nay duogc chan tai cong 80 caa NAT Server, 10.1.1.1, NAT Server s& gin header

16



ctia goi tin nay trude khi chuyén tiép né dén dich Webserver. Header méi caa goi tin cho
biét goi tin xuat phat tir 203.154.1.5 / 1563 khi dén dich van khong thay doi.

- Webserver nhan yéu cau tai cong 80 cia nd va dap tng yéu cau trg lai cho NAT
server.

- Header cua go6i tin cho biét géi tin dugc gai lai tir Webserver va dich cua no 1a
cong 1563 trén 203.154.1.5

+ NAT la mot cach dé gidu dia chi IP cua cac Server bén trong mang noi bo, tiét
kiém dia chi IP cong cong, NAT bao mat su tan cong truc tiép tir bén ngoai vao céc
server dich vu bén trong, vi bén ngoai khdng nhin thiy dia chi IP cua céac server nay. Nhu
vay NAT la mot trong nhitng cdng cu bao mat mang LAN.

NAT hoat dong trén mot route gitra mang noi bo bén trong véi bén ngoai, nd gidp
chuyén d6i cac dia chi IP. N6 thuong dwoc sir dung cho cac mang co dia chi caa 16p
A,B,C.

- Hoat dong NAT bao gém cac budc sau:

+ Dia chi IP trong header IP duoc thay dbi bang mot dia chi méi bén trong hoic
bén ngoai, s6 hiéu cong trong header TCP ciing dugc thay thé thanh sb hiéu cong méi.

+ Tong kiém tra cac goi IP va tinh toan lai sao cho dit liéu dugc dam bao tinh toan
ven. (Pam bao két qua tra vé dung noi ma nd yéu cau)

+ Header TCP/IP checksum ciling phai dugc tinh toan lai sao cho phu hop véi dia
chi TCP/IP mgi ca bén trong va bén ngoai 1an cong dich vu.

+ CO hai loai NAT: Nat tinh va Nat déng, twong ¢ng véi hai ky thuat cip phat dia
chi IP (dia chi IP tinh v dia chi IP dong DHCP)

Minh hoa:

WAN A WAN B
! Route NAT IP pool
! 192.50.20.2
| 192.50.20.1

Inside !

i 192.50.20.25
i 192.50.20.0
! 192.50.20.1
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NAT c6 thé chuyén dbi dia chi theo:
+ Mot - Mot
+ Nhiéu - Mot
=> Mot dja chi bén trong c6 thé chuyén thanh mét dia chi hop 1é bén ngoai hodc nguoc
lai.
NAT Pool: Cho phép chuyén doi dia chi noi bo thanh mot diy dia chi Public.
3. NAT trong Windows Server
e Win 2003 cung cdp khai nigm NAT

NAT lién quan dén viéc két ndi cac LAN vao Internet, NAT cho phép cac mang
nho két néi vao Internet nhu trong truong hop cua IPSec. Do d6 chi can mét dia chi IP
cong cong 1a co thé két ndéi mot luong 16n dé tuy cap vao Internet.

- NAT server ciing can dia chi cia mot LAN bén trong, Ngudi st dung bén ngoai
khéng thé nhin thiy dia chi ctia cac server bén trong nhd d6 ma bao vé duoc cac loai tin
cong tur Internet.

- NAT cuaa Win 2003 bao gdom cé4c thanh phan sau:

+ TRANSLATION: La mot may tinh chay Win 2003 c6 chirc nang Nat duoc, no
dong vai tro ctia bo chuyén dbi dia chi IP va sé hiéu cong ciia LAN bén trong thanh cac
may chua bén ngoai Intranet.

+ ADDRESS: L& mot may tinh dong vai trd bo chuyén déi dia chi mang né cung
cap cac thong tin dia chi IP cua cac May tinh + mang dugc xem nhu mot DHCP server
cung cap théng tin vé dia chi IP/ Subnet Mask/ Default Gateway/ DNS Server...

Trong trudng hop ndy tit ca may tinh bén trong LAN phai duoc ciu hinh DHCP client.

+ Name Resolution: La mot mang may tinh dong vai tro NAT server nhung cling
dong thoi 1a DNS server. Cho cac may tinh khac trong mang noi bo, khi Client goi yéu
cau dén NAT Server, NAT Server chuyén tiép dén DNS server dé do6i tén va chuyén két
qua vé tro lai cho NAT va NAT server chuyén két qua vé lai theo yéu cau.

e Hoat dong cua NAT:

Khi mot Client trong mang cu bo gai yéu cau di -> NAT server goi dir liéu cua né
chtra dia chi IP, riéng va dia chi cong trong Header IP NAT Server chuyén dia chi IP va
dia chi cong nay thanh dia chi cong cong va dia chi cua no roi goi goi dir lieu.

Vi Header IP moi nay dén mot host hay mot Server trén Internet. Trong trudng
hop nay NATserver phai giir lai dia chi IP va dia chi cong Client yéu cau trong mang cuc
bo dé co co sé chuyén két qua vé cho Client sau nay.
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Khi nhan dugc yéu cau tir host Internet, NATserver s& thay Header cua goi tin
thanh Header nguyén thuy va goi lai vé cho Client yéu cau.

e Cai Pgt va cdu hinh:
Phéan tich bang luat sau:

Rule S Addr D Addr| Service | Action|log |NAT
A Firewall Any Any Permit | Yes
B 192.168.1.0 | Firewall | Any Permit | Na
255.255.255.0
C 192.168.1.15 | Any Any Permit | No | Nat(LAN )
D Any Firewall | TCP/80 | Permit | Yes | MAP
192.168.1.15
E Any Any Any Deny |Na

- Luat A khéng cho phép cac may trong mang néi bo di ra ngoai

- Luat B cho phép may Client trong mang noi bd qua Firewall, dugc sur dung moi
dich vu, khong ghi lai File luu, NAT khong co6 chi dugc tdi dich cua Firewall

- Luat C cho phép cac may co dia chi ngudén nhu trén di qua internet véi bat ky
dich vy nao, khéng ghi lai file luu str dung NAT trong LAN.

- Luat D cho phép tir bén ngoai véi Firewall sir dung giao thic TCP véi cong 80
(giao thic http)

- Luat E mac dinh

e Bai tap thuc hanh

Cau 1: So sanh Nat tinh va Nat dong
Cau 2: Trinh bay khai niém va co ché hoat dong Nat trong Window
Bai tap
Thuc hién Nat trén nén Windows Server 2003 theo md hinh sau.

NetID: 10.0.0.0/8
GW: 10.0.0.1
Pre DNS: tiy chon

] IP: 192.168.1.9/24
Pre DNS: tiy chon‘ Internet

PC09

Ei IP:10.0.0.1/8 NAT Server
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CHU'ONG 4: BAO VE MANG BANG TUONG LUA

1.  Cac kiéu tan cong

e Tdn cong truc tiép

Str dung mot may tinh dé tin cong mot may tinh khac véi muc dich do tim mat
m4, tén tai khoan twong tng, ... Ho c6 thé sir dung mot s6 chuong trinh giai ma dé giai
ma cc file chtra password trén hé théng may tinh cua nan nhan. Do d6, nhitng mat khau
ngin va don gian thuong rat dé bi phét hién.
Ngoai ra, hacker cd thé tin cong truc tiép thong qua cac 15i cia chuong trinh hay hé diéu
hanh 1am cho hé thong d6 té liét hodc hu hong. Trong mot sé trudng hop, hacker doat
dugc quyén caa ngudi quan tri hé théng

e Nghe trgm
Viéc nghe trom thdng tin trén mang cé thé dwa lai nhitng thong tin c6 ich nhu tén-
mat khau cta ngudi sir dung, cac théng tin mat chuyén qua mang. Viéc nghe trom thuong
dugc tién hanh ngay sau khi ké tin céng da chiém duoc quyén truy nhap hé thdng,
thong qua cac chuong trinh cho phép dua vi giao tiép mang (Network Interface Card-
NIC) vao ché d6 nhan toan bo cac thong tin luu truyén trén mang. Nhiing thdng tin nay
cling c6 thé dé dang lay duoc trén Internet.
e Gid mao dia chi
Viéc gia mao dia chi IP c6 thé duoc thyuc hién théng qua viéc sir dung kha ning
dan duong truc tiép (source-routing). V&i céach tin cong nay, ké tin cdng gui cac goi tin
IP t&i mang bén trong vai mot dia chi IP gia mao (thong thuong la dia chi cia mot mang
hodc mdt may duoc coi 1a an toan ddi véi mang bén trong), dong thoi chi rd duong dan
ma cac goi tin IP phai gui di.
e V6 higu hoa cac chirc ning ciia hé thang
Pay 1a kéu tan cong nham té liét hé thong, khdng cho no thuc hién chitc nang ma
no thiét ké. Kiéu tan cong nay khong thé ngin chin dugc, do nhimg phuong tién dugc to
chuc tin cong ciing chinh 1a cac phuong tién dé lam viéc va truy nhap thong tin trén
mang. Vi du st dung Iénh ping véi téc d6 cao nhat co thé, buoc mot hé théng tiéu hao
toan bo téc do tinh toan va kha nang ciia mang dé tra 10i cac lénh nay, khdng con cac tai
nguyén dé thuc hién nhitng céng viéc co ich khac.
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