Chuong 4
CAC KY THUAT PHAN TiCH TiNH

Trong cac chuong trudc gido trinh da trinh bay quy trinh phan tich ma
doc, trong quy trinh phan tich c6 mé ta cac phuong phap sir dung dé
phan tich md. Chuong 4 nay s& giup sinh vién hiéu rd hon phuong phap
phan tich tinh. Trudc khi phan tich thi sinh vién can cach xay dung moi
trudng ho tro cong viée phan tich.

4.1 Xay dung méi trweong phan tich tinh

Xay dung moi truong phan tich ma doc la cong viéc quan trong. Nhu
da biét ma doc ludn tiém an cac hanh vi nghi ngd va rat dé lay lan. Viéc
xay dung moi trudng phan tich ma phu hop va an toan 1a viéc can thiét.
Pé tao ra dugc moi truong an toan trong khi phan tich ma doc hai, trong
phuong phép phan tich tinh dé phan tich ma doc hai ngudi ta dung 2
cach:

- Xay dyng mdi truong do dé phan tich ma doc.
- Xay dung méi truong that dé phan tich ma doc.
4.1.1 Xay dwng moi trwong ao.

Viéc xay dung moi truong ao dam bao cho cac loai ma doc hai khong
pha hoai dugc hé thong may tinh that. Cac phan mém dé xay dung moi
truong 4o nhu Vmware workstation, virtualbox.... O day s& lua chon xay
dung moi truong phan tich véi VM workstation.

Phuong an xay dung nhu sau:

- Mot may tinh that cai Windows 7

- Trén Win 7 cai dat mot may 4o Vmware, trong may 4o cai dat
Windows XP( méi trudng dé chay malware va thuc hién phan tich).

- Cai dat mang phu hop véi viée phan tich.

- Cai céc tool can thiét phuc vu viéc phan tich

Thuc hién viéc cai dat Vmware sao cho memory ( 515 mb) va Hard
Disk ( 10Gb), sau khi thuc hi¢n cai dat xong, tuy thudc vao tung loai ma

ddc hai dé cai cau hinh mang.
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Hardware | Options

Device Summary

Device status

= C ted

4 Memory 512 MB [ Connec

& Processars 1 Connect at power on

(e Hard Disk (SCSI) 4GB )

(=) co/ovo (1oE) Auto detect Network connection

El Floppy Auto detect (7 Bridged: Connected directly to the physical netwark
F&Network Adapter Host-only Replicate physical network connection state

?SSB (;ocnh'odller irets;;tte + () NAT: Used to share the host's IP address
| Soun art L eTec _
EDispIay Auto detect (@) Host-only: A private network shared with the host

() Custom: Specific virtual network

VMnet1 (Host-only)

)

Help

Hinh 4-1: Chon cdu hinh mang

Sau khi cai dat xong, Vmware s€ tao nén 2 card mang Vmware 1 va

Vmware 8 trén may that va may that co thé str dung 2 card mang nay dé
két ndi v6i cac may ao. khi lua chon ciu hinh mang cho may 4o ta co thé
chon mot trong céc ché do sau:

Bridged networking: Card mang ctia may 4o s& duoc gan truc tiép véi
card mang ciia may that (st dung switch 40 VMnet0). Luc nay, may ao
s€ dong vai tro nhu mdt may trong mang that, co thé nhan DHCP tir
mang ngoai, hodc dat IP tinh cung dai véi mang ngoai dé giao tiép voil
cac may ngoai mang hodc 1én Internet.

NAT: May 4o dugc cau hinh NAT sé& sir dung IP ctia may that dé giao
tiép v6i mang ngoai. Cac may ao duoc cap dia chi IP nho mot DHCP ao
ciia VMware. Luc ndy, cic may 4o s& két ndi v6i may that qua switch o
VMnet8, va may that s€ dong vai tro NAT server cho cdc may 4o.

Host-only Networking: Khi cdu hinh may 4o st dung host-only
networking, may ao s& duoc két ndi voi may that trong mot mang riéng
thong qua Switch 40 VMnetl. Dia chi cua may do va may that trong
mang host-only ¢ thé dugc cdp béi  DHCP 4o gin lién voi Switch ao
Vmnetl hodc c6 thé dit dja chi IP tinh cung dai dé két nbi v4i nhau. Ta

s& chi yéu dung loai nay dé cau hinh khi phén tich
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Host-Only Networking

Virtual
Ethemet
adapter

Virtual machine m DHCP server

Virtal Frthemet switch
1VMnetl;

Haost virtual
adapter

Hinh 4-2: Host- only Networking
Sau khi cdu hinh mang xong, ta nén tao take snapshot lai mot bang sach.
Snapshot gitp chung ta restore lai trang thai lam viéc mdi nhat. Dé sau
mdi 1an phan tich ta lai ¢6 1 mot may méi ma khong can phai di cai lai.
Ta chi can véao snapshot, chay lai snapshot sach ban d4u khi ma chua cho

bat ki vao phan tich.

.a ‘Windows XP Professional - Snapshot Manager u

| _
| a-8-a+a] |

Windows XP  bandau
Professional

Snapshot details

Name: Take Snapshot. ..
Description: -
Mo screenshot Keep
available
Clone...
- Delete
Go To AutoProtect... ] [ Close ] [ Help ]

(@) [[]show AutoProtect snapshots

2 snapshot(s)

Hinh 4-3: Tao snapshot
Sau khi cai xong Vmware, ta cai hé diéu hanh Xp lén do, cai dat cac
cong cu 1én dé giam sat su thay ddi va tac dong cua cac chuong trinh nén
hé théng dang thyc thi.
Mot s6 cong cu can thiét cho moi trudng phén tich tinh nhu sau:
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4.1.1 Cbng cu Peid

La cong cu phat hién xem file dugc viét bang ngdn ngit gi. Ngoai ra
day 1a mot cong cu can thiét xem file co bi nén (pack) hay khong? Néu
bi nén (pack) thi ngudi phan tich can phai tim cach giai nén (unpack
file) phu hop.

1 B4 PED v0.95 - = L5
Filz: | C:\baitap\CrackMeKeyLogl.exe III
Entrypoint: [0004C748 EP Section: [CODE ﬂ
File Offset: |0004BE48 First Bytes: [55,88,EC,83 ﬂ
Linker Info: [2,25 Subsystem: [Win32 GUI ﬂ

Borland Delphi 6.0 - 7.0

Multi Scan Task Viewer | Options | About | Exit |
[ Stay on top ﬂ ﬂ

Hinh 4-4: Phan mém Peid
Nhu trong hinh ¢ thé thidy chwong trinh Peid da nhan ra ma ngudn
chuong trinh Keylogl.exe viét bang Borland Delphi 6.0-7.0
4.1.2 Dependency Walker
http://www.dependencywalker.com/

La mot cong cu dé tim cac file DIl va ham import ctia ma ddc hai.
Chuong trinh dugc stir dung trén ca x86, x64 duoc xay dung theo médt so
dd phan cap cia tat ca cac file DIl s& dugc nap vao bd nhé khi phan mém
doc hai dugc chay.
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http://www.dependencywalker.com/

" Dependency Walker - [Dumped]

B File Edit Wiew Options Profile  Window  Help - 8 X

B R o e Sy ESREDONR
- [ DUMPED.EXE s | P Ordinal Hint Function ”
- B KERMEL3Z.DLL | B |mya 106 (0x0064) | _ dlone:t >
- B SHELL3Z.DLL 0 | nia 182 (0x00B6) | _adjust_Fdiv
=[] MSWCRT.DLL B3 | s 237 (0x00ED) | _except_handlers
+- & kernELzz | B | RUA 280 {0x0118) | Ftol
®] MTDLL.DLL B |nia 315 (0x0138) | _initterm %
%] NTOLL.OLL < | *
A| GDI3ZDLL E_ | Ordinal~ | Hint Function ~
8l USER3Z.DLL 100001} | 1 (0x0001) | #70__non_rtti_object@@QAE@ABYD@E, —
+ ﬂ KERMELZZ.DLL o 2(0x0002) | 2(0x0002) | 770__non_rtti_objsct@@QAE@PED@Z  +
< [IE T €3 | >
~ | Module File: Tirne Stamp | Lirk Time: Stamp | File: Size | Aktr. | Link Checksum | Real Checksum
3@ M3IAWA.DLL Error opening file, The system cannot find the file specified (2). —
B |ADVAPI3ZDLL |08f04/2004 3:56p | 05/04/2004 2:56p | 616,960 A 0x000A0DE4 | 0x000A0DE4
B |CoMDLGIZ.DLL |08/04/2004 3:56p | 05/04/2004 2:56p | 276,992 | A 0x0004E10F DxEIDIZI4BlDF .
L —_———— e e - — e e - - —— - - - - mmmimmmm e e im e e —
< | >

Hinh 4-5: Dependency Walker
La cong cu su dung thuc hi¢n viéc unpack, sau khi dump debugged
process ta s& co 1 file (.exe),ngudi phan tich can phai sir dung cong cu

nay dé fix lai bang IAT bang tay hodc tu dong fix.

# Jmport RECenstructor v1.6 FIMAL (C) 2001-2003 MackT/uCF
Attach to an Active Process

| c:\documents and sethngs‘\admirestratolhvdesklophnotepad_asp exe [0000089C) ;I Pick DLL

Irnpodt ed Furchon s Found

+ advapi2 dil FThunk-D00062E 0 NbFunc:5 [decimal 5] valid YES Show Invalid
# gdi32, dil FT hunk: 000062F8 MBFunc:17 [decimal 23] wabd Y ES
U8 7 FT hunk: 00006358 NbFunc: 25 [decimal: 37) validNO Show Suspect
+- 7 FThunk: 00006 3F0 NbFunc: B [decimat 5] validNO
+ 7 FThunk:0000640C MbFunc: 2C [decimal&0) valid MO
+ 7 FThunk: 00006500 NbFunc: 7 (decimat 7) valid NO
Clear Imports
Log
IAT read succe sy ~
Curentimpote Clear Log
2 [decimal. 2] valid mndulc[sl [added +2 [decimal+Z])
[decirnal 110
IAT Infos needed Mew Import | nfos | ID+ASCII+L OADE R) Options

OEP |DL'IDEI'I nCC IAT AutoSearch v | 0000000 Size |D0DD0Z4E

Rl |DEII'.'ID$2DC Size | 00000244 v Add rew section
Hinh 4-6 ImportREC

1
e

4.1.3 Cong cu PE
Pay 1a cong cu co ddy du chic nang dé lam viéc voi file PE/PE+( 64
bit). Bao gdm Task Viewer( dump full, process dump...), PE Sniffer(tim

trinh bién dich, packer..) , PE Editor( xem va chinh stra cdc bang import
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export, sira CRC...), PE Rebuilder( Thay d6i dja chi co s¢ PE ciia mot
tap tin..)

EN PE Tools v1.5 Xmas Edition - by NEOx/[uinC], http:/Awww.uin... [= |[B][E]
File Tools PlugIns ©Options Help

@ & R = E @

Fath PIC Image Base Image Size s
B docume~ L admini-- 1 locals~—11itempirarg. .. 000004FS Q0400000 Q0OCEQOO
Oc:'l,program Fileswinrariwinrar.exe 00O0007E4 Q0400000 a01z0000
-c:'l,dcn:uments and settingshadminisktratoride. .. 00000265 Q0400000 Q01ES000
l'1'@l::'I,n:h:n:l\_ln'uE:nl:s and settingshadminisktratoride, .. 00000&2C Q0400000 QOO 1EQOD B

Fath Image Base Image Size s

Sdocuments and settingshadministratorydeskiopipetoolsh, .. 00400000 QOoO<4EQDD

.ﬂ chwindowsh swskem 32\ nedllL dil FC”900000 [ulaln]Slulalulu}

.:;J ciwindowssystem 32 kernel3z . dil FCS00000 QOOF4000

.i;] ciwindowsiwinsxsy 86 _microsoft, windows . cormon-conkr,.. 77300000 Q0102000

Iﬂ ciwindowsh system3z2mswerk. dil FFC10000 Oo0SS000
.iaj cwindowssyskem 32\ adwyapizz. dil FFDDOOo0 uinlni=1= nlnln} s

Processes loaded: 29 SoftICE is nok loaded

Hinh 4-7 PE Tools
4.1.4 Cong cu HexEditor
Hex Editor 12 bo hoan chinh cac cong cu phat trién hé thap luc phan
cho Microsoft windows. N6 tich hop tién tién chinh stra va giai thich di
li¢u nhi phén, v61 cach nhin tryc quan, xur 1i linh hoat mot tién trinh. Voi

hex editor ngudi phan tich c6 thé chinh stra, cat, sao chép, dan, chén, x6a

dir 1iéu nhi phan.
7 Free Hox Editor e

File Edit View Select Operations Bookmarks MNTFS Streams Tools  History  Window  Help

ER=RM=1=1% 1) A& PR ¥ (|- 7 = -7

AP FDumped.exe X Selection o x
e |[2)

ooopopgz | 00 01 02 03 04 0OS 06 07 08 09 Oz Ob Oc Od Oe OFf
00003470 e5 54 c2 0Oc 00 81 0l 00 00 83 3d 40 Sé 40 21A.. i....f=@VE [ Information ]
00003480 | 00 ££ 53 56 57 55 6a 30 al 00 S0 40 00 ££  .§SVWOu'3j0;.PE.% Total Size Mo selection  bytes
00003490 | k4 24 1c 01 00 00 40 50 40 00 £f 35 64 50 “5....YSEPE.F54P Fragments No selection
000034a0 | 40 00 50 e8 35 ef 33 e0 &9 Se 02 00 00 al  @.Pesiggshe~...;

000034b0 | £0 55 40 00 33 db 15 d4 64 40 00 6a 02 al SUR.3TP7.04R.7.; [ — ]
000034c0 | 40 56 40 00 53 50 6c €3 40 00 &b £8 53 53  @VE.SP¥#.lc@.<e=SS

000034d0 | al 40 56 40 00 50 6c 63 40 00 [ @VE.PY.1c@. F¥F

000034e0 | 00 00 Of 8 e3 01 6a 42 &d 47 vew £...1B G.E¥S

000034£0 | 44 56 40 00 ££ 15 40 00 a3 44 56 40 00 3b  DVE.¥.Hc@.£DVE.;

00003500 | 3 0f &4 ca 01 00 al 04 50 40 00 53 8b 35 A.,E...5{.PE.5¢5

00003510 | 48 64 40 00 &2 bl 00 50 ££ 46 53 53 &2 b7 2d4@.hx...PF0SSh-

00003520 | 00 00 00 ££ 35 04 00 ££ dé al 44 56 40 00 ... ¥5.P@.¥0;DVR.

00003530 | 50 ££ 15 a0 63 40 e8 57 55 al 40 56 40 00  P¥. c@.<&WU;EVE. |
00003540 | 50 ££ 15 e4d &3 40 40 56 40 00 50 ££ 15 78  P¥.EclR. EVE.P¥.x |
00003550 | 63 40 00 8b  c5 &85 De 8b cf 80 38 00 75 03 cR.<R_jr.cI€8.u. |
00003560 | c6 00 20 40 43 75 04 2f 00 85 f£f 74 48 55 E. RIudE./. FtHU _ |
1 [ T = |

Ready Offset: 000000092 (146) Size: 0x0001e000 (122,880): 120,00 KB Hex bytes, 16, Default AMNSI OVR

Hinh 4-8 HexEditor
4.1.5 IDA pro
4.1.5.1 Gigi thi¢u chung:
IDA Pro 1a cong cu dugc st dung rong rdi nhit dé phan tich phan mém

doc hai. IDA pro gitp dich nguoc cac ma doc hai vé cac doan ma
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assembly. N6 1a mot cong cu dé doc, truc quan va tién dung véi nhiéu
chtrc nang nhung cling chinh vi vady ma viéc str dung IDA Pro cling kha
phtec tap. di kém vé6i IDA ta c6 thé cai dit thém nhiéu plugin nhu Bindiff,
Hex-Rays Decompiler. Py 14 hai plugin hd trg dic luc cho IDA gilp so
sanh cac bién thé cua phr:in mém doc hai, xac dinh cac chic nang maoi

trong bién thé d6 va cho biét néu co6 bit ky chirc ning twong tu bi mét di.

T4 IDA - C:,IDA'REVERSING' putty.exe - 101 x|
File Edit Jump Search Wiew Debugger Options Windows Help
(> W EBERDm Dk B x| = s|@]EF] 8 B Thre _(of ]
D& View-ESP 1D View-EIP | @ Threadsl . General registersl Edit  Search
| Thread I
Debugger: Library loaded: C:iWWINNTHSystem2z2%NTOLL.OLL -
Debugger: Library loaded: C:WWINNTSSwstem2zhaDvarI2z.dl] @DDDDDBSD
Debugger: Library loaded: CiWWIMNTWSyStem3z2%KERMELIZ2.DLL = il
[aw: idie |pawn  Disk: 1036E 00031219 [00431219: WinMain(x, x,x,504+35 ltine 1 of 1 4
= oI x|
* .text:88431287 call ds:InitCommonControls | * BO12FF30 war_4 dd 65h i’
* .text:8843120D0 call sub_4388Aa1 = E" 8812FF34 dd ; Stack[ eesas
* _text:88431212 call sub_437687 * @A012FF38 retaddr dd ; sta
* _text:088431217 test eax, eax * BB12FF2C hInstance dd offset unk_488
EIP =23 * 0812FF40 hHenu dd 8
* .text:0843121B push ds:1pSteax=08000081 * 0B12FF44 uIDEvent dd offset unk_132D
* .text:88431221 push offset aSFatalError * B012FF48 nCmdShow dd Bah
* .text:88431226 call sub_4B86B 86 B812FF48 ; [END OF STACK FRAME _MinH
* .text:08043122B pop eCcx * B812FF4c dd ; Stack_PAGE_
* .text:8043122C mov esi, eax * B812FF58 dd 2@8h
* .text:080843122E pop ecx * B012FF54 dd A
* .text:0843122F push 38h 4 | 3
* .text:88431231 push esi =
* _text:00431232 push  offset Text =10l x|
* .text:88431237 push 8 Exx[poo0ae01| L, cF gl
* .text:88431239 call ds:MessageBoxA RN ?FFDFl]l]I]|L. . PF?
* .text:8043123F push  esi debug@13:7FFDF 800 i
* .text:00431248 call sub_486E7E EC /00880065 L. AF|9)
i -E‘“‘Fggﬁg:g:z SEER EDK[77FD 0170/ Ly [NTDLL .DLL : 77FD 0170 zF o)
.text: pus o
* _text:Dp0431248 pop eax Esl |0060006| L, SF19
* .text:00431249 jmp loc_43204E EDI |8812D9CY| Ly [Stack PAGE GUARD[ BApoo3s |TF 8
o EEEAERILIIAIRALE & = EBP[0012FF34) Ly [stack] D0000350] : 0012FF34 |IF [1
-text: QON3124E EsP[e812FF34/ L : oF[8
.text:8043124E loc_43124E: Stack[ 88080358] : 8812FF34  (UFIE
*+* _text:0843124E mov eax, dword_45A1CYH SI||EIP (88421219 Ly |yinHain(x,x,x,%)+35 OF |8
1| | j EFL |BBB80A2 B6

Hinh 4-9: IDA pro

Co nhirng loai ma ddc hai khong debug hay phan tich dugc binh thuong
ma phai sir dung cac chuong trinh Decomplier danh rién cho ching. Vi
vay ta s€ cai dat thém mot sb cong cu phuc vu cho viéc phan tich nhu sau.
4.1.5.2 Cac chirc ndng co bdn
Sau khi nguoi phan tich dua mot file can phan tich vao, chuong trinh s&
hién 1€n mdt hop thoai bén trong d6 c6 chtra dinh dang file va chon
PE( pe.ldw) dé 1am viéc. Trong Option 1a cac tiy chon dé cho IDA tu
phan tich file vao cho ra hién thi & cira s6 chinh. Sau dé6 nhan OK dé vao
giao dién chinh dé 1am viéc.

Giao di¢n 1a viéc cua IDA gom cé 7 ctra so:
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(:, IDA - C:\Users\linh\Desktop\Cruehead CrackMe's\CRACKME3. it

File Edit Jump Search View Debugger Options Windows Help

G - WABB |-

RETYRd: 2N 8T RE

B Sl - s NX B wSHKm- ] s Wh|ZAVAS

Bfe FRE | FAR

.. il 2 (Y

‘E] Functions window [=][=] |@ DA Viewd “ﬁ‘ Hex View |‘§'E Structures |@En Enums |‘§'$ Imparts |‘§‘§3 Exports‘ 3
5 HLLymENL . uETduLL
Function name it
¥t .686p
Yo whdFroc «MmR
"ﬂDia\ogFunc 7 .nodel flat
¥ sub_ 401275
h?
\@sub_dmm ; Segment type: Pure code
\ﬂsubJDISSE H ; Segnent pernissions: Read/Execute 4
1F ub_401346 CODE segment para public 'CODE' use32
Y5 sub 401362 assune cs:CODE
Y9 Loadicond ;0¢g 461000
1 MessageBox assume es:nothing, ss:nothing, ds:CODE, fs:mothing, gs:nothing
"ﬂ LoadCursord Graph overview @
"ﬂﬂegi:lelEla:sA
h? ;
‘@Pn:lﬂullMessage public start
‘ﬂTlamlateMessage start proc near
15| ShowWindow 5 push 0 ; lpHoduleNane
"@Updale\\finduw call  GettioduleHandleA
"@CleaIeWindquxA nov ds:hInstance, eax
"ﬂDerwindomecA nov ds:duord_4020F9, 0
S NialnaRneParamb 2 push @ ; hfemplatefile
4 n b push  B6h ; duFlagsAndattributes
)l 00000600 00401000: start
(utput winclow
Rays.X86,DECOMPT I€r. V1, 5, READ, NFO-RDW\10261\P 1UQ1NS\PyTNON. PIW) €rror: Tne SpeciTied moaule could not De Tound.
C:\Users\Tinh\Desktop\Hex-Rays IDA Pro Advanced 6.1 Full + Hex-Rays 1.5 + SDK + FLAIR + IDS Util + addons'\Hex-Rays. IDA,Pro. Advanced. vé. 1. Windows. incl. Hex-Rays. x86.Decompiler, vi.5.READ. NFO-F
\idaé1\plugins\python. plw: can't Toad file
Can not set debug privilege: Not all privileges or groups referenced are assigned to the caller.
Using FLIRT signature: SEH for vc7/8 6
Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.

g
Albide  Down Disk16B

Hinh 4-10 Giao dién lam viéc IDA pro

(1) Toobar chira cac thanh cong cu sir dung trong hoat dong ctia IDA,
dé thyc hién cac chtrc nang ta nhap vao cac biéu twong trén do.

(2) Navigation band noi c6 thé vao va ra khoi dia chi bang cach nhap
chuot di chuyén bang cach diéu chinh theo huéng miii tén mau vang.
MJdi mau séc cua ctra s6 thé hién vung dir li¢u ma ta lam viéc.

(3) Tabs co chira ctra s6 nho nhimg thong tin chi tiét vé file ddi tuong,
viéc phén tich phu thudc vao nhitng tabs ndy. Gom c6 IDA View-A,
Hex View-A, Struct, Enums, Imports,Exports, String.

(4)Disassembly hién thi dir liéu dé phan tich theo 2 loai text hodc
graph

(5)Graph overview mot do thi thu nhd mé ta cau triic co ban cua dit liéu.
Man hinh chit nhat chAm nhé cho théy man hinh hién thi vi tri hién tai

dang lam viéc.
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(6) Output window nhan duoc cac thong tin, tin nhan tir IDA sau khi
load file xong.

(7) Function window ddy 1a cira s6 hién thi tit ca cac ham API céac dia
chi tim thay trong qu4 trinh phan tich.

IDA Text view man hinh hién thi kiéu text trinh bay toan bo vé cong
viéc disassembler cling nhu cung cép dia chi dé xem cac dix liéu thude
vung nao.

B2 E 108 viewh R stuctues [ En Eruns (T8 npots 15212 Expars 5213 0 Views |

CODE: JCODE XREF: DialogFunc+3A}j
CODE: ;fdialogFunc+y1}j

CODE:

CODE:

CODE:

1 |cooe:
CODE:
CODE:
CODE:
CODE: 60481204 oc_481204:
CODE: 60461204
CODE: 60481208
CODE: 66481200

; 1alogrunc+ET]
cp [ebp+arg 8], 3F2h 5
jnz short loc 4812EE

CODE: 604812DD)1oc_48120D: ; [CODE XREF: DialogFunc+14t]
CODE: BA4812DD push @ s InResult
CODE: 684812DF push  [ebp+hDlg] ;|hdlg
CODE: 684612E2 call  Endbialog
CODE : B04812E7 mov eax, 1
CODE: 664612EC jmp short loc_4B12CD
CODE: 684612EE) ;
CODE : 664612EE
:BB!HHEEE loc_4B12EE: ;JCODE SREF: DialogFunc+291]

]
00000800 00401200: DialogFunc+1E

Hinh 4-11: Cira s6 IDA view

1) Céc mili tén thé hién noi nhay dén trong khdi doan ma va nhan

ra cac vong lap nho.

(2) Hién ra cac dia chi Virtual Address

(3) Céc vi tri duoc so sanh dé danh ddu nhay hodc cac bién tham
chiéu trong stack

4) Code cua chuong trinh disassembled

(5) Code tham chiéu hién thi cac diém dén khi truy cép, nhap dup
vao s& dua ta dén doan mi, hodc ham duoc go1 hodc nhay 1én phia trén.
Hodc dé nhay dén vi tri tham chiéu khéac ta nhap chudt phai->jump to
cross reference.
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Fucntion Window hién thi cac ham duogc nhan dinh béi IDA

b

¢ Funchons wandow
Funchon name Segment Start length R F L S T
[(9) sub_4020€8 CODE 00402068  000OD1ED R B
i) oub_402278 CODE 00402278 0OOO01AZ R B
i aub_40241C CODE 0040241C  OO0OOIDA R

Hinh 4-12: Cira s6 Function

Bang cach nhip chudt hodc enter 14 ta ¢6 thé di chuyén dc dén ham d6
trong ctra s6 chinh disassembly. Ta nhin thdy bén trong function window
gom co function name, segment, start, length, R( return ham tra vé khi
g0i),F ( far),L (libarary), S (static), B( BP tham chiéu dén bién cuc bd),T
( type thdng tin).

String Window tai ctra s6 nay hién thi ra thong tin tit ca cac chudi xuét
hién trong file thuc thi. Ctra s6 nay hién thi chi tiét vé dia chi, do dai,
kiéu, tén chudi d6 1a gi. Ta c6 thé truy cap dén cac chudi nay bang cach
nhan dup chudt nd s& di chuyén dén cira s6 Disassembly dé chung ta
thuc hién.

Import window citra s6 hién thi chi tiét dia chi, tén ham duoc import va
thu vién chira ham import 6. DAy 13 mét cira s6 rat quan trong boi ta co
thé thay duoc chuong trinh sit dung cac DLL khac nhau va chic ning
ciia cac ham duoc goi nhu doc, viét hodc registry .... Tai day ta c6 thé
thap dugc cac thong tin vé cac ham import ma mé doc hai hay dung dé

cheén vao vé1 muc dich xau nhu lay cap thong tin, theo doi ...

| =5 ID.-'l'-."-.-"iew-.-'l'-.I =3 Hex "-.-"iew-.-'l'-.I =3 ﬂ Structuresl =3 |En Enums|m Imnports |_
Addreszs Ordinal  Mame Library
M n0450118 DeleteCriticalS ection kermel32
s 00450110 LeaveCriticals ection kemel32
s 00450120 EnterCritical’ ection kemel3z2
B 00450124 InitislizeCriticalS ection kemel32
B 00450128 VirtualFree kemel32
B 00450120 Yirtualalloc kemnel32
EEm 004501 30 LocalFres kemel32

Hinh 4-13: Cira s6 Import
Export window 1a cira so liét ké cac entrypoint cua tap tin. Trong cira sO
nay gom c6 liét ké theo tén, dia chi 4o va thir tu( néu c6). Di voi cac file
thue thi export window can phai chira it nhat mot entry point day 1a dia

chi diém dau vao dau tién trong lc thyc thi.
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Cross-references ctra s6 hién thi tat ca cac tham chiéu , la tat ca cac
diém code noi ma ham dugc goi. P& md duoc clra s6 nay ta chi nhan vao
header cua ham, kich chudt phai chon jump to reference xref hodac chon

trén thanh cong cu view-> Open subview-> cross reference.

-
|4l =refs to sub_440410

. N - sl o |

Direction T.

Address

sub_44056C+38
CODE:O0428E8D

Text

call  sub 440410
dd offset zub_440410

e L

|
| [
Linel of 2

ok | | cameel | | Hep | [ Seach |

Hinh 4-14: Ctra sb6 tham chiéu Cross- references

Name Window 14 cira so cung cap danh sach cac tén dugc sir dung, tén
c6 thé duoc sap xép theo bang chir cai hodc dé virtual address. Hién thi
tén co cac chir cai in hoa khac nhau A( string data), D( data), C( Name
code), I( import name), L (library fuction), F( regular function). Bang
Viéc nhép dap chuot vao tén bat ki ta mudn tim, chuong trinh s¢€ chuyén
dén vi tri d6 trong cira s6 chinh hién thi dé lam viéc. Chon view-> option
subview-> name.

Function-Calls ctra s6 thé hién duoc 2 chirc nang caller va called
function. Xac dinh duogc cac ham duoc goi xung quanh do 1a gi. View->
option subview-> function call.

k) Function calls: sub_MEdEBm =R

Address Caller In=struction
CODE:00424F 9, sub_424F84 call sub_4434E8
CODE:N0445910B sub_4430F0 call sub_4434E8 I

Address

CODE:004434FC
CODE: 00443518
CODE:N0443523

Called function

call =ub_4033E4
call sub_440139C
call sub_413EF0

Hinh 4-15: Ctra s6 Function calls

Con rat nhiéu nhiing cira s6 khac véi cac chirc nang khac nita, nhiing
ctra sO giGi thiéu bén trén 13 nhing cira sé quan trong nhat trong viéc 1am
viéc vai cong cu IDA pro.

Menu Jump
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file Edt | Jump Search View Debugger Options Windows Help

dH b Jumpto operand fnter i vl |4l =@
|1 umpinanewwindow  Akefnter | —— g -
Y&, Jump to previous position Esc RN BT ’ YR (D0

BoEn o umptonetpostion  Cubbnter [+ SH KM~ f ¢ k% Wh RAVAR
# | Empty navigation stack

‘ Jump to pseudocode Tab

Jump to address.. 6 ‘ : :
owh | 571 Setaes [ [E71En Erns 57188 Inots [ Funcons wodon

& Jump by name... Ctrlel

Jump to function.., Ctlep POV 9:*. F:"‘“‘"]c]
v edx, [ebpevar_
Jump to segment... Ctrle§ v si, OFFBON
Jumptoseqment register.. (G pall  sub 403204
Jump to problem.. Ctl+Q tap  [ebpevar_10], 0
Jumpto cross reference..  ClrleX short loc_WAA4AS
or edx, edx
Jump to cross reference from..,  Ctrle) v eax, [ebpruar 10)
Jump to xref to operand.. X tall  sub_WhOFAC
Jump to entry point. (st push @
file ofset. v eax, [ebpruar 8)
Jump to file offset. v e, [eaxeii]
Mark position.. Altsh KOF ecx, ?c: l
o A v eax, [ebprvar 10
Jump to marked position..  CtrleM Al sub WA1DSH
Clear mark..
- i : + CODE XREF: sub_NNAJEB+8HT |
CODE : DONUANAS ; Sub_WIASER+OFT]
" CODE : 0044AUAS inc  [ebpevar 1C)

Hinh4-16: Menu Jump

Jump to address(G) nhiéu luc ta s& biét dugc dia chi chinh xac ma ta
mudn dén dé thuan tién cho viéc nay IDA ciing tao ra 1 ctra s6 dé nhap
vao dia chi muén jump.

Jump to entrey point( ctrl-E) hién 1én vi tri cac entry point ban dau chi
can nhép vao s& dua ta dén vj tri lam viéc ban dau cta no.

St dung forward/ backward arrows bang cach st dung nat jump trén
thanh cong cu chon jump to previous( Esc) hodc jump to next( ctrl-enter),

hoac st dung ntt trén man hinh lam viéc.

Menu Search véi céac tuy chon tim kiém:
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DA - C:'aUsers‘l.cuong\Dsktop\nvﬂskconflil:]'b (F.exe)

Edit  Jump View Debugger Options  Windows Help
H @~= next code Alt+C ot o B v
I et Crl:D N
Functicns next explored Crl+A
ction name next unexplored Ctrl+U ment Start
SendActive immediate value... Alt+] 004035EA
sub_403666 lﬁ next immediate value Ctrl+1 00403666
Sendlain a3 00403698
drp  test... A+ T
sub 4036CE i 00403aCE
cub 403700 | nedted Ctrl+ T 00403700
Lsub_403785 sequence of bytes.., Alt+B 00403765
sub_403783 Iﬁ next sequence of bytes Ctrl+B 00403783
sub 4037CF . 004037 CF
sub,_ 403815 not function 00403815
sub 40387F next void Ctrl+V 0040387F
sub_4038EE error operand CtrieF 004038EE
sub 403404 Il void 4 00403404
sub_403AAB all VoIt operands 00403AAB
sub 40335 all error operands 00403C35
cub 40367 o 00403 Ca7
cub 403c6p | ¥  search direction 00403C6R
sub 403C6F et 00403 CaF
sub 403C73 tet 00403C73
HideFile et 00403CC2
cub 4030F3 text 0403nNF3

Hinh 4-17: Menu Search

Next code s& di tim dén vung code tiép theo(ving nay da dugc dinh
nghia, Disasm.

Next data 1a s& di dén ving chira dit liéu tiép theo.

Next explored s€ di dén vung dir liéu tiép theo dugc dinh nghia, su
dung thanh struct.

Next unexplored thi nguoc véi next explored.

Immediate valua s& hién ra cira s6 tim kiém ca gia tri trong céc struct,
data.

Text tim ki€ém cac chudi ¢o ky tu cu thé trong tat ca cac ham, dir ligu.
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ﬂ Teut search (slow!) @

String :E.E ":I -
Parameters Direction

|:| Case sensitive (@ Search Down

[] regular expression () Search Up

[T 1dentifier

Find all occurences

(o) Comar ]

Hinh 4-18: Tim kiém chudi cu thé
Menu View

View Debugger Options Windows Help

— .
j;ﬁ Graphs L4 Hex dump =
‘] Toolbars L4 Pseudocode F5
Ealculatori.. i‘:l&;; gﬁ e ——
s ecent scripts t+ I% Imports
I TR, Print segrment registers Ctrl+Space | M MNames Shift+F4 I
& Print internal flags F -‘EI] Functions Shift+F3 §
1 = Hide Mum - Strings Shift+F12 1
=¥ Segments Shift+F7
== Hide all HE Segment registers Shift+F8
‘ Unhide all '% Selectors
i . -8 Signatures Shift+F5
Setup hidden items ] Type hbrarcs Shift+F11
I ﬂ Structures Shift+ F9
En Enumerations Shift+F10
Wit Local types Shift+F1

Ll Cross references
l'lﬁ_,[ Function calls

Motepad
P
Problems

Hinh 4-19: Menu View
Vé6i open subview 1a md cac cira s view con trén cac tab véi:
DisAssemBly, hexdump, export import ... 1 cac ctra s6 da co san. Co

thé mo thém céc ctra s6 nhu:

PseudoCode 1a ctra s6 chira ma C dugc tai tao lai ctia function hién tai
ctia s6 Disaseembly.

Segmen,SegmenRegister chtra cac thong tin vé& cac segmen, cac thanh
gi doan, cac vung dir ligu.

Signature, Type Lib chtra céc chit ky dé xac dinh cac chuong trinh ding

thu vién gi, xay dung trén ngon ngtr, co s gi.
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Tiép theo s& 1a menu debuger chira cac tiy chon lién quan dén debuger
gin kém theo IDA, nhung ta tam thoi khong xét vi cac debuger nay kha
phtrc tap, ta s& tim hiéu debuger don gian hon 1a OllyDebuger.

Menu Options

Menu nay chtra cac tiy chon vé complier:

Compiler setup L&J
i

Compiler
Uk o Drefault calling convention
@ “izual C++
Borland C++ Unkriown
watcom C++ @ Cdecl
GHU C++ Stdcall
“izual Age C++ FPazcal i
Delphi Fastcall
Thizcall i
emary model Fainter zize
@ Code Mear, Data Mear Unkrown |
Code Far, Data Far E4 bit
Code Mear, Data Far Mear 16bit, Far 32bit ]
Code Far, Data MHear @ Mear 32bit. Far 46hit 'l
Default alignment 8 - ]
zizeof[boal] 1 -
zizeof(int] 4  » Predefined macro:  _cdecl=_ cdecl;_pascal: - :
zizeof[enumm)] 4  » Include directonies /Program Files/Microsoft -
, I
| | ancel elp 1
Ok, C | Hel

—e— =

Hinh 4-20: Ctra s6 tuy chon vé complier

[C

Disasembly cho phu hop véi céc trinh bién dich

Tuy chon string style chon cac kiéu string tiy theo trinh bién dich, kiéu
dir ligu.

Ngoai ra con rat nhiéu céc tuy chon lién quan dén cach dat tén cach
hién thi biéu d, chu thich...

Menu Edit

Chura cac tuy chon:

Code dé dinh nghia mot ving dit liéu bytecode thanh AsmCode.

Data dé dich nghia mot ving dit liéu tir AsmCode thanh cac bytecode.

String s& dinh nghia lai kiéu cia céc string.
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Edit Jump Search View Debugger Options Windows Help

| 1 | ITEHt vJ
Begin selection Alt+L =
Select identifier  Shift+Enter ¥ # BB @ En N i

281 Code x-S UK~ g
E.TE-; Data D {

1 'ﬁ1 Struct var... Alt+Q

1"s" Strings r l__ . _.I
! Array.., Num* B2 |@ IDA Viewa |[E3] Hex Wiew-

1 ¥ Undefine U
t H Rename I

Il Operand type

| Comments

Segments

Structs

! Functions

: Other

:m Universal PE unpacker

E..u.-.u...,... Sample plugin Alt+0

.l:;[;::?l::::lllexm Jurmnp to na‘tfixup- Alt+F12
Hex-Rays Decompiler

oadlconA
lessageBorA COM Helper

IpenClipboard Sample chart builder
iendDIgltemM ezzaged Change the callee address Alt+F11

iendMessagef Universal Unpacker Manual Reconstruct

Hinh 4-21: Menu Edit

Va nhiéu tuy chon khic lién quan dén viéc chinh sua cac

m

* ¥ ¥ v v v

segments,struct, function...

Nhung quan trong nhét 14 Plugin noi chita cic Pluign ma ta cai thém
vao.

Pang cha y nhat 1a Plugin HexRays Decomplier v&i phim tat 13 F5 s&
dich mot doan Assembly thanh mot doan C.

Plugin BinDiff ciing 1a Mot plugin rat quan trong cho phép ta so sanh
¢G sO dir liéu hién tai voi mot co sé dir liéu khac. Chi ra cac function

tuong ty, giéng nhau...

4.1.6 Cong cu Reflector
DPbi v6i nhimg loai duge viét trén nén NET ciing co cac cong cu
Decomplier riéng cho né nhu Reflector, cong cu ndy cho phép ta dé
dang quan sat, tim kiém, bién dich nguoc chuong trinh viét trén
nén NET trg vé ma ngué)n C#, VB, C++, Delphi, IL, F#, Oxygene...
Link download : http://shop.reflector.net/download
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@ NETRelecor 73018 — . 0o )

File Edit View Tools Help

QOIPHR Al ~|lnran <] 4]
& -2 References - —
v e ¥ MyClassFindAllFiles() : Yoid ek
{}-
= {} NETReflectorDemo public void FindAlFies() y
[ MyClass I
€] Base Types this.results, Clear()
(4 Derived Types Directorylnfo CurFolder = new DirectoryInfo(this.folder_path);
¢ ctor( foreach (Filelnfo oFile in CurFolder.GetFiles()
e . {
pume ke if(oFile.Name Containsthiseyword)
4 FileCount : Int32 I
#4 Files : ListFilelnfox this.results Add(oFile);
f‘ FolderPath : String | }
25 KeyWord: Stnng =\ thisresult_count = this.results.Count;
g folder_path : String ]
g keyword : String
o result_count: [nt32
: o results ; List<Filelnfo> i

|

L3

public void FindAllFiles);

Declaring Type: NETReflectorDermo MyClass
Assembly: NETReflectorDemo, Version=1.0.0.0

| LT

Hinh 4-22: Giao dién phan mém Reflector
4.1.7 Cong cu VB Decomplier
Link download http://www.vb-decompiler.org/

Nhu ta di viét cdc chuong trinh trong Visual Basic c6 thé duoc dich
thanh p-code( ma gia) di duoc dich hodc thanh code gdc. Ké tir khi p-
code bao gém nhiéu l1énh cép do cao thi da c6 mot kha nang thuc su dé
dich nguoc né thanh ma ngudn. Vi vdy ta can VB Decomplier mot trinh
dich nguoc cho cac chuong trinh duoc viét trén chuong trinh Visual
Basic( EXE,DLL hodc OCX) dé khéi phuc nhiéu 1énh p-code. Ngoai ra
mdt bd phan tich ma gitip tim kiém tat ca cac chuéng goi chirc ning API
va tham chiéu chudi trong md dugc phan tac va rdi thay ddi ching thanh
cac dién giai cho cac chudi phan tich. N6 13 cong cu can thiét néu nhu

mat ma nguon va can khoéi phuc lai.
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B VB Decompiler v3.2 - Registered to GPcH Soft

File Tools PFlugins Help

Filehlame: ‘D:\P-code'\PiclureUIEWEH.exe

‘ [Z] | Deconpik |

Mokck,
1 B nammiined

S ¥

loc 41215E:

| E[E

Objects Tres: Interface: Comple stack parameters Pracedure analyzer and optimizer
= %Project Frivate Sub Form Load() '412160 :'
=) Forms 'Data Tahle: 402D6C
B, Main loc_411FD&: On Error Goto 0
By Password loc_411FF0: Password. Show ¢H1, war B0
By, Search loc_41200E: war C0 = CVar(Getietting("PictureVIENER","Path”,"C
() UserControls loc_41201F: If CBooliwar C0 <» ") Then '4lZ106 |
g Code loc_412047:  war BO = CVar(CEyte(Val(Citr(var _C0)))) 'Byte
= 7 i loc_41204B:  For war 114 = | To war _BO: var E4 = var 114 'Var
i ; | loc_412089: var_124 = CVar(Getietting("PictureVIEWER","PFat
7 Wil e loc Al2086:  Opem CStr((var_124 + "SHS.Shacks™)) For Binary
§ Picturetfiver]_4110 loc 4120BC:  Get GHL, GHl, var GE
P Load 412160 loc 412002 Close gfl ;
§ Form_Activate_¢1156 loc 4120EC:  TUnknown.Collection. Add var 124, Chrg(Clng(var
F Form KeyPress 413 loc 4120FD:  Next var 114 'Variant
filphablend loc_412103:  GoTo loc 412122
clsASMpic loc 4121061 End If
Mousecrollpi loc 41211D: 3earch. Show ¢Hl, var B0
Pickureviever loc_412122: ' Referenced from: 412103
loc_412l4d; Filel,Path = Citr(Unknowm,Collection, Itemil))

Exit Sub

‘ Decomplled OF

Ngoai cac cong cu da ké trén van con nhiéu loai céng cu khac dé phuc

Hinh 4-23: VB Decomplier

vu cho viéc cho viéc phan tich tinh.

Uu diém phuong phéap phan tich tinh nay cho ta xem duoc code dé
xem ma doc hai lam gi chir khong can phai chay trén ngay hé thng, hiéu
duoc rd nhat ciing nhu biét duoc cac hoat dong chinh xac cia ma doc hai

1a 1am gi. Tuy nhién dé thyc hién dugc phuwong phap nay doi hoi ngudi

phan tich phai hiéu rd vé 1ap trinh va hé thong.
4.1.8 Cong cu Ollydebug
4.1.8.1 Gigi thi¢u chung

Phan mém nay giup ngudi phén tich c6 thé debug, xem qua trinh chay

tung budc cua chuong trinh.

Dowload phan mém tai trang http://www.ollydbg.de/
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4.1.8.2 Cac chirc nang co ban
Dau tién ngudi phan tich load file vao trong ollydbg ta s& dugc giao dién
chuong trinh nhu sau:

@ File View Debug Plugins Options Window Help |T| & ’?
@44 x| »[n] wifs] g4 M =i L[E[M[T]w[H|c][E[B|R[.[5] E[H[?
rs ES 25@28088 | CALL <JHMP.&comot L22. InitCommonContrals | €In itComm i
Leglsters 1
Godn10os|[ . en oo PUSH @ [Qrodule * Regisners IFA) i<
|| odmimer|| . £ inezEcne | CALL CUMP.Skernel32, Gettodu leHandlen> | LGetHodu Tl Egp apisrras
oadpigac|| . A3 1E334@@a | HOU DWORD PTR DS:[46331E1, EAX BT BBBGRRAE
op4pioll|| . &2 CEpooEea | PUSH GCo Rerchane | EAT ARaaoo00
eadaiaic(| . ca PLSH EAX [ Inst
podainir)( . ES c4nemmon | CALL CJIP.tuserS2.Loadloond> Loadlcon | EIF @@4@18@8 keugen.<Modu l=EntruPoint >
ep4a1021(| | 62 E9vFooan | PUSH PFa9 ’ ' ReroMame| |§ 9 EF D825 Z2biv GFFRFFFFF)
Boaninzs||  ER Anoceeen |FACL Cune.t [hInSt re |B @ =% 9ozz sEoir AIFFFFFRRR)
. < EuserSZ2. LoadCursorf> LoadCurs ? 1 DS @823 Zzbit ALFFFFFFFF]
aa4a1620|| . A3 2e334@ma | HOU DWORD PTR OS: (4833261, EAX S B Fo ARSE S5t SEFOFGRRsBEE)
oa4p1632(| . &R Ba PUSH & WParam = |§ & G2 Gaoe ML
oadaiadd|| . 62 4Fi@emaa | PUSH keygen.@04@184F Olafrac | |g g
|- & S i 2. hQuner s |0 ® LastEcr ERROR_SRS_KEY_NOT_FOUND (BO8036E7)
0a4p1630(| . FFa5 1E334006| PUSH DWORD PTR DS:[4B331E] hInst = | EFL 88888246 (MO,MNE,E,BE,NS,PE,GE,LE)
Ba481843|] . ES 74820088 CALL <JMP.%user32.0ialogBoxParanAs DialogBe 5TE enpty @.@
aadaigaz(| . A oa FLISH & EwitCods |21y Z0Eth Al
oadainda|L. Es crezeean | CALL <JMP.skernel32.ExitProcess) ExitPrac |32 omotn 66
GE4a184F (P, S5 PUSH_EEP 275 Empia o.@
aadaiaca(| . SBEC rol EEF, ESP 273 empin ooa
eada16Sz|| . 5170 @C_1e@iél CHP OWORD PTR S5:[EBP+CI,11@ ITE Sheth BlA
aa4al 653 | LvEFES SaRBRAEE| JHZ keyaen.oB4alEER STE Eheth Bla
oa4p165F (| . 62 91810888 | PUSH 191 Cantrall | Zr% ZNEEY G0
aadaiaca(| . FF75 a3 PUSH CUORD PTR SS: [EEP+3] [thlnd Moo ESPUDZDI
el o e | n g oo eibinls ey oo oo BB08 e BRREEEES
. EYTEN. ewlialue
oasatasill: 25 FE A Tewialue  IFCW B2PF Prec MEAR,EZ3 Mask 111111
aadaiazs(| . ca PLSH EAX Rl d
aadaicral| . ES sroze@me | CALL CJMP.tuser32.Setllindowlonohx Sethlindc
aadnices|| . A3 ZA334@aa | HOU DWORD PTR OS:C46332A1, EAX
oa4p167E(| . FFa5 22334008| PUSH DWORD PTR DS:[4B3322) IParam = 2
aadaiged|| - en a1 |FUSH 1 1 rﬁPar‘am I~
U _c2 cocccona | o
BE4E1 22A=< JMP. &oomct 132, In itCommonControls?
kegaen. <ModuleEntryPoint >
Address [Hen dump ASCIT » | BE1ZFF 34 raalaFFDS -
DE4BIOCE| 65 6 65 2| 03 65 (2 r3|sversers = e || sk (RSt G moel Bt RS
@A4A3622( 2E 6E 65 7d4|@A B0 BA B0|.net.... (W 25:5FE 35| Fereaas
GE4A3E96( 54 63 61 G6E| 6B 73 3A 28| Thanks: | | ekt
AA4A3655| 43 61 6E 74|65 72 77 6F|Canterwo aiorrral | Bacaaena
BA4A3E06 6F &4 2C 20| 6C 64 €F 6F|od, ldoo 4 e | | Ehi 3
BE4A3EA2| €7 73 @A 80|47 72 £S5 65| ay..Gree ehbeae | | Ak
GE4A3EEE| 74 63 6E 67|73 3A 28 52|tings: R e | i
0O4036E2( 45 41 2C 20|43 72 €1 &3|EA, Crac aaiorrecl | Baaaanaa 1R
BA4A3ECE €8 60 £5 73| 2E 64 65 BE|kmes.de. e | | BEek o
BA4A3ECE| 45 F2 72 6F|7Z @@ 59 &F|Error.¥o e | | e
BB4R3006| 75 28 €0 75|73 74 20 65[u nust e v | Baiorrcal | ERPErrrEl End of SEH chain -

Analpsing keygen: 4 hewristical procedures, 30 calls to knawn functions | | Pauzed

Hinh 4-24 Giao dién lam viéc Ollydbg

(1) The Dissembler Window: ¢ cira s6 ndy ta nhin thdy cac doan

chuong trinh ¢ dang asm cung véi nhiing 101 giai thich cho cac doan ma
asm.

(2) The Registry Window: day la cira so chira thong tin chi tiét vé cac
thanh ghi ,cac co trang thai.

(3) The Stack Window: hién thi trang thai cua stack, luu dir tam thoi
cac dir liéu va dia chi.

(4) The Dump Window: cura s6 hién thi noi dung cua bd nhd hodac file,
clra s6 nay cho phép ta tim kiém thyc hién cac chtic nang chinh stra. ..

Céc tuy chon véi View

View->log (cira s6 L) cho chung ta biét thong tin ma Olly ghi lai. Theo
mic dinh cira s6 nay s& luu thong tin vé cic module, import libarary

hoic cac Plugins dugc load cung chuong trinh tai thoi diém dau tién khi
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load chwong trinh vao Olly, cing véi ghi lai cac théng tin vé BP. Va 1
chtrc ning nita 1a khi ta muén luu lai thong tin vé file Log ta chi viéc
nhap chudt phai trong cira sd L va chon Log to file

View-> Executable module( ctra s6 E) cira s6 dua ra danh sach nhiing
file c6 kha nang thuc thi dugc chuong trinh str dung nhu file exe, dlls, ...

View->Memory ( cira s6 M) cira s6 ndy cho ta biét théng tin vé bd nhd
dang duoc st dung. Tai cira s6 ndy chung ta c6 thé sir dung tinh ning
search dé tim kiém thong tin vé cac string, cac doan hexa cy thé hay
unicode. .. thém vao d6 cung cdp cho chung ta nhitng kiéu thiét dit BP
khac nhau tai section.

View-> Threads ( ctra s6 T) liét ké cac thread ctia chuong trinh.

View->window( cira s6 W) dé mé ctra s6 Window.

View-> Handles( ctra s6 H) dé mé ctra s6 Handles.

3k OlyDbg - keygen.exe - CPU - main thread, modle keine!32] I
IE‘ File Debug Plugins Options Window Help

=

=KUE Log AltsL l=L|E|M|T|W|H|C|!|K|B|R|m|S| |
[FrooEDec| i3]

FPEBEDGD Executable modules Alt+E  ErSdiL.Re lEx itUzerT| ntdl Rt LEx itUzerThread -
PPEREDTS

7PEEEDT4 Memory Alt+M

LIERERTE

PrEAEDTT Heap

PPEREDTS

77BBED7A Threads

e

PPEEEDTE Windows

77EBEDTF +181, 8

ey Hands e
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Hinh 4-25:Menu View
View->CPU( cura ) C) cura s0 dang lam viéc hién tai.
View->Patches( ctra 86 /) ctra sd ndy cho ching ta biét thong tin vé
nhiing gi ma chung ta da edit trong chuong trinh.
View-> Call stack( ctra ) K) hién thi mot danh sach cac 1énh Call ma
chuong trinh ctia chiing ta da thuc hién khi chung ta Run bang F9 va
dung F12 dé tam dirng chuong trinh.
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