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LOI NOI PAU

Ngay nay cong nghé thong tin, mang Internet ngay cang phat trién. Khi
nhu ciu cua viée st dung Internet ctia con ngudi ngdy cang ting thi cling
1a luc nhitng nguy co mat an toan thong tin xuat hién cang nhiéu, ndi bat
la cac nguy co tir ma doc. Ma doc xudt hién bat ky & dau trén moi truong
ctia cac thiét bi dién tir nhu cac dia mém, thiét bi ngoai vi USB, may tinh
dén méi truong Internet trong cac website, trong cac tin nhén, trong hom
thu dién tir cia ngudi dung, trong cac phan mém mién phi....Ma doc da
lay lan vao mot may tinh hodc hé thong mang s& gy nhiing thiét hai
kho luong. Hién nay cang ngdy cang nhiéu loai mi ddc xuat hién & céc
thé hién khac nhau, chay trén nhiéu méi truong khac nhau nhu Windows,
Linux, MacOS, Android, IOS... Gido trinh Ma ddc s€ gitp sinh vién co
nhirng kién thic co ban vé ma ddc, nhitng hoat dong, nhiing cach thuc
dé nhan dang, phén tich xtr Iy ma doc, giam thiéu thiét hai cho cac hé
thdng mdy tinh. Gio trinh gdm nhiing chuong nhu sau:
Chwong 1. Tong quan vé ma doc

No6i dung trinh bay cac dang ma ddc, nguy co, cac phuong phdp phat
hién va phong chéng ma doc.
Chuong 2. Co ché hoat dong ctia ma doc

Noi dung trinh bay cac dinh dang phé bién cua ma doc, co ché hoat
dong cua ma doc.
Chuwong 3. Co ban vé phéan tich ma doc

Noi dung trinh bay céc kién thic co ban vé phan tich ma doc, quy trinh
phéan tich.
Chuong 4. Cac ky thuat phan tich tinh

Noi dung trinh bay k¥ thuat phan tich tinh ing dung vao viéc phan tich
ma ddc.
Chuong 5. Cac ky thudt phan tich dong
No6i dung trinh bay k¥ thuat phan tich dong iing dung vao viéc phan tich

ma doc.
Ha néi, ngay 4 thang 10 nam 2013
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Chuong 1

TONG QUAN VE MA POC

1.1 Lich sir phéat trién cia ma déc hai
1.1.1. Khéi niém ma dgc

Malware (Malicious software) hay con goi 1a ma doc (Malicious code)
la tén goi chung cho cac phén mém duoc thiét ké, 1ap trinh dac biét dé
gay hai cho may tinh hodc lam gian doan méi truong hoat dong mang.
M3 doc tham nhap vao mot hé thong mdy tinh ma khong c6 su dong y
cua nan nhan.

Ma ddc hai con dugc dinh nghia 14 “moét chuong trinh (program) duoc
chén mot cach bi mat vao hé théng v6i muc dich 1am ton hai dén tinh bi
mat, tinh toan ven hodc tinh san sang cua hé théng”

Nhiéu nguoi sir dung may tinh van thuong dung thuit ngit Virus dé chi
chung cho cac loai ma doc hai nhung thuc chat ma doc hai bao gém
nhiéu loai khac nhau.

1.1.2 Quy woc dat tén

Hién nay cé rat nhiéu loai ma doc khac nhau duoc cac hang phﬁn mém
diét Virus thu thap tai cac thoi diém khac nhau, diéu nay din dén viéc
thong nhat dit tén ma doc theo mot quy wdc tén nhat dinh rat kho thyc
hién dugc. Vao nam 1991, cac thanh vién sang lap CARO (Computer
Antivirus Reseachers Organization) da thiét ké mot chuong trinh dat tén
cho m& doc ing dung cho cac san pham AntiVirus, tuy nhién cac chuong
trinh cua to chitc CARO nay da lac hau so voi xu thé phat trién va toc do
phat trén ciia ma doc hién gio. Cac nha nghién ctru, cac hing san pham
khong c6 thoi gian dé thoa thuan véi nhau tén chung cho mot mau ma
doc méi. Mac du nhu vay nhung vé co ban cac hang déu dat tén cac mau
ma doc theo quy udc nhu sau:

Type.Flatform.FamilyName.Variant
Trong do:
Type chi ra kiéu méd doc: trojan, dropper, virus, adware, backdoor,
rootkit, worm...
Flatform chi ra méi truong hoa dong ciia ma doc :
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WIn32 : H¢ diéu hanh windows 32 bits

Win64 : H¢ diéu hanh windows 64 bits

Linux : Hé diéu hanh Linux

OSX : H¢ diéu hanh Mac OSX

SymbOS : Symbian OS

Android : H¢ diéu hanh android
FamilyName: Tén dong mé doc, v6i cac dic diém, phuong thirc hoat
dong gidng nhau.
Variant: dai dién cho cac bién thé trong mot dong ma doc.
Vidu: Virus.Win32.XdocCrypt.1
Type: Virus, Flatform: Win32, Family: XdocCrypt, Variant:1.
1.1.3 Lich sir phat trién

Hién nay Internet ngdy cang phat trién song song d6 1a sy phat trién 16n
manh ciia mi ddc. Moi ngay c6 hang trim mau mi doc xuét hién, duéi
nhiéu hinh thrc khac nhau, muc tiéu khac nhau. Phan dudi day liét ké
mot s6 moc quan trong su phat trién cuia ma doc.

Niam 1949 John von Neuman (1903-1957) phat trién nén tang 1y thuyét
tu nhan ban cua mot chuong trinh cho may tinh.

Niam 1981 cac virus dau tién xuat hién trong hé diéu hanh ctia may tinh
Apple II.

Nam 1983 Fred Cohen, mét sinh vién dai hoc My, da dua ra dinh nghia
dau tién vé virus: “La mot chwong trinh mdy tinh c6 thé tac dong nhimg
chuong trinh may tinh khac bang cach sira d6i chung bang phuong phap
dua vao mot ban sao ciia nd”. Fred Cohen ludn 13 cai tén duoc nhic dén
khi néi vé lich st virus.

Néam 1986 hai anh em l4p trinh vién ngudi Pakistan 1a Basit va Amjad
thay thé ma thyc hién (executable code) trong rinh ghi khdi dong cua
mot dia mém béng ma riéng cua ho, dugc thiét ké véi muc dich phat tan
tir mot dia mém 360K khi cho vao bat ctr 6 dia nao. Loai dia mém mang
virus nay c6 mac “© Brain”. Pdy chinh 1a nhiing virus MS-DOS xuat
hién sém nht.

Nam 1987 Lehigh, mot trong nhimg virus file dau tién xdm nhap céc

tép 1énh command.com (virus ndy sau d6 tién hoa thanh virus Jerusalem).
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Mot virus khac c6 tén IBM Christmas, voi tbe do phat tan cuc nhanh
(500.000 ban sao/tiéng), 1a con ac mong ddi véi cac may tinh 1én
(mainframe) cia Big Blue trong subt nim d6. déng hd ctia may tinh
(giéng bom nd cham cai hang loat cho cting mot thoi diém).

Thang 11 cing nim, Robert Morris ché ra worm chiém ctr cdc may tinh
cua ARPANET lam liét khoang 6.000 may.

Nam 1991 virus da hinh (polymorphic virus) ra d&i dau tién 1a Tequilla.
Loai nay biét ty thay do6i hinh thic cua no, gy ra sy kho khin cho céc
chuong trinh chéng virus.

Nam 1994 Tro lra qua e-mail dau tién xuat hién trong cong ddng tin
hoc. Trd nay canh bao ngudi sir dung vé mot loai virus cd thé xoa toan
bd 0 ctng ngay khi mo e-mail ¢6 dong chu dé “Good Times”. Mic du
khong gay thiét hai gi ma chi c6 tinh chat doa dam, tro lra ndy van tiép
tuc xuat hién trong chu ky tir 6 dén 12 thang/lan.

Nam 1995 macro virus dau tién xuat hién trong cidc ma macro trong cac
tép cia Word va lan truyén qua rat nhiéu may. Loai virus ndy c6 thé 1am
hu hé diéu hanh chu.

Niam 1999 Bubble Boy sdu mdy tinh dau tién khong dua vao viéc ngudi
nhan email c6 m¢ file dinh kem hay khong. Chi can thu duoc mé ra, nd
van sé tu hoat dong.

Nam 2003 Slammer mot loai worm lan truyén véi van toc ki luc, truyén
cho khoang 75 ngan may trong 10 phut.

Nim 2004 danh ddu mot thé hé mdi ctia ma doc hai 1a worm Sasser. Vi
loai worm nay thi nguoi ta khéng can phai mé dinh kém cua dién thu ma
chi can mo 14 thu 1a di cho né xadm nhap vao may. Sasser khong hoan
toan huy hoai may ma chi lam cho may chu tr¢ nén chdm hon va déi khi
n6 lam may tuy khoi dong trd lai. O Viét Nam ma doc hai cling gay ra
nhing thiét hai dang ké.

Niam 2005 Su xuét hién cua cac Virus lay qua céac dich vu chatting. Céc
dich vu chatting truc tuyén nhu Yahoo!, MSN bit dau duogc Virus loi
dung nhu mot céng cy phat tan trén mang. Theo théng ké cia BKAV thi
trong vong 6 thang dau nam c6 téi 7 dong Virus lay lan qua cac dich vu

chatting xuét hién & Viét Nam. Trong thoi gian téi nhitng Virus tan cong
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thong qua cac dich vu chatting s& con xuit hién nhiéu hon nira khi ma s
nguoi st dung dich vu ngay cang tang.

Ciing trong ndm nay da ghi nhan loai ma doc phat tan qua mail cuc ky
nguy hiém. MyTob la loai Virus tao ra mot mang ludi “Botnet”, cdc may
tinh bi kiém soat c6 thé bj loi dung dé phat tan thu réac, cai dat cac phﬁn
mém SpyWare va gy ra cic cudc tin cong gia mao. Mic du vao thoi
diém nay Botnet va cac cudc tan cong vao email khong hé méi nhung
MyTob 1a loai Virus dau tién di két hop mang ludi Botnet voi mot
chuong trinh giri email hang loat. Gitip ké tin cong danh cap thong tin,
tién... cia nguoi cua nan nhan cht khong phai chi 1a nghich ngom, quiy
roi nhu trudc day.

Thang 6/2010 danh dau mét budc ngoat vé ma doc hai. Do 1a sy xuat
hién cta “Sau mdy tinh chién tranh mang Stuxnet”. Stuxnet lay lan qua
cac thiét bi USB va cac phuong phap khac, Stuxnet duoc tao ra dé pha
hoai mdt muc tiéu cu thé: Nha may loc dau, nha may di¢n, hay nha may
hat nhan(dién hinh 14 cudc tin cong vao nha may hat nhan lam giau
Uranium cua Iran gy ra thi¢t hai vd cung 1én cua nudc nay khi tao ra sy
ngung tré mat hai nim ctia nha may).

Thang 3/2011 1a su “lén ngo61” cua cac loai ma ddc trong moi truong
mobile. K¢ tan cong phét tan ma doc 1én nhitng chiéc dién thoai thong
minh nham thu thap thong tin nguoi dung. Pién hinh 12 hon 3000 dién
thoai Vodafone bi phoi nhiém ma doc.

1.1.4 Xu hwéng phat trién

Hién nay ngay cang nhiéu phan mém doc hai nham dén c4c nén tang
di dong, dac biét nham vao cac dién thoai thong minh. Theo bdo cdo cua
hang AntiVirus Kaspersky quy 2/2013 thi da c6 hon 100 000 phan mém
doc hai trén di dong dugc phat hién.
Cac dir liéu duoc thu thap bang cach st dung Kaspersky Security
Network duwa trén cong nghé dam may (KSN). Tat ca cac so liéu dugc
thyc hién véi sy dong ¥y cia nguodi st dung tham gia KSN.
Nhitng phadn mém nay chu yéu dén tir cac qudc gia co sé nguoi sir dung
Internet cao, dic biét 1a Trung Qudc. Sé liéu cua Kaspersky cho thiy
téng s6 website phat tan malware c6 tdi 26% site nam tai Trung Qudc.
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Tiép theo d6 1a My (18%) va Nga (12%). Cac chuong trinh ma doc hai
ngady cang phirc tap va nguy hiém, nhung ciing c¢6 chuong trinh lai rat
don gian xét tir goc do k¥ thuat, va lai rdt phd bién. Tuy nhién, céc
chuong trinh phirc tap va nguy hiém lai ting 1én nhiéu so voi 2 nim
trude ddy, trong d6 nguy hiém nhét 13 nhimg chuong trinh c¢6 kha ning
tur nhan ban, gitt nguyén cac tinh ning pha hoai va dong thoi st dung
nhitng cach thurc che dAu sy hién dién ctia minh trong hé théng. Ban than
cong ngh¢ duogc sur dung dé 1an tranh ctia ma ddc hai 13 rdt méi va tinh vi.
Céch day 3-4 nam, cong nghé tu che diu nhu vdy van con trong giai
doan nghién ctru, nhung hién nay chiing di trd thanh phd bién toan cau.
Cong nghé ty nhan ban thi tuy d c6 cach ddy 20 nim va vé nguyén ly
thi cong nghé nay khong c6 gi thay doi cho dén nay. Tuy nhién, kha
nang ty nhan ban hién nay thuong két hop voi nhitng cong nghé khac dé
tao ra kha ning lay lan va pha hoai hiéu qua hon rat nhiéu.
Android Versus PC Threat Type Timeline Comparison
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Ngay trong nam 2013 di co t6i 15 triéu ma doc hai, sé luong nguoi
dung Internet & Trung Qudc tang rat nhanh, cao hon ca My, chiém ty 1&
16n nhét vé luong ngudi s dung Internet trén toan cau. Pong thoi, co
muc tang cao cac hinh thirc t61 pham khong gian 4o (cyber crime), st
dung cac chuong trinh dgc hai nhu mot cong cu hi¢u qua dé danh cép tai
san. Trung Qudc 13 noi ¢ nhiéu nguoi dung Internet nhat va ciing 1 noi

xuat phéat nhiéu toi pham nhat 1a nhu vay.
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Hién nay su phat trién cla cac mang xa hoi s€ tao ra moi trudong tdt cho
cac chuong trinh doc hai. Piéu nay d& hiéu vi ngudi dung thudng tin
tudng cac thanh vién trong mang xa hoi, va do dé cling khong e ngai
hoic it ¢& phong hon so v6i nhitng cach thirc giao tiép khac. Mat khac,
mang x4 hoi quy tu rat nhiéu thanh phan, va trinh d6 nhan thirc, hicu biét
vé an toan, bao mat cua ngudi dung trong mang ciing rat thap. T do, co
thé thiy rang cac chuong trinh doc hai im duoc méi truong rat phu hop
trong mang xa hdi a0. Bén canh do, hién gid cac di¢n thoai thong minh
( smartphone) rat pho bién. Nhitng dién thoai ndy déu st dung cac hé
diéu hanh va thuong déu co cac kho tng dung trén mang. Nhimg kho
tmg dung nay cho phép céac lap trinh vién giri phdn mém dé kiém thu
nhap, hodc mién phi. Tuy nhién c6 rat nhiéu phan mém da bi cai ma doc
ma bén phia quan trj cac kho tmg dung khong kiém soat dugc hét van dé
nay. Theo théng ké B6 An ninh noi dja va B6 Tu phap My da cong bd
bao cdo vé cac moi de doa trén cac hé diéu hanh di dong ma nguoi tiéu
diung My phai doi mat trong nam 2012. Két qua 1a 79% cac loai ma doc
di dong tap trung tin céng Android, hé diéu hanh di dong phd bién nhat
thé gidi. Piéu dang ngac nhién 13 hé diéu hanh bi tin céng nhiéu thir hai
sau Android khong phai 1a 10S cua Apple ma la Symbian cua Nokia,
mot hé diéu hanh dang chét dan. Khoang 19% ma doc nhdm vao hé diéu
hanh nay. Nokia hién da chuyén han sang hé diéu hanh Window Phone
do Microsoft phat trién, do d6 sb luong dién thoai chay Symbian hién
khong con nhiéu. iOS chi himg chiu sy tAn cong cua 0,7% ma doc, trong
khi hé diéu hanh Window Phone va BlackBerry cung linh 0,3% ma doc.
Cac chuyén gia cho biét cac con sb trén khong phan anh s an toan cua
cac hé diéu hanh. S6 luong ma doc tan cong mot hé diéu hanh khong

tuong duong vdi sO6 nguot st dung tai va chay cac ma doc do.
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Hinh 1-2 Dién thoai sir dung hé diéu hanh Android, I0OS, Symbian

Tuy nhién, con s6 79% cta Android van cao gip bdn 1an so véi hé diéu
hanh dtmg sau. Do s6 ngudi st dung Android qua 16n, day c6 thé 1a mot
modi de doa an ninh nghiém trong. B4o cdo ctia Chinh phit My cho biét
mbi de doa ma ddc ddi voi Android dén tir ba huodng: tin nhin chira ma
doc Trojan, ma doc rootkit va cac ing dung doc hai trén cac cura hang
Google Play gia.
Tin nhan Trojan chiém 50% cac vu tan cong nhim vao Android va co
the¢ khién ngudi st dung thiét hai nhidu tién.
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Hinh 1-3 Biéu d6 sy phat trién ma doc
1.2 Phan loai ma doc
C6 nhiéu tiéu chi dé phan loai ma doc hai, dudi day la hai cach
phan loai dua vao hinh thic 1ay nhiém va cia NIST-National Institute of
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Standart and Technology (Vién tiéu chuan — cong nghé quéc gia Hoa ky).
Su chi phan loai mang tinh chat trong doi.
1.2.1.Theo hinh thirc lay nhiém

Malicious

Code

Needs Host Independent
Program

FEEReE

- . ,/
N

Replicate
Hinh 1-4 Phan loai ma doc hai

Theo hinh trén ma doc hai gém 2 loai chinh: mot loai can vt chu

dé ton tai va lay nhiém, vat chu ¢ day co thé 1a cac file dir liéu, cac file
ung dung, hay cac file chuong trinh thyc thi... va mdt loai la tdn tai doc
lap.

Poc lap nghia 14 d6 13 chuong trinh doc hai ma co thé duoc 1ap
lich va chay trén hé diéu hanh.

Khong doc 1ap (needs host program) la 1 doan chuong trinh dac
bi¢t thudc 1 chuong trinh nao d6 khong thé thuc thi doc 1ap nhu mot
chuong trinh théng thudng hay tién ich ndo d6 ma bat budc phai cd
budc kich hoat chuong trinh chu trude do thi chuong trinh d6 mai chay.

1.2.1.1. Trap Door

Trap Door con dugc goi 1a Back Door.

Trong doi séng thudng Trap Door mang y nghia “canh ctra” dé
vao mot toa nha.

Trap door 1a mot diém bi mat trong mot chuong trinh, cho phép
mot ai d6 c6 thé truy cap lai hé thong ma khong phai vuot qua cac hang
rao an ninh nhu thong thuong. Trap door dugc su dung bdi nhitng nha

1ap trinh véi muc dich do 16, kiém tra chuong trinh.
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