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BAI 1: QUAN TRI MAY CHU DNS

1. Cai dat va cau hinh DNS Server Role

DNS (Domain Name System) Server 1a may chi dugc dung dé phan giai
domain thanh dia chi IP va nguoc lai. Vé cach thac hoat dong, DNS Server luu
trit mot co s dit liéu bao gom cac ban ghi DNS va dich vu ling nghe cac yéu
cau.Khi may client gtri y&u cau phan giai dén, DNS Server tién hanh tra ctu trong
co so dir lidu va gui két qua twong wng vé may client.
* Cai dat DNS

Ban c6 thé cai dat dich vu DNS mét cach tu dong trong qua trinh nang cap
may tinh 1&én Domain Controller. Néu Ban khéng mudn cai dit dich vu DNS trong
quéa trinh nang cap. Ban ciing ¢ thé cai dat va cau hinh dich vu DNS sau. Cac
buéc tién hanh cai dat va cau hinh dich vu DNS

Tur menu Start / Administrative Tools / Server Manager

3 R 7 Group Policy Management
& ~ ( &, ISCSI Initiator
Command Prompt - Y i Local Seaurity Policy
(] Memory Diagnostics Tool
administrator (@ Reliabiity and Performance Monitor
@I""’"“E’W" = tion Wizard
B Eﬂr&ﬂﬂ'
Y Server Manager
] resad e
oy
22D Windows Upsdate L2} Share and Storage Management
~a Network ¥ Storage Explorer
@E&W i System Configuration
@mmtoomoadnmm

Cong cu quan ly trong Windows Server 2008 Ban Click chon vao Roles
sau d6 chon tiép Add Roles dé cai chuong trinh DNS.

E. Server Manager = =101 x|

| Fle Acton View Hep

K I ol [~

@ Server Manager (0CO1)
>E3

& a? Features ElF

& Jm Diagnostics View the health of the roles installed on your server and add or remove roles and features.
] iﬁ Configuration b4

# 5 Storage
! Roles Summary

#) Roles: Colecting data...

b4 Collecting Data...

[
Hop Select Server Roles danh dAu chon vao DNS Server sau d6 Click chon

Next dé cai dat dich vu nay vao may tinh.
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x|
| [t
Select Server Roles
|
© Before You Begn Select ane or more roles to install on this server,
] Roles: Description:
Domain Name System (DNS) Server
DNS Server L] Actve Directory Certificate Services provides name resolution for TCPIP
Confrmation '_ Actve Drectory Domain Services (Installed networks. DNS Server is easierto
s E Active Directory Federation Services manage when it is installed on the
| o [_] Active Directory Lightweight Drrectory Services msm;ﬂnh&ngb&rﬁﬂm
| Results | Active Directory Rights Management Services Domain Services. If you s
i E i ing Active Directory Domain Services rle,
~ you can install and configure DNS
L] prce server Server and Active Directory Domain
(2 0ris Server | Services to worktogether,
[] Fax Server
! [] Fie services
[] Network Policy and Access Services
[] Print Services
[] Terminal Services
[[] uoO! Services
[ web Server (11s)
[] Windows Deployment Services

Hop thoai DNS Server gitt nguyén mac dinh Click chon Next.

Add Roles Wizard B x|
&,; DNS Server

Before You Begin Introduction to DNS Server

Server Roles Domain Name System (DNS) provides a standard method for names with numeric Internet

addresses. This makes it possible for users to refer to network computers by using easy-toremember names
instead of a long series of numbers. In addition, DNS provides a hierarchical namespace, ensuring that each
host name will be unique 3cross 3 local or wide-area network. Windows DNS services can be integrated with

Confirmation Dynamic Host Configuration Protocol (DHCP) services on Windows, eiminating the need to add DNS records as
Progress computers are added to the network.
Results Things to Note

1. DNS server integration with Active Directory Domain Services automatically repicates DNS data along with
other Directory Service data, making it easer to manage DNS.

i Active Directory Domain Services requires a DNS server to be installed on the network. If you are instaling

Before Y¢
ot To install the following roles, role services, or features, dick Instal,
Server Roles @
oS 1 informational message below
_ @ﬂnmnﬁﬁ!mdwbereswmdaﬂsv\emdanmmm.

Progress ' DNS Server

Results Domain Name Server
The DNS server role is being installed on a3 domain controlier, and 5o DNS 2ones will be integrated with
Active Directory Domain Services,

2. Cau hinh DNS Zones
Pbi vii DNS Server,thong thuong nén xay dung dong thoi hai hé thong la
DNS Server chinh (Primary) va DNS Server du phong (Secondary) dung chung
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mot co s dit lieu. Voi phuong phap nay,sé han ché kha ning dich vu DNS bi
ngung khi co su ¢b xay ra trén hé théng.
2.1. Tao Forward lookup zone

Sau khi cai dat thanh con dich vu DNS Server ta tién hanh tao cac Resourec

va Records nhu sau:
Budc 1: Tao Forword Lookup Zone: Click chudt phai vao Forword Lookup

Zone chon New Zone...

& DNS Manager

Hop thoai Welcome to the New Zone Wizard xuét hién Ban Click chon
Next.

New Zone Wizard il

Welcome to the New Zone
Wizard

x|

This wizard helps you create a new zone for your DNS
server,

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

= Back Next >

Hop thoai Zone Type (Kiéu Zone ban can tao) Chon Primary zone sau do
Click chon Next.
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New Zone Wizard

Zone Type
The DNS server supports various types of zones and storage.

Hop thoai Active Directory Zone Replocation Scope danh dau chon vao 6
To all DNS Servers in this domain:... sau click chon Next.

New Zone Wizard

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

(2 1o all domain controllers specified imthe scope of: this directory. partition:

Hop thoai Zone Name Ban nhap vao tén Doamin vao 6 Zone name tiép tuc
Click Next.
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New Zone Wizard x|

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is

not the name of the DNS server.
< Back I Next > é]

Hop thoai Dynmic Update Click chon vao Allow both nonseure and secure
dynmic updates lya chon 6 nay thi viéc thiét Iap DNS s& duoc ca 2 1a vira ché dé
bao mat vao ché do dynmisc updates dén Server, tiép tuc Click chon Next dé cau
hinh.

Zone name:

New Zone Wizard ] x|
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic X
updates.

Dynamic updates enable DNS dlient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

" Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

{* Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
. This option is a significant security vulnerability because updates can be
~*-  accepted from untrusted sources.

" Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Next >

Hop thoai Completing the New Zone Wizard Click chon Finish.
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New Zone Wizard X|

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

Name: ;I

Type: Active Directory-Integrated Primary

Lookup type: Forward
=

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

<Bad<|FnshI

2.2. Tao Reverse lookup zone
Tai cira 56 DNS Manager Click chut phai vao Reverse Lookup Zone chon

new Zone

_-'-_ DNS Manager

= § ocot s
@lﬁwmﬂs L] Add a New Zone
@ ] Forward Lookup Zones
Bl R everse Loc [he Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone s!
@ijCond' i ation about one or more contiguous DNS domains.

dd a new zone, on the Action menu, dick New Zone.

Hop thoai Welcome to the New Zone Wizard nhu thuong 1€ la Click Next.
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New Zone Wizard x|

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server.

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, dick Next.

< Back Next =

Hop thoai Zone Type danh ddu check vao 6 Primary Zone sau d6 Click
chon Next

New Zone Wizard x|
Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(¢ Primary zone
Creates a copy of a zone that can be updated directly on this server,

(" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(" Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[V Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back Next >

Hop thoai Active Directory Replication Scope Chon To all DNS Servers in
this domain. .. Tiép tuc Click chon Next.
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New Zone Wizard

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

(5 To all domain controllers spedified|in the scape of; this directarsy parkition:

S |

, 4
EraRssmpy

Click chon Ipv4 Reverse Lookup Zone

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Hop thoai Reverse Lookup Zone Name Nhap vao Network ID Click chon
Next.
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New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Hop thoai Dynmic Update chon Allow both nonsecure and secure dynamic
updates

New Zone Wizard

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure,
updates.

Click chon Finish dé két thlic qua trinh tao Revers Lookup Zone.
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New Zone Wizard x|

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

Name:  1.168.192.in-addr.arpa ;l
Type: Active Directory-Integrated Primary
Lookup type: Reverse
=
Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

<Bad<|FnshI

2.3. Tao Record HOST

G6 tén host vao muc Name, gd dia chi IP vao muc IP address. Néu muédn
tao ra mot ban ghi DNS phan giai nguoc twong tng thi danh dau chon Create
associated pointer (PTR) record.

e iom

Name (uses parent domain name (f blark):
Idns

Fully qualified domain name (FQDN):
|

iP address:
| 152.168.1. 1)

¥ Create associated pointer (PTR) record
I~ allow any authenticated user to update DNS records with the

)

Sau d6 chon Add Host. Xuat hién thong béo thanh cang.
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10) The host recard dns, taiphat.net was successfully created.

Chon OK. Bang New Host tiép tuc xuat hién, chon Done dé két thic tao
ban ghi. Dé tao mot ban ghi Alias, nhap chudt phai vao zone va chon New Alias
(CNAME). Tuong ty nhu trén, dién cac théng tin vao. Tai muc Fully qualified
domain name (FQDN) for target host, néu ban khéng nhg, chon Browse dé tim
tén may can thét.

x
Alas (CNAVE) |
Alias name (uses parent domain i left biank):
Fuly qualified domain name (FQDN):

Fuly quaified domain name (FQDN) for target host:

[T Allow any authenticated user to update all DNS records with the same
name. This settng appiles only to DNS records for 3 new name,

<
Sau khi da dién thong tin day di. Chon OK dé hoan tat
2.4. Tao Record CNAME

Tao Cname Records: Click chuot phai vao Domain can tao chon New Alias
(CNAME)...
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= DNS Manager

=

File Action View Help

& | 7B o= Bl d 86

2 DNS Name |
=l DCO1 £ (same as parent folder)
Lﬁ] Global Logs i=| (same as parent folder)
= [ Forward Lookup Zones =deo1
(2] _msdcs.GroupsvIT.Net

=l Eliverse Look  Update Server Data File
] Conditional F{  Reload
New Host (A or AAAA)...
New Alias (CNAME)...

New Domain...

New Delegation...
Other New Records...

All Tasks

Hop thoai Alias name g tén Alias can tao sau d6 Click chon vao Browse. ..
dé tro dén A Records

x
AEas(CNAM!‘:‘)I

Alias name (uses parent domain if left blank):
WWW

Fully qualified domain name (FQDN):

Full fied domain name for target host:
I Browse... I

[V allow any authenticated user to update all DNS records with the same
name, This setting applies only to DNS records for a new name.

oK

Chon Borwse.. troé dén Host A Click chon OK
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3. C4Au hinh DNS Zone Transfers
Vao Start / Administrative tools / DNS.
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Trén DNS vao forward lookup zones / Click chudt phai vao zone gtm.com,
chon Properties.

Chon tab Zone transfer sau do tick chon Any server. Tuly chon nay cho
phép transfer DNS zone t&i moi mdy. Click Ok dé két thiic.

Tuong ty, thuc hién véi Reverse lookup zones.
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4. Quan ly va xir ly 16i DNS
* Theo doi sw kién DNS

Khi quan tri dich vu DNS, viéc ghi nhan va theo doi su kién xay ra cho dich
vu DN 1a rat quan trong, thong qua d6 ta c6 thé dua ra mot s6 gia phap khac phuc
mot khi co su ¢d xay ra,...Trong DNS management console cung cap muc Event
Viewer dé cho ta c6 thé thuc hién diéu ndy, trong phan nay ta can luu y mot s6

biéu tugng nhu:

o : Chi thi 15i nghiém trong, dbi voi 16i ndy ta can theo xir Iy nhanh chong,
b i : Thong tin ghi nhan cac su kién binh thuong nhu shutdown, start, stop
DNS,....

Type | Date | Tme urce

i 7/17/2010 11:08:56 PM
7/17/2010 11:08:55PM
7/17/2010 11:08:55 PM

7/17/2010 11:08:55 PM
7/17/2010 11:08:54PM

* Kiém tra hoat déng ciia dich vu DNS
Ttr menu Start / Run / gd Iénh cmd
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CITEE—— x|

- Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: I emd| j

'Q’f' This task will be created with administrative privileges.

cratorons lookup
1 out.
was 2 seconds.
rver:  UnKnown
::1

wuw.groupsvit.net

2 dcB1.groupsvit.net
Addre 192.168.1.99
Alias www.groupsvit.net

.groupsvit.net
: UnKnown

dcBl .groupsvit.net
192.168.1.99
nail.groupsvit.net
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BAI 2: TRIEN KHAI LAN ROUTER
1. Giéi thiéu vé Routing

Routing (dinh tuyén) Ia chi ra huéng, su di chuyén cua cac packet (goi)
duogc gan dia chi tir Source (ngudn), hudng dén Destination (dich) cudi théng qua
cac node trung gian. Tién trinh routing thuong chi huéng di dya vao bang dinh
tuyén (router table), d6 1a bang chtra nhitng con dudng di tét nhit dén cac dich
khéc nhau trén hé théng mang. Ngoai cach trién khai dinh tuyén bang router ctrng,
chiing ta c6 thé trién khai trén cac router mém hay trén céc hé diéu hanh hd tro
dinh tuyén. Trén hé diéu hanh may cha caa Windows ¢6 hd tro dich vu Routing
and Remote Access, Viét tit 1a RRAS. Vi dich vu nay, nguoi ding c6 thé trién
khai rat nhiéu dich vu nhu VPN client access, VPN site to site, NAT hay & bai lab
DHCP Relay Agent cling da str dung...

* Pinh tuyén tinh:

La qu4 trinh ngudi quan tri mang phai cau hinh céc thdng tin dén cac mang
khac cho router .

Dic diem:

- B4i véi dinh tuyén tinh ,cac thong tin vé dudng di phai do ngudi quan tri
mang nhap cho router

- Khi cau triic mang c6 bat ky thay dbi nao thi chinh ngudi quan tri mang
phai x04 hoac thém cac thong tin vé duong di cho router

Hoat dong:

- Pau tién ,ngudi quan tri mang cdu hinh cac duong cb dinh cho router

- Router cai dit cac dudng di nay vao bang dinh tuyén.

- Goi dit lieu duoc dinh tuyén theo cac duong cé dinh nay.

* Pinh tuyén dgéng:

Giao thire dinh tuyén dong cho phép router nay chia sé cac thong tin dinh
tuyén ma no biét cho cac router khac. Tir d6 céc router ¢ thé xay dung va bao tri
bang dinh tuyén cua nd. Mot sb giao thire dinh tuyén :RIP,IGRP,EIGRP,OSPF...

Pac diém:

- Cap nhat vé tat ca cac dudng,chon duong tét nhat dat vao bang dinh tuyén
va xo0a di khi duong @6 khong str dung duocC nita

- Khi cau trdc mang c6 bat ky thay dbi niao nhu mé rong thém ,cau hinh lai,
hay bi truc trac thi router tu dong cap nhat lai bang dinh tuyén

- Thoi gian dé cac router ddng bo véi nhau cang ngan cang tét vi khi cac
router chua ddng bo vai nhau vé cac thong tin trén mang thi s& dinh tuyén sai.
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Hoat dong: hoat dong trén co s cac thuat toan dinh tuyén dugc phan loai

theo:

- Vecto khoang cach(RIP, IGRP, EIGRP, OSPF)
- Trang thai duong lién két(OSPF, 1S_IS)
* S0 sanh giira dinh tuyén dong va dinh tuyén tinh

Pinh tuyén tinh

Pinh tuyén déng

Nguoi quan tri mang ton thoi gian cau
hinh

Pon gian cau hinh

Biéu khicn thdng tin,khong lang phi
bang thong dé tao bang dinh tuyén

Tiéu ton mot phan bang thong trén
mang dé tao bang dinh tuyen

Po phuc tap cAu hinh tang khi kich
thudc mang tang

Don gian trong viéc cau hinh va tu
dong tim ra tuyén duong thay the néu
mang thay doi

Khong c6 kha nang thich ung voi
mang cau tric thay doi

C6 kha ning thich tng v&i mang cau
tric thay doi

Dung cho mang nhé, sé luong router it

Dung cho mang 16n, sb luong router
nhiéu

* Cai dat Routing and Remote Access (RRAS)

Chuan bi cho hé théng mang:

01 may windows server 2008 tén HT-SRV-01, may nay c6 thé Join hoic
khong join domain, phuc thudc vao mé hinh trién khai v6i né.
bia chi IP cia may HT-SRV-01, mdy c6 2 card mang:

Card Int ndi v6i hé théng mang bén trong c6 IP
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Internet Protocol Version 4 (TCP/IPv4) Properties

£ Obtain DS server address autematically:
192.168. 2 . 2

Card Ext két ndi v6i hé thdng mang bén ngoai, c¢6 IP nhu sau:

Internet Protocol Version 4 (TCP/IPv4) Properties

O

Chi tiét cai dat Routing And Remote Access
Vao server manager, click chudt phai vao Roles chon Add Roles.
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