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CHUONG TRINH MON HOC/ MO PUN

Tén m6é dun: An toan mang
Ma m6 dun: MDCC13030181
Thoi gian thye hién mé dun: 90 gio; (Ly thuyét: 30 gid; Thyc hanh, thi nghiém, thao
luan, bai tap: 57 gio; Kiém tra: 3 gi0)
I. Vi tri, tinh chat ciia mé dun:
Mb dun duoc bd tri sau khi hoc sinh hoc xong cac mon hoc chung, cdc mon hoc
co s& chuyén nganh dao tao chuyén mén nghé.
- Tinh chét ctia mén hoc: La mé dun chuyén nganh bét budc.

I1. Muc tiéu mé dun:
+ Kién thirc:

- Xac dinh duoc cac thanh phén can bao mat cho mot hé théng;

- Trinh bay duoc cac hinh thtc tin cong vao hé théng mang;

- Liét ké dugc cac tinh hudng tin cong mang;

- M6 ta dugc céach thirc ma hoé thong tin;

- M6 ta kién triic mang c6 sir dung tuong lira;

- M6 ta cach thirc xdy dung hé thong phat hién xAm nhép, ngin ngira xAm nhap;

- Phan loai dugc céc loai virus théng dung va phuong phap phong chdng virus.
+ Ky nang:

- Thiét 1ap dugc cac cach thirc bao mat;

- Thiét 1ap tuong lira bao vé mang;
+ Thdi dg: Chu dong linh hoi kién thirc, hoan thanh cac bai tap duoc giao

- Vé kién thire:

III. Ngi dung mo dun:

1. Néi dung tong qudt va phin phéi thoi gian:

Thoi gian (gio)
TT Noi dung mo6 dun Téng Ly | Thuc | Kiém
) thuyét | hanh | tra

| | Bai 1. Tong quan vé an toan va bao mat thong 12 6 6

ting
2 | Bai 2: Ma hoa thong tin 12 6 6
3 Bai 3: Cac hinh thiic tin cong mang pho bién 24 6 17 1
4 Bai 4: Cong nghé buc tuong Itra 18 6 11 |
5 Bai 5: Hé thong IDS/IPS va cach phong chong 24 6 17 1

virus

Tong cong 90 30 57 3

2. Ngi dung chi tiét:
Bai 1: Tong quan vé an toan va bao méat thong tin; Thoi gian: 12 gio (LT: 6; TH: 6)
Muc ti€u:
+ Kién thirc:



- Trinh bay duogc cac hinh thirc tan cong vao hé thong mang;
- Xac dinh duoc cac thanh phﬁn cua mot hé théng bao mat.
+ Ky nang:
- Xac dinh dugc cac thao tac bao vé dir liéu quan trong
+ Thdi dg: Tich cuc trong viéc xdy dung bai, chu dong tim hiéu bai va thuc hanh bai

hoc
Noi dung:
1.1. Céc khai niém chung
1.2. Nhu ciu bao vé thong tin
1.3. Céac chinh sach bao mat
1.3.1. Diéu khién truy cap
1.3.2. Xac thuc
1.3.3. Kiém toén
Bai 2: Ma hoa thong tin; Thoi gian: 12 gio (LT: 6, TH: 6)
Muc tiéu:

+ Kién thirc:
- Liét ké va phan biét duoc cac kiéu ma hoa dit lidu ;
- Ap dung duogc viéc ma hoa va giai ma véi mot s phuong phap co ban ;
- M5 ta vé ha tang tng dung khoa cong khai.
+ Ky nang:
- Giai quyét duogc cac bai toan lién quan dén cac thuit toan ma hod
+ Thdi dp: Tich cuc trong viéc xdy dung bai, chu dong tim hiéu bai va thuc hanh bai
hoc
No6i dung:
2.1. Co ban vé mi hoa (Cryptography)
2.2. An toan cua thuat toan
2.3. Phan loai cac thuat toan ma hoa
Bai 3: Cac hinh thirc tin cong mang pho bién Thoi gian: 24 gio (LT: 6; TH: 17;
KT:1)
Muc ti€u:
+ Kién thirc:
- Liét ké duoc cac tinh hudng tin cong mang;
- M6 ta dugc cac mo hinh tan cong mang.
+ Ky nang:
-Xéc dinh dugc cac nguy co c6 thé tin cong mang may tinh.
+ Thai dg: Tich cuc trong viéc xay dung bai, chi dong tim hiéu bai va thuc hanh bai
hoc
Noi dung:



3.1. Céc kiéu tan cong
3.1.1. Tén cong tryc tiép
3.1.2. Nghe trdm
3.1.3. Gia mao dia chi
3.1.4. V6 hiéu hoa cac chirc ning cta hé thong
3.1.5. Ldi ctia ngudi quan tri hé thong
3.1.6. T4n cong vao yéu t6 con ngudi
3.2. Cach thic tan cong
3.2.1. Minh hoa khai quat mét kich ban tan cong
3.2.2. Tan cong cha dong
3.2.3. Tan cong thy dong
Bai 4: Cong ngh¢ birc tworng Itva Thoi gian: 18 gio (LT: 6, TH: 11; KT:1)
Muc tiéu:
+ Kién thikc:
- Liét ké chirc ning, cdu tric cua tuong lira;
- M6 ta duoc kién trac mang sir dung tuong ltra.
+ Ky nang:
- Xéc dinh dugc cac mo hinh tuong Iua.
+ Thdi dp: Tich cuc trong viéc xdy dung bai, chu dong tim hiéu bai va thyc hanh bai
hoc
Noi dung:
4.1. Cac muc bao vé€ an toan.
4.2. Téng quan vé birc tuong lira.
4.3. Tuong Itra loc goi.
4.4, Tuong Itra muc tng dung.
4.5. Cac mo6 hinh trién khai tuong lia.
Bai 5: Hé thong IDS/IPS va cach phong chong virus Thoi gian: 24 gio (LT: 6; TH:
17; KT:1)
Muc ti€u:
+ Kién thikc:
- Trinh bay duoc khai niém vé hé thong phat hién xam nhap cip, ngin ngira
xam nhap.
- M6 ta dugc nguyén tic hoat dong cua hé thong, IDS/IPS.
- M6 ta duogc virus may tinh.
- Trinh bay duogc cach thtrc 1ay lan cia virus may tinh.
+ Ky nang:
- Thiét 1ap duoc hé thong ngan ngira xam nhép.
- Phan biét duoc cac loai virus.



+ Thdi d¢: Tich cuc trong viéc xay dung bai, chu dong tim hiéu bai va thuc hanh bai

hoc
Noi dung :

5.1. Céch thirc xay dung hé théng IDS/IPS
5.1.1. Hé thong phat hién xAm nhéap IDS
5.1.2. Hé thong ngan ngira xam nhap IPS

5.2. Phong chdng virus

5.2.1. Gi6i thiéu tong quan vé virus tin hoc

5.2.2. Cach thirc 1ay lan — phén loai va cach phong chong

IV. Piéu kién thuc hién chwong trinh:
1. Phong hoc chuyén mon héa, nha xwéng.

Loai ) Dién Danh muc trang thiét bi chinh ho tr¢ giang
STT | phong | > | tich day
lwong 2 o, A So n
hoc (m”) Tén thiét bi Phuc vu m6 dun
lwgng
- Ban ghé 40 Bo
., - Bang 1 Chiéc , R ,
1 dGI;gig 1 60 | - May chiéu 1 Chiéc Cac tmhﬁ dé}in ly
8 -Man chiéu | 1 Chiéc Y
- Quat 5 Chiéc
2 Phong 1 100 | - Ban ghé 10 B9
thuc - May chiéu 1 Bo Cac mo6 dun thuc
hanh, - Quat 5 Chiéc | hanh, thuc tap
thuc tap May tinh 30 bo

2. Trang thiét bi may méc.
3. Hoc li€u, dung cu, nguyén vat li¢u:
- Bé cuong bai giang, gido an;
- Slide bai giang theo tirng mé dun An toan mang
- Cau hoi, bai tap thuc hanh, bai tip tinh hudng
4. Cac diéu kién khac.
- Tai liéu phat tay, va céc tai liéu lién quan khac dén mo dun;
- C4c biéu mAu, hinh anh minh hoa.
V. Phuong phap va nfi dung danh gia:
1. N§i dung
- V& kién thiic:
+ Trinh bay dugc cac kién thirc nén tang vé An toan mang
+ Trinh bay dugc gidi phdp An toan mang, bao mat mang, an toan dir li¢u
- Vé kj ning:
+ Xay dung dugc hé thong An toan mang
+ Bdo may duoc hé th6ng mang
+ Trién khai lap dat hé thong mang
- Nang luc tw chii va trach nhiém:
- Y thitc chap hanh t6t ndi quy hoc tap.
- Téc phong va trach nhiém d6i véi tap thé 16p.
- bam bdo an toan.



2. Phwong phap danh gia:
- Tham gia it nhat 70% thoi gian hoc ly thuyét, 80% gio thuc hanh, thyuc tap theo
quy dinh cua mén dun;
- Tham gia ddy du cac bai kiém tra va cac bai thyc hanh.
- Piém trung binh chung cac diém kiém tra dat tir 5.0 tro 1én theo thang diém 10
- Banh gia trong qua trinh hoc:
+ Kiém tra thudong xuyén 01 kiém tra viét (trdc nghiém, thuc hanh);
+ Kiém tra dinh ky 02 bai thyc hanh ¢4 nhan hodc nhom.
- Panh gia cudi mén hoc: Thi ty luan
- Thang diém 10.
VI. Huéng din sir dung chwong trinh:
1. Pham vi ap dung chwong trinh:

Mo dun: An toan mang duoc st dung dé giang day cho trinh d6 Cao dang nim
2017.

2. Hwéng din mét sé diém chinh vé phwong phap giang day mé dun:

- Tuy theo ndi dung ctia mdi bai ma gido vién c6 thé sir dung nhiing phuong
phap mang tinh chét vira truyén théng vura hién dai nhu: thuyét trinh, tryc quan, hoat
dong nhom..

- Dé dam bao va nang cao chat lugng dao tao cia mdn hoc rit can co sy dau tu
co s& vat chat, trang thiét bi, do dung day hoc nhu: phong hoc thuc hanh mdy tinh,
may chiéu da nang, gido trinh, cdc Video truc quan, Céc thiét bi phﬁn cung va thiét bi
mang may tinh
3. Nhitng trong tim chwong trinh cin chu y:

- Tong quan dugc céng nghé mang khong day

- Phan biét dugc vai tro, chirc nang, cac dac tinh ky thuat khi bao mat mang
khong day

- Téng quan dugc mdn hinh mang mdy tinh, lip dit, va két ndi duoc mang may
tinh theo chudn két ndi co ban va ning cao.



BAI 1: TONG QUAN VE AN TOAN VA BAO MAT THONG TIN

Giéi thi¢u:

Bao mat 1a mot trong nhing linh vye ma hién nay gioi cong ngh¢ thong
tin kha quan tam. Mot khi Internet ra doi va phat trién, nhu cau trao doi thong tin
tr& nén can thiét. Muc tiéu cua viéc ndi mang 13 1am cho moi nguoi cd thé sir
dung chung tai nguyén tur nhirng vi tri dia ly khac nhau. Ciing chinh vi vay ma
cac tai nguyén ciing rat dé dang bi phan tan, dan dén mot didu hién nhién la
chung s& bi xam pham, gy mat mat dir liéu cling nhu cac thong tin c6 gia tri.
Cang giao thiép rong thi cang dé bi tan cong, d6 1a mot quy luat. Tir d6, van dé
bao vé thong tin cling dong thoi xut hién, bao mat ra doi.

T4t nhién, muc tiéu cua bao mat khong chi nam géi gon trong linh vuc
bdo v€ thong tin ma con nhiéu pham tru khac nhu kiém duyét web, bdo mat
internet, bdo mat http, bao mat trén cac hé théng thanh toan di¢n tr va giao dich
truc tuyén

Moi nguy co trén mang déu la moi nguy hiém tiém tang. Tt mot 16 hong

bao mat nho cua hé thong, nhung néu biét khai thac va loi dung véi ting suit
cao va k¥ thuat hack diéu luyén thi cling c6 thé tré thanh tai hoa.
Theo théng ké cua to chic biao mat ndi tiéng CERT (Computer Emegancy
Response Team) thi sd vu tin céng ngdy cang ting. Cu thé nim 1989 c6 khoan
200 vu, dén nam 1991 ¢6 400 vy, dén nim 1994 thi con s nay tang lén dén murc
1330 vy, va s€ con taing manh trong thoi gian toi.

Nhu vay, s6 vu tin cong ngay cang tang lén voi mire d chong mat. Dleu
nay ciing dé hiéu, vi mot thuc thé ludn ton tai hai mit dbi lap nhau. Sy phat trlen
manh mé& cua céng nghé théng tin va k¥ thuat s& 1am cho nan tin cong, an cép,
pha hoai trén internet bung phat manh mé.

Internet 1a mot noi cuc ky hdon loan. Moi thong tin ma ban thuc hién
truyén dan déu c6 thé bj xam pham, tham chi 1a cong khai. Ban c6 thé hinh dung
internet 1a mot phong hop, nhiing gi dugc trao d6i trong phong hop déu duogc
ngu:m khac nghe thiy. Véi internet thi nhirng nguoi nay khong thay mit nhau,
va viéc nghe thiy thong tin nay c6 thé hop phap hoic 1a khong hop phap.

Tém lai, internet 13 mot noi mat an toan. Ma khong chi 1a internet cac loai mang
khac, nhu mang LAN, dén mot hé théng may tinh cling co thé bi xam pham.
Tham chi, mang dién thoai, mang di dong ciing khong nam ngoai cudc. Vi thé
ching ta ndi rang, pham vi cua bao mat rat 16n, noi khong con goi gon trong mot
may tinh mot co quan ma 13 toan cau.
Muc tiéu:

~ Trinh bay dugc cac hinh thirc tan cong vao hé théng mang;

- Xac dinh duoc cac thanh phr:?m cua mot hé théng bao mat;

- Thuc hién cac thao tac an toan voi may tinh.



Noi dung chinh:

1.1. Cac khai niém chung

Muc tiéu:

- M6 ta dwoc cac doi twong tang cong hé thong mang ;

- Xdc dinh dwoc cdc 16 hong bdao mat.

1.1.1. An toan thong tin

- An toan théng tin (Information security) 1a viéc bao vé chdng truy nhap, sir
dung, tiét 19, stra doi, hodc pha hay thong tin mgt cach trai phép

- An toan thong tin 1a viéc bdo v¢ cac thudc tinh bi mdr (confidentiality), tinh
toan ven (integrity) va tinh san ding (availability) ctia cac tai san thong tin trong
qua trinh chiing duoc luu trit, xir 1y, hodc truyén tai.

- An toan thong tin gom hai linh vuc chinh 13 An todn céng nghé théng tin
(Information technology security, hay IT security) va Pdm bdo thong tin
(Information assurance). An toan cong ngh¢ thong tin, hay con goi 1a 4An toan
mdy tinh (Computer security) 1a viéc dam bao an toan cho cac hé théng cong
nghé thong tin, bao gdm cac hé théng may tinh va mang, chong lai cac cudc tin
cong pha hoai. Pam bao thong tin 13 viéc dam bao thong tin khong bi mat khi
X4y ra cac su ¢, nhu thién tai, héng héc, trom ca‘ip, pha hoai,... Pam bao thong
tin thuong dugc thuc hién st dung céc ky thudt sao luu ngoai vi (offsite
backup), trong d6 dit liéu thong tin tir hé thong gbc dugc sao loju ra cac thiét bi
luu trit vat 1y dat & mot vi tri khac.

- Truy nhdp (Access) 1a viéc mot chil thé, ngopoi dung hoic mot dbi tuong co
kha nang sur dung, xur 1y, sira d6i, hodc gy anh huong dén mét chu the, , NgUOi
dung hodc mot ddi tugng khac. Trong khi ngudi dung hop phap c6 quyén truy
nhap hop phap dén mot hé thong thi tin tac truy nhap bat hop phap dén hé théng.
- Tai san (Asset) 13 tai nguyén ctia cac to chirc, c4 nhan dugc bao vé. Tai san ¢6
thé 1a tai san 16 gic, nhu mdt trang web, thong tin, hodc dir liéu. Tai san cd thé 1a
tai san vat ly, nhu h¢ théng may tinh, thiét bi mang, hodc cic tai san khAc.
- Tdn céng (Attack) 1a hanh dong c6 chu ¥ hodc khong ¢6 chu ¥ ¢6 kha ning gay
hai, hodc lam thoa hi€p cac thong tin, hé thong va cac tai san dugc bao vé. Tan
cong c6 thé chii dong hodc thy dong, truc tiép hodc gian tiép.

1.1.2. Poi twong tan cong mang (Intruder)

La nhitng c4 nhan hodc céc to chire sir dung cac kién thic vé mang va céc
cong cu pha hoai (phan mém hodc phan cting) dé do tim cac diém yéu, 16 hong
bao mat trén hé théng, thuc hi€n cac hoat dong xam nhdp va chiém doat tai
nguyén mang trai phep.

Mot s6 ddi tuong tin cong mang la:

- Hacker: La nhiing ké xam nhép vao mang trai phep bang cach sir dung cac
cong cu pha mat khau hoic khai thac cac diém yéu cta cac thanh phan truy nhap
trén hé thong.

- Masquerader: La nhitng ké gia mao thong tin trén mang. Mot s6 hinh thirc
gid mao nhu gid mao dia chi IP, tén mién, dinh danh nguoi dung ...
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- Eavesdropping: La nhitng d6i tugng nghe trom thong tin trén mang, st dung
cac cong cu sniffer; sau do dung cac cong cu phan tich va debug dé lay duoc cac
thong tin c6 gia tri. Nhing d6i tuong tan cong mang co thé nham nhiéu muc
dich khac nhau: nhu an cdp nhiing thong tin c6 gia tri vé kinh té, pha hoai hé
thdng mang c6 chu dinh, hodc ciing c6 thé chi 1a nhimg hanh dong vo ¥ thuc,
thir nghiém cac chuong trinh khong kiém tra can than ...
1.1.3. Cac 16 hong bao mat

Céc 16 héng bao mat 1a nhirng diém yéu kém trén hé thong hodc an chua
trong mot dich vu ma dya vao d6 ké tn cong co thé xam nhap trai phép dé thuc
hién cac hanh dong pha hoai hodc chiém doat tai nguyén bat hop phap.

Nguyén nhan gay ra nhiing 16 hong bao mat la khac nhau: c6 thé do 101
cua ban than hé thong, hoic phan mém cung cap, hodc do ngudi quan tri yéu
kém khong hiéu sau sic cac dich vu cung cap ..

Cdc diém yéu hé thong (System Weaknesses) 1a cac 161 hay cac khiém
khuyét ton tai trong hé théng. Nguyén nhin cta sy ton tai cdc diém yéu co thé
do 15i thiét ké, 15i cai dit, 15i 1ap trinh, ho#c 16i quan tri, cAu hinh hoat dong. Céc
diém yéu c6 thé ton tai trong ca cac md dun phin cing va cac md dun phan
mém. Mot s diém yéu dugc phat hién va da dugc khic phuc. Tuy nhién, c6 mot
s6 diém yéu dojoc phat hién nhung chua dugc khic phuc, hoic cic diém
yéu chua duoc phat hién, hoic chi ton tai trong mot diéu kién dac biét nao do.
L6 héng bdo mdt (Security vulnerability) la mot diém yéu ton tai trong mot hé
thong cho phép tin tac khai thac gay t6n hai dén cac thudc tinh an ninh cta h¢
théng d6, bao gébm tinh toan ven, tinh bi mat, tinh sin dung. Phu thudc vao kha
ning bi khai thic, cic 16 hong bao mat c¢6 muc dd nghiém trong (severity) khac
nhau. Theo Microsoft, c6 4 mirc d6 nghiém trong cta cac 16 hong bao mat: nguy
hiém (Critical), quan trong (Important), trung binh (Moderate) va thdp (Low).
Tuy nhién, mét sé t6 chirc khac chi phan loai céc 16 hong bdo mat theo 3 muirc do
nghiém trong: cao (High), trung binh (Medium) va thdp (Low).

- L3 hong bao mat thude cd'p dé nguy hiém 14 15 hong cho phép tin tic thuc hién
md khai thac ma khong can tuong tac ngojoi dung. Cac thong tin khai thac 16
hong, nhu ma mau khai théc ton tai phd bién trén mang. Ngoai ra, viéc khai thac
16 hong c6 thé dojoc thuc hién dé dang ma khong yéu cau c6 tai khoan hé thong
hodc cac di€u kién phtrc tap. Vi du nhu mot sb6 16 héng tran by dém nghiém
trong bi khai thac bdi sdu mang hoic email chta vi rat, ma doc. Cac 16 héng loai
nguy hiém can dugc khic phuc ngay hodc cang sém cang tot.
- Lb hong bao mat thudc cdp dé quan trong 1a 15 hong khi bi khai thac co thé
dan dén vi pham céc yéu cu an toan thong tin nhu bi mat, toan ven va san ding
ctia dir liéu, tai nguyén tinh toan, hodc ca hé thong. Khac vdi 16 hong loai nguy
h1em 16 hong loai quan trong cho phép tin tic thuc hién ‘ma khai thac, nhung
can ¢ tuong tac nguoi dung. Vi du vi rat hodc cac phan mém doc hai can tojong
tac nguoi dung dé lay lan, nhoy sao chép cac file qua thé nhd USB, mo email
dinh kém, thuc thi ma doc,... Cac 16 héng loai quan trong ciling can duoc khéc
phuc cang som cang tdt.
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- L5 hong bao mat thudc cdp dé trung binh 1a cac 16 hdng ma khi khai thac, tin
tic phai & trong cung mang cuc bd véi hé théng nan nhan. Mot ngit canh khai
thac 16 hong loai nay 14 tin tic thyc hién viéc biy nan nhan sir dung céac k¥ thuat
xa hoi, nhur khai thac sy ca tin, t0 mo va long tham cua nguoi dung. Ngoai ra,
vige khai thac 16 hong loai trung binh cling chi cho phép tin tic co6 quyen truy
nhap rat han ché vao hé thong Vi 16 hong loai trung binh, can xem xét khac
phuc sém nhét hodc dinh ky dé han ché anh huong.

- Loai cubi cung 1a cac 16 hong bao mat thudc cdp dé thdap. Cac 16 hong loai ndy
it c6 anh huong dén hoat dong cua to chirc va ching chi co thé bi khai thac khi
tin tac co truy nhap cuc bo hodc truy nhap vat ly truc tiép vao hé thong. Mic du
vay, van can xem xét khic phuc dinh ky dé han ché anh hojong.

Murc d6 anh hudng cia cac 16 hong 1a khac nhau. C6 nhiing 16 hong chi
anh huong t6i chit luong dich vu cung cip, c6 nhiing 16 héng anh hudng
nghiém trong t&i toan bo hé thong ...

1.2. Nhu cau béo vé thong tin
Muc tiéu:
- Trinh bay dwoc cac nhu cau can bao vé trén hé théng mang

1.2.1. Nguyén nhan
Tai nguyén dau tién ma ching ta ndi dén chinh 1a dit lidu. Doi véi dit liéu,
ching ta can quan tam nhirng yéu to sau:

1.2.2 Bao v¢ dir li€u

Nhitng thoéng tin luu trit trén hé théng mdy tinh can dugc bao vé do céac
y€u cau sau:
- Bdo mat: nhitng thong tin c6 gia tri vé kinh té, quan su, chinh sach vv... can
duoc bao v€ va khong 10 thong tin ra bén ngoai.
- Tinh toan ven: Thong tin khong bi mat mat hodc stra d6i, danh trao.
- Tinh kip thoi: Yéu cau truy nhdp théng tin vao dang thdi diém can thiét.
Trong cac yéu ciu nay, thong thudng yéu cau vé bao mat duge coi 1a yéu cau so
1 d61 v6i thong tin luu trtr trén mang. Tuy nhién, ngay ca khi nhirng thong tin
nay khong duoc gitt bi mat, thi nhitng yéu cau vé tinh toan ven ciing rat quan
trong. Khong mot c4 nhan, mot t6 chic nao lang phi tai nguyén vat chat va thoi
gian dé luu trir nhitng thong tin ma khong biét vé tinh dung dan cia nhiing
thong tin do.

1.2.3. Bao v¢ tai nguyén st dung trén mang

Trén thuc té, trong cac cudc tAn cong trén Internet, ké tAn cong, sau khi
dd lam cha dugce hé théng bén trong, cd thé st dung cac may nay dé phuc vu
cho muc dich ctia minh nhu chay céc chuwong trinh do mat khau ngudi sir dung,
str dung cac lién két mang sin co dé tiép tuc tan cong cac hé thong khac.
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1.2.4. Bio vé danh tiéng ciia co quan

Mot phan 16n cac cude tdn cong khong dugc thong bao rong ri, va mot
trong nhirg nguyén nhan 14 ndi lo bi mét uy tin cta co quan, dic biét 1a cac
cong ty lon va cdc co quan quan trong trong bd may nha nudc. Trong truong
hop nguoi quan tri hé thong chi duoc biét dén sau khi chinh hé théng ctia minh
duoc dung lam ban dap dé tin cong cac hé thdng khac, thi ton that vé uy tin 1a
rat 16m va c6 thé dé lai hau qua lau dai.
1.3. Cac chinh sach biao mat
1.3.1. Piéu khién truy nhap
- Piéu khién truy nhap: 13 qué trinh ma trong d6 ngudi ding dugc nhan dang va
trao quyén truy nhép dén cac thong tin, cac h¢ théng va tai nguyén. Mot hé
thong diéu khlen truy nhap co thé dugc ciu thanh tir 3 dich vu: Xac thuc, Trao
quyén, hodc cap quyén va Quan tri.

* Piéu khién truy nhdp tuy chon

- La cac co ché har} ché truy nhap dén cac déi7 tuong dua trén thong tin nhan
dang cua cac chu thé, hodc nhoém cua cac chu thé.

- Céc thong tin nhan dang chu thé c6 thé gom:

+ Ban 1a ai? (CMND, bang lai xe, van tay,...)

+ Nhitng cai ban biét (tén truy nhap, mat khau, sb PIN...)

+ Ban c6 gi? (Thé ATM, thé tin dung, ...)

* Piéu khién truy nhdp bt budc

- La céc co ché han ché truy nhap dén cac dbi tuong dya trén hai yéu t chinh:

+ Tinh nhay cam ctia théng tin chta trong cac ddi tuong;

+ Su trao quyén chinh thirc cho cac chua thé truy nhap cc thong tin nhay cam
nay.

* Piéu khién truy nhdp dwa trén ludt

- La co ché cho phép nguoi dung truy nhap vao hé théng va thong tin dua trén
cac luat da duoc dinl} nghia trudc. Cac luat c6 thé duogc thict 1ap d€ hé thong
cho phép truy nhap dén cac tai nguyén ciia minh cho nguoi dung thugc mot tén
mién, mot mang hay mot dai dia chi IP.

- Céc luat thye hi¢n kiém soat truy nhap s dung cac thong tin trich Xudt tir cac
goi tin, thong tin vé ndi dung truy nhép, c6 thé bao gom:

+ Pia chi IP ngudn va dich cta cac goi tin;

+ Phan mé rong cac file dé loc cac ma doc hai;

+ Pia chi IP hodc cac tén mién dé loc, hodc chin cac website bi cam;

+ Tap cac tir khoa dé loc cac noi dung bi cAm

1.3.2. Xac thuc

+ Xac thyc 1a qua trinh xac minh tinh chan thuc cua cac thong tin nhan dang ma
nguoi dung cung cap. Pay la khau dau tién can thuc hién trong mot hé thong
di€u khién truy nhip.
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1.3.3. Kiém to4n

+ Sau khi ngudi dung d3 dugc xac thyc, trao quyén xac dinh cac tai nguyén ma
nguoi dung duge phép truy nhap dua trén chinh sach quan tri tai nguyén cua co
quan, to chuec.

+ Quan trj 14 dich vu cung cip kha nang thém, bot va sua d6i cac thong tin tai
khoan ngudi dung, cling nhu quyén truy nhap cta ngudi dung trong hé thong.

Bai tap thwe hanh cia hoc vién
Cau 1: Trinh bay cac ddi tugng ting cong hé théng mang
Cau 2: DBéi véi dit liéu, chung ta can quan tim nhiing yéu t6 nao?
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BAI 2: MA HOA THONG TIN

Muc tiéu:

~ Liét ké va phan biét duoc cac kiéu ma hoa dir liéu;

~ Ap dung duoc viéc ma hoa va giai mi véi mot sé phuong phap co ban;

~ M0 ta vé ha ting (mg dung khoa cong khai;

- Thuyc hién céac thao tac an toan véi may tinh.
2.1. Co ban vé mi hoa (Cryptography)
Muc tieu:
- Trinh bay dwoc nhu cau sir dung ma héa;
- M6 ta dwoc quad trinh ma hoa va giai ma.
Nhirng diéu cin bin vé ma hoa

Khi bat dau tim hiéu vé mi hoa, ching ta thuong dit ra nhiing cau hoi

chang han nhu 1a: Tai sao can phai sir dung ma hod ? Tai sao lai c6 qua nhiéu
thuat toan ma hoa ?...
-Ban rd: hay thong tin chua ma héa 14 thong tin & dang co thé hiéu dugc.
- Ban ma: hay thong tin da dugc ma hoéa 1a thong tin & dang da bi xao tron.
- M4 hoa: 1a hanh dong x4o tron ban rd dé chuyén thanh ban ma.
- Giai ma: 13 hanh dong giai x40 tron ban ma dé chuyén thanh ban rd.
- Giai thuat ma hoa 13 giai thuat dung dé ma hoa thong tin va giai thuat giai ma
dung dé giai ma thong tin.
- Mot bo ma hoa gém mot gidi thuat dé mi hoa va mét giai thuat dé giai ma
thong tin.
- Khoa/Chia: 1a mot chudi duge str dung trong giai thuat mé hoa va giai ma.
- Khong gian khoa (Keyspace) la tong s6 khoa ¢ thé c¢6 cia mot hé mé hoa. Vi
du, néu sur dung khoa kich thudc 64 bit thi khong gian khoa la 264,

2.1.1. Tai sao can phai sir dung mi hoa

Thuat toan Cryptography dé cép téi nghanh khoa hoc nghién ctru vé ma
hoa va giai ma thong tin. Cu thé hon 13 nghién ctru cac cach thirc chuyén doi
thong tin tir dang o (clear text) sang dang mo (01pher text) va nguoc lai. Day la
mot phuong phép hd tro rat t6t cho trong viéc chdng lai nhiing truy cap bat hop
phép téi dir liéu duoc truyen di trén mang, 4p dung ma hoa s& khién cho ndi
dung thong tin duoc truyén di dudi dang mo va khong thé doc duge dbi voi bat
ky ai c6 tinh mudn lay thong tin do.

2.1.2. Nhu ciu sir dung k§ thuit méi hoa

Khong phai ai hay bat ky tng dung nao ciing phai str dung ma hoa. Nhu
cau vé str dung ma hoa xuit hién khi cic bén tham gia trao doi thong tin mudn
bao vé€ cac tai li€u quan trong hay guri ching di mét cach an toan. Cac tai li¢u
quan trong co thé 1a: tai liéu quan su, tai chinh, kinh doanh hoac don gian 1a mot
thong tin nao d6 mang tinh ri€éng tu.

Nhu chung ta di biét, Internet hinh thanh va phét trién tr yéu cau cia
chinh phtt My nhiam phuc vu cho muc dich quan sy. Khi chiing ta tham gia trao
d6i thong tin, thi Internet 14 moi truong khong an toan, day rii ro va nguy hiém,
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khong c6 gi dam bao rang thong tin ma ching ta truyén di khong bi doc trom
trén dudng truyén. Do d6, mi hod duoc ap dung nhu mot bién phap nham gitp
chung ta tu bao vé chinh minh cling nhu nhirng thong tin ma ching ta gt di.
Bén canh d6, ma hoa con c6 nhitng rng dung khac nhu 1a bao dam tinh toan ven
cua duir liéu.

Tai sao lai c6 qua nhiéu thuét toan ma hoa

Theo mdt sb tai lidu thi trude day tinh an toan, bi mat cua mot thudt toan
phu thudc vao phuong thiic lam viéc cua thuat toan d6. Néu nhu tinh an toan cua
mot thuat toan chi dua vao su bi mat cua thuat toan do thi thuat toan do la mot
thuat toan han ché (Restricted Algrorithm). Restricted Algrorithm cé tam quan
trong trong lich st nhung khong con phu hop trong thoi dai ngay nay. Gio day,
nd khong con dugc moi ngudi st dung do mat han ché cua nd: mdi khi mot user
roi khoi mot nhom thi toan bd nhém d6 phai chuyén sang sir dung thuat toan
khac hoic néu nguoi d6 nguoi trong nhom doé tiét 16 thong tin vé thuat toan hay
cO ké phat hi¢n ra tinh bi mat cua thuat toan thi coi nhu thuat toan d6 da bi pha
v, tit ca nhitng user con lai trong nhom budc phai thay d6i lai thuat toan dan
dén mat thoi gian va cong stc.

Hé thong ma hoa hién nay da giai quyét vin dé trén théng qua khoa (Key)
14 mot yéu td co lién quan nhung tach roi ra khoi thuat toAn ma hod. Do céc
thuat toan hau nhu dugc cong khai cho nén tinh an toan ctia ma hoa gi¢ day phu
thudc vao khoa. Khod nay co thé 1a bat ki mot gia tri chit hodc sd nao. Pham vi
khong gian cac gia tri c6 thé c6 cua khoa dugc goi 13 Keyspace . Hai qué trinh
mi hoa va giai ma déu dung dén khoa. Hién nay, ngudi ta phan loai thuét toan
dua trén sb lugng va dac tinh cua khoa dugc str dung.

No6i dén mi hoa tic 1a néi dén viée che dau thong tin bang cach sir dung
thudt toan. Che ddu ¢ day khong phai 1 1am cho thong tin bién mat ma 1a cach
thirc chuyén tir dang to sang dang mo. Mot thuat toan 13 mot tdp hop ctia cac cau
1énh ma theo d6 chuong trinh s& biét phai lam thé nao dé x4o tron hay phuc hoi
lai dir liéu. Chéng han mot thuét toan rat don gian ma hoa thong di¢p can gui di
nhu sau:

Budc 1: Thay thé toan bo chit cai “e” thanh s “3”

Budc 2: Thay thé toan bo chit cai “a” thanh sd “4”

Budc 3: Bao nguoc thong diép

Trén day 1a mot vi du rat don gian moé phong cach lam viéc ctia mot thuat toan
ma hoa. Sau day 1a cac thuat ngit co ban nhat gitip chiing ta nam duoc cac khai

ni¢m:
PlainText @ CipherText @ PlainText
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Hinh1: Minh hoa qua trinh ma hoa va giai ma
Sender/Receiver: Nguoi giri/Nguoi nhan dir li¢u
- Plaintext (Cleartext): Thong tin trudc khi duoc ma hoa. Py 1a dit liéu ban dau
¢ dang 10
- Ciphertext: Thong tin, dit li¢u da dugc ma hoa & dang mo
- Key: Thanh phan quan trong trong viéc ma hod va giai ma
- CryptoGraphic Algorithm: La cac thuit toan dugc st dung trong viéc ma hoa
hodc gidi ma thong tin
- CryptoSystem: Hé thong méd hoa bao gdm thuit toan mi hoa, khoa, Plaintext,
Ciphertext

Ki hiéu chung: P 1a thong tin ban dau, trudc khi ma hoa. E() 1a thuat toan ma
hod. D() la thuat toan giai ma. C la thong tin ma hoa. K 1a khoa.

2.1.3. Qua trinh ma hoa va giai ma nhw sau:
- Qua trinh mi hoa dugc mod ta bang cong thirc: EK(P)=C
- Qua trinh giai mi duoc mo ta bang cong thic: DK(C)=P
Bén canh viéc 1am thé nao dé che ddu ndi dung thong tin thi ma hod phai dam
bao cac muc tiéu sau:
a. Confidentiality (Tinh bi mat): Pam bao dit liéu dugc truyén di mot cach an
toan va khong thé bi 10 thong tin néu nhu c6 ai d6 ¢d tinh mudn c6 dugce ndi
dung cta dir liéu gbc ban dau. Chi nhitng nguoi dugc phép mai cd kha ning doc
duoc noi dung thong tin ban dau.
b. Authentication (Tinh x&c thuc): Gilp cho nguoi nhan dir li¢u xac dinh duoc
chic chan dir liéu ma ho nhan 13 dit liéu géc ban dau. Ké gid mao khong thé co
kha ning dé gia dang mot ngudi khac hay noi cach khac khéng thé mao danh dé
guri dir liu. Nguoi nhan c6 kha ning kiém tra ngudn gbc thong tin ma ho nhan
duoc.
c. Integrity (Tinh toan ven): Gitp cho nguoi nhan dit liéu kiém tra dugc rang dir
liéu khong bi thay dbi trong qua trinh truyén di. Ké gia mao khong thé c6 kha
nang thay thé dir liéu ban ddu bang dit liéu gia mao
d. Non-repudation (Tinh khong thé chdi bo): Ngudi giri hay ngudi nhian khong
thé chdi bo sau khi da giri hodc nhan thong tin.
2.2. An toan cua thuit toan
Muc tiéu:
- Trinh bay dwoc cac thudt toan ma hoa

Nguyén tic dau tién trong ma hoa 1a “Thuit toan ndo ciing c6 thé bi pha
v&”. Céc thuat toan khac nhau cung cdp muc do an toan khac nhau, phu thudc
vao do phuc tap dé pha vo chung. Tai mot thoi diém, d6 an toan ctia mot thuat
toan phu thudc:
- Néu chi phi hay phi ton can thiét dé pha v& mot thuat toan 16n hon gia tri cua
thong tin d2 ma hoa thuat toan thi thuat toan d6 tam thoi dugc coi l1a an toan.
- Néu thoi gian can thiét dung dé pha v& mot thuat toan 1a qua 1au thi thuat toan
do6 tam tho1 duoc coi la an toan.
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- Néu lugng dit li¢u can thiét dé pha v& mdt thudt toan qué lon so véi luong dir
liéu da duoc ma hoa thi thuat toan d6 tam thoi duoc coi 1a an toan

Tur tam thoi & day c6 nghia 1a d§ an toan cuia thudt toan do chi dung trong
mdt thoi diém nhéat dinh nao do, luén luén c6 kha niang cho phép nhing nguoi
pha ma tim ra cach dé pha vo thudt toan. biéu nay chi phu thudc vao thoi gian,
cong suc, l1ong dam mé ciing nhu tinh kién tri bén bi. Cang ngay téc do xtr Iy cua
CPU cang cao, tdc d6 tinh toan cia ‘may tinh ngay cang nhanh, cho nén khong ai
dam khang dinh chic chin mot diéu rang thut toan ma minh xay dung s€ an
toan mai mai. Trong linh vuc mang may tinh va truyen thong ludn ludn ton tai
hai phe d6i 1ap véi nhau nhitng ngudi chuyén di tin cong, khai thac 16 hong cta
hé théng va nhirng nguoi chuyén phong thu, xay dung cac qui trinh bao vé h¢
théng. Cudc chién giita hai bén chang khac gi mot cugc choi trén ban co, tung
budc di, nudc budce s€ quyet dinh s6 phan cia mbi bén. Trong cudc chlen nay, ai
gidi hon s& danh duoc phan thiang. Trong thé gi01 ma hoa cling vay, tat ca phu
thudc vao trinh do va thoi gian...s& khong ai ¢ thé néi trude duoc dicu gi. Po 13
diém tha vi cta tro choi.
2.3. Phan loai cac thuit toan ma hoa

C6 rat nhiéu cac thuat toAn ma hoa khac nhau. Tir nhirng thuat toan duogc
cong khai dé moi nguoi cung sir dung va ap dung nhu 1a mdt chuan chung cho
viéc ma hoa dit liéu; dén nhirng thuat todn ma hoa khong dugc cong bb. C6 thé
phan loai c4c thuat todn ma hoa nhu sau:
* Phan loai theo cac phuong phap:
- M4 hoa ¢6 dién (Classical cryptography)
- M4 hoa ddi xtmg (Symetric cryptography)
- M4 hoa bat d6i xtmg(Asymetric cryptography)
- Ham bam (Hash function)
* Phan loai theo s6 luong khoa:
- Ma hod khoa bi mat (Private-key Cryptography)
- Ma hod khoé cong khai (Public-key Cryptography)

2.3.1. M4 ho4 c¢o dién:

Xuat hién trong lich str, cac phuong phap nay khong dung khoa. Thuat
toan don gian va dé& hiéu. Nhitng tir chinh cic phuong phap mi hod nay da giup
chung ta tiép can vdi cac thuat toan ma hoa dbi xtimg duoc s dung ngay nay.
Trong ma hod co dién c6 02 phuong phap ndi bat do la:

- M4 ho4 thay thé (Substitution Cipher):

La phuong phép ma tung ki ty (hay tung nhom ki ty) trong ban rd
(Plaintext) dugc thay thé bang mot ki ty (hay mot nhom ki tu) khac dé tao ra ban
mo (Ciphertext). Bén nhan chi can déao nguoc trinh tu thay thé trén Ciphertext
dé co dugc Plaintext ban dau.

Cac hé mat mi c6 dién- Hé mi hoa thay thé(Substitution Cipher)
Chon mét hoan vi p: Z26 = 726 lam khoa.

VD:

Ma hoa
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ep(a)=X

A|BJ]C|D|EJF|]G|H|TIT]J]|]K|]L
d 1 r | ylv]jo]lhj]el|]z]|]Xx]|wWwW]|Pp
n 0 p q r S t ul|vi|iw]Xx]|y
S| F|L|R|]C|]VI M|U|E|K|]J]|D

Giadi ma:

dp(A)=d
A|BJ]C|D|EJF|G|H|TIT]J]|]K|L
d 1 r |l ylv]jo]|lh]el|]z]|]Xx]|wWwW]|Pp
NITO|PJ]OQJ]R]|]S|[T|[|U|J]V|W]X]Y
b | g f |j q| n|mj|uljs k| a c

Bang rd ‘“nguyenthanhnhut”

Ma hoa “SOUDHSMGXSGSGUM”

- Ma hod hoan vi (Transposition Cipher):

Bén canh phuong phap mi hoa thay thé thi trong mi hoa cb dién c6 mot
phuong phap khac nira cling noi tiéng khong kém, d6 chinh la mé hoa hoan vi.
Néu nhu trong phuong phap ma hoa thay thé, cac ki tu trong Plaintext duoc thay
thé hoan toan bang cac ki tu trong Ciphertext, thi trong phuong phap méd hoa
hoan vi, cac ki tu trong Plaintext van duogc giit nguyén, chung chi dugc sip xép
lai vi tri dé tao ra Ciphertext. Tuc 1a cac ki tu trong Plaintext hoan toan khong bi

thay d6i bang ki tu khac.

Ma hoan vi - Permutation Cipher

Chuyén doi vi tri ban than cac chir cai trong van ban goc tung khdi m chir cai.

Trong 36, n: Z26 =726 la mdt hoan vi, @’ :=n-1 la nghich dao cua =.

Ma hoa:
en(x1, ..., xm) = (xn(1), ..., Xxam)).
Giai ma:
da(yl, ..., ym) = (yn’(1), ..., y’(m)).
Hoan vi
X 112 4|5
IIxx) |35 6|4
X 12 415
m'x) (36 5|2
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“shesellsseashellsbytheseashore”.

shesel | Isseas | hellsb | ythese | ashore

EESLSH | SALSES | LSHBLE | HSYEET | HRAEOS
“EESLSHSALSESLSHBLEHSYEETHRAEOS”.

2.3.2. M4 hoa doi xirng:

O phan trén, chung ta di tim hiéu vé ma hod c6 dién, trong d6 ¢ néi rang
ma hod ¢6 dién khong dung khoa. Nhung trén thuc néu ching ta phan tich mot
cach tong quat, chung ta s& thiy dugc nhu sau:

- M4 hoa ¢6 dién c6 str dung khod. Bang chung 13 trong phuong phap Ceaser
Cipher thi khoa chinh 1a phép dich ky tu, ma cu thé 1a phép dich 3 ky tu. Trong
phuong phap mi hoa hoan vi thi kh6a naim & sd hang hay s6 cot ma ching ta qui
dinh. Khoa nay c6 thé duoc thay doi tuy theo muc dich ma hoa cua chung ta,
nhung nd phai nam trong mot pham vi cho phép nao do.

- Pé dung dugc ma hoa c6 dién thi bén ma hod va bén giai ma phai thong nhat
v6i nhau vé co ché ma hoa cling nhu giai ma. Néu nhu khong c6 cong viéc nay
thi hai bén s€ khong thé 1am viéc duoc vdi nhau.

M3 hoa d6i xiing con c6 mot so tén goi khac nhu Secret Key Cryptography (hay
Private Key Cryptography), sit dung cung mdt khoé cho ca hai qué trinh ma hoa
va giai ma.

Qua trinh thuc hién nhu sau:

Trong hé thong ma hod d6i xtmg, trudc khi truyén dir liéu, 2 bén giri va nhan
phai thoa thuan vé khoa dung chung cho qué trinh ma hoé va giai mi. Sau do,
bén giri s& ma hod ban 1d (Plaintext) bang cach sir dung khoa bi mat ndy va giri
thong di¢p da ma hoa cho bén nhan. Bén nhan sau khi nhan dugc thong di€p da
ma hod s€ st dung chinh khod bi mat ma hai bén thod thudn dé gial ma va léy lai

ban rd (Plaintext).
% E
‘ Plaintext @ Ciphertext ' Plaintext ‘
: >

Sender Encrypt Decrypt Reciplent

Same key is used to encrypt
and decrypt message
7/

.

Shared Secret Key
Hinh 2: M3 héa d6i xting
Hinh v& trén chinh 13 qué trinh tién hanh trao d6i thong tin gitra bén guri va bén
nhan thong qua viéc sir dung phuong phap ma hoa d6i xtng. Trong qua trinh
nay, thi thanh phin quan trong nhit can phai duoc giit bi mat chinh 1a khoa.
Viéc trao doi, thoa thuan vé thuat toan duoc st dung trong viéc ma hoa cé thé
tién hanh mot cach cong khai, nhung budc thoa thuan vé khoa trong viéc ma hoa
va giai md phai tién hanh bi mat. Ching ta c6 thé thdy riang thudt toan mi hoa
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