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TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn théng tin c6 thé duoc phép
ding nguyén ban hoc trich ding cho céc muc dich vé dao tao va tham khao.

Moi muc dich khac mang tinh léch lac hoac su dung véi muc dich kinh doanh
thiéu lanh manh s& bi nghiém cam.



Chuong 1: Dich vu nat va routing and remote access

LOI GIOI THIEU

Gi4o trinh nay duoc bién soan dwa trén chuong trinh chi tiét modn hoc
bac cao dang chuyén nganh céng nghé théng tin cua Trudng Cao dang — Kinh
té Ky thuat — Thanh Ph H Chi Minh.

Pay 1a quyén gido trinh dugc bién soan 1an thir nhat cho mén hoc nay tai
khoa Cong nghé thdng tin cua nha tredng. Nham cung cap kién thirc nén tang,
gilp sinh vién nam vitng va van dung cac ky thuat pho bién trén dich vu mang
trong qua trinh xay dyng hé théng mang trén hé diéu hanh Windows Server.
Tir d6, sinh vién c6 thé tu hoc cac kién thic chuyén sau hon.

Trong tai ligu nay tac gia st dung phuong phap logic trinh tu cho ting
dich vu tir khai niém, phan tich moé hinh mang, mé phong va bai tap ap dung
cho céac dich vy duoc trinh bay. Qua dé, gitip sinh vién nam bat kién thirc va ky
nang thuc hanh co ban dé van dung trong thuc tién.

Trong qua trinh bién soan chac chan gido trinh s& con nhiéu thiéu sot va
han ché. Rat mong nhan duoc su dong gop ¥ kién quy bau cua sinh vién va cac
ban doc dé gi4o trinh ngay mot hoan thién hon.

Thanh phé H6 Chi Minh, ngay 30 thang 6 nim
2020

Chu bién

Ths. Ly Quéc Hung
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GIAO TRINH MON HQC
Tén moén hoc: TRIEN KHAI HE THONG MANG
Ma& mon hoc: MH3101122
Vi tri, tinh chat va vai tré cia mon hec:

- Vi tri: M6n hoc duogc b tri vao hoc ky 4, 1a mén hoc chuyén mon, dugc
giang day sau mon hoc Quan tri mang Windows Server.

- Tinh chét: 1a mén hoc thuc hanh, c6 tinh bét buoc..
Muc tiéu mén hoc:
- V& kién thuc:

Trinh bay duogc quy trinh thiét ké, trién khai hé thong mang va dich vu
mang. Ap dung cac md hinh kién trdc trong trién khai hé théng mang.

Phén tich, danh gia duoc cac thanh phan phan cang trong mang LAN,
WAN. Panh gia duoc hiéu qua hoat dong caa hé thdng

- Veé ky ning:
Thiét ké, xay dung mé hinh kién trdc hé thong mang sir dung phan mém
Visio.
CAu hinh va quan tri dugc cac dich vu mang trong mang LAN.
CAu hinh public va quan tri dugc dich vu mang qua Internet.
- V@& ning lyc tu chu va trach nhiém:
Lam viéc than trong va c6 trach nhiém dbi véi cong viéc.
C6 niém dam mé, sy ty tin va tinh chuy@n nghiép.

Kha niang lam viéc nhom, biét phéi hop cling nhau giai quyét van dé.



Chuong 1: Dich vu nat va routing and remote access

Chwong 1. DICH VU NAT VA ROUTING AND REMOTE ACCESS
» Gidi thiéu chuong:

- Trong chwong nay nham gidp cho sinh vién hiéu rd hon vé co ché chuyén
d6i dia chi Private IP sang dija chi Public IP, chuyén dbi gdi tin giita cac 16p
mang khac nhau va dinh tuyén dia chi IP trén céc thiét bj mang. Nhim muc
dich tiét kiém dia chi IP dang ki trong mot mang I6n, cho phép ngudi ding bén
ngoai co thé truy xuit duoc dich vu bén trong nhu: Web, FTP, Mail, VPN Server va
giup don gian hod trong viéc quan ly dia chi IP.

» Muyc tiéu chuong:

- Trinh bay duoc vai trd, chirc nang va nguyén tac hoat dong cua dich vy
DHCP server.

- Céu hinh duoc dich vu cap phat IP dong cho cac may tram trong hé théng

KHOA CONG NGHE THONG TIN Trang 8



1.1 Pinh tuyén (Routing)
1.1.1 Gigi thigu

Windows Server 2008 c6 mét s6 cac thay doi trong viéc két néi mang
cling nhu dinh tuyén Routing va Remote Access. Nha sang lap Windows Server
2008 da luot bo dich vy dinh tuyén OSPF mac du theo quan diém cua tdi thi
day c6 thé 1a giao thirc dinh tuyén dong tot nhat da duoc tao ra ma hién nay van
duoc st dung rong réi trén cac thiét bi mang. Tuy nhién ching ta can phai ton
trong su quyét dinh cia Microsoft trong viéc remove nd vi hau hét cac quan tri
vién may chu Windows khéng sir dung dén né.

1.1.2 Muc dich

Viéc sir dung dinh tuyén dong hay dinh tuyén tinh thuc su d6 chi la mot
su lya chon ciia cac quan tri vién. Cach dinh tuyén nao di ching nita thi két qua
cudi cuing cua nd van 1a nham muc dich dinh tuyén dang luu luong mang.

1.1.3 Binh tuyén finh (Static route)

Dinh tuyén tinh 1a qué trinh router thuc hién chuyén géi dir liéu téi dia
chi mang dich dwa vao dia chi IP dich cua géi dit liéu. Bé chuyén duoc goi dit
liéu dén dung dich thi router phai hoc théng tin vé duong di toi cdc mang khac.
Thong tin vé duong di tdi cac mang khéc s& duoc nguoi quan tri cau hinh cho
router. Khi cau triic mang thay doi, ngudi quan tri mang phai ty thay doi bang
dinh tuyén cua router.

Ky thuat dinh tuyén tinh don gian, d& thyc hién, it hao tén tai nguyén
mang va CPU xir ly trén router (do khong phai trao doi thong tin dinh tuyén va
khéng phai tinh toan dinh tuyén). Tuy nhién ky thuat nay khong hoi tu véi cac
thay doi dién ra trén mang va khong thich hop véi nhitng mang cé quy md Ion
(khi d6 s luong route qua 16n, khong thé khai bao bang tay duoc).

Véi dinh tuyén tinh, ta phai tao mot entry trén may chi Windows Server
cho mdi nGt mang, & mdi nGt mang nay s& duoc dinh tuyén bai may chu do.
Nhu vay, vai mot mang don gian c6 mot may chu Windows Server thi viéc
dinh tuyén luu luong gitta hai mang bang phuong phéap dinh tuyén tinh 1a mot
phuong phéap hiéu qua nhat,



192.168.10.0

b ]

Client 1

192.168.11.0

SRW1

o I !

b o

Client 2
Hinh 1-1 So @6 dinh tuyén mang don gian
1.1.3.1 Sir dung Command line dé cau hinh dinh tuyén tinh

Pdi véi Windows Server 2008 viéc cau hinh dinh tuyén bang lénh
command line ciing khong con xa la thay vi sur dung giao dién quan tri nguoi
dung.

Lénh Route ADD: Thém 1 dia chi mang mai
Cu phap:
Route ADD [bia chi mang dich] MASK [Subnet Mask] [Gateway]

Vi du: Trong Hinh 1-1, tai may SRV1 st dung Iénh Route ADD dé thém
mot mang méi sao cho client 1 va client 2 ¢6 thé lién lac duoc véi nhau.

Tai cira s6 Command line ta g&

Route ADD 192.168.11.0 MASK 255.255.255.0 192.168.10.1
Hoac

Route ADD 192.168.10.0 MASK 255.255.255.0 192.168.11.1
Lénh Route Delete: Xoa 1 dia chi mang

Cu phéap:

Route Delete [Pia chi mang can xo4]

Vi duy: Tai cira s6 Command line ta g&

Route Delete 192.168.10.0 hoac Route Delete 192.168.11.0
Lénh Route print: Hién thi bang dinh tuyén
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- Cu phép: Route print
Vi dy: Tai ctra s6 Command line ta g&
Route print

C:sUserssAdministrator>route print

Intel{R> PRO~ MI Hetwork Connection #2
Intel{R> PRO~ MI Hetwork Connection

Software Loopback Interface 1
AA A eA Microsoft ﬁ Adapter

Intel(R> PRO/E MI Metwork Connection H#3

B8 B8 eB@ Microsoft Adapter H2
B8 B8 @ Microsoft Adapter H3I

Active Routes:
Metwork Destination k
a.8.8.4 a.8.68.@
127.8.8.8 255.8.8.8
127.A.8.1 255_255_255_255
127.255 255255 255255255255
122.168.160.8 255255 .255.8

Interface
192 168.108.162
127.8.8.1
127.8.8.1
127.8.8.1
192 .168.168.168

Gateway
122 .168.18.1608
On—link
On—link
On—link
On—link

Metric
i@

386
3686
386
266

192.168.18.8
192.168.18.108
192.168.18.162
192.168.18.255
192.168.18._255
192.168.11.8
192.168.11.11
192.168.11.255
224.9.8.8
224.8.8.8
224.8.8.8
224.8.8.8
255255255255
255.255.255.255
255,255 .255.255
255,255 .255.255

255.255.255.09
255,255 255255
255.255.255.255
255,255, 2565.255
255,255 255255
255.255.255.8
255.255.255.255
255.2556.255.255
240.8.0.8
240.8.08.8
240.8.68.8
240.8.08.8
255,255 255255
255.255.255.255
255,255 . 255.255
255.255.255.255

On—link
On—1link
On—link
On—link
On—link
On—link
On—link
On—link
On—link
On—link
On—link
On—link
On—link
On—link
On—link
On—1link

192 .168.18.162
192.168.18.18
192.168.18.162
192.168.18.18
192_.158.18.162
192 .R58.11.11
192.168.11.11
192.168.11.11

127.8.8.1
192.168.18.18
192.168.11.11
192.168.18.162

127.8.8.1
192.168.18.18
192.168.11.11
192 .168.18.162

266
266
266
266
266
266
266
266
386
266
266
266
386
266

Hinh 1-2 Hién thi bang dinh tuyén IP trong Windows Server 2008

Trong phan dau ra Iénh route print, ta thiy ¢ day 1a danh sach giao dién.
Cac giao dién Windows Server IP dugc dan nhan bang sb giao dién. Sé giao
dién trong hinh 1-2 1a: 15, 13, 11, 1, 12, 14, va 16. C4c s6 giao dién nay s& dugc
thay d6i khi ta b6 sung hozc x6a cac tuyén trong bang dinh tuyén.

Trong phan tht 2 cua Iénh nay 1a IPv4 Route Table. Bang nay thé hién
cho ta thay duogc cac dich dén cia mang nhu: network mask, default gateway,
interface, va metric. N6 “mach bao” Windows Server biét duoc noi dinh tuyén
luu luwong mang.

1.1.3.2 Sur dung giao dién nguoi ding dé cau hinh dinh tuyén tinh

- Buoc 1: Cai dat Routing and remote access
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Vao Server Manage -> right click vao Roles - Add roles - check vao
Network Policy and Access Services - Next - Next.

Click chon dich vu Routing and Remote access Services can cai dit =
Next - Install

Role services:

E Metwork Policy Server
= E Routing and Remote Access 5
E Femote Access Service
E Fouting
[ ] Health Registration Authority
[ ] Host Credential Authorization Protocol

Hinh 1-3 Cai dat Routing and Remote Access Services
- Buoc 2: Khéi dong dich vu Routing and Remote Access vira cai dat

Right click vao Server Name chon Configure and Enable Routing and
Remote Access = Next - Custom configuration - Next - Check vao LAN
routing.

Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
[T VPN access

[” Dialup access
[T Demand-dial connections { used for branch office routing )
™ NAT

¥ LAN routing

Hinh 1-4 Kich hoat chirc ning Routing and Remote Access Services

Chon = Finish.

- Budc 4: Click vao Start Services

12



Start the service

The Routing and Remate Access service is ready to use.

Start service | Cancel

Hinh 1-5 Khéi ddng dich vu sau khi cau hinh
1.1.4 Binh tuyén déng (Dynamic route)

Dinh tuyén dong 1a phuong thirc dinh tuyén mang, st dung thuat toan
dinh tuyén ty dong trao d6i thong tin dinh tuyén vai cac Router khéc va xac
dinh tuyén tét nhat dén mdi mang dua vao bang dinh tuyén.

So voi dinh tuyén tinh, dinh tuyén dong tén it thoi gian cau hinh cho
nguoi qua tri. Tuy nhién, dinh tuyén dong tén kém tai nguyén CPU, tai nguyén
bang thong mang.

Mot thuat toan dinh tuyén 1a mot tap cac xir ly, thuat toan va céc théng
diép duoc st dung dé trao d6i thong tin dinh tuyén va xac dinh tuyén tét nhat
dua vao bang dinh tuyén. Muc dinh cta giao thic dinh tuyén gom:

Trong truong hop phai thuc hién dinh tuyén cho nhiéu duong mang.
Windows Server 2008 cho phép dinh tuyén dén 25 mang hoic trao doi cac
tuyén véi mang Cisco c6 sir dung giao thic RIP v2 thi giai phap thuc hién la
chon phwong phap dinh tuyén dong.

Pinh tuyén dong cung cap cho ta cac tinh nang sau:

- Kha ning tr dong bo sung cac mang bang cach hoc hoi duong di tir cac
RIP router khac.

- Kha ning tu dong remove cac tuyén tir bang dinh tuyén khi mot RIP lién
ké khac x6a ching.

- Kha nang chon tuyén tét nhét dua trén metric dinh tuyén.

- C6 kha nang tim tuyén mai thay thé cho tuyén cii néu tuyén cii khong
cOn san sang.

13



) f ™ T
192.168.100 . 192.168.11.0 | 192.168.120 )

LS
— s "

Client 1 Clignt 2

SRV1 SRVZ
RRAS RRAS

Hinh 1-6 M6 hinh dinh tuyén déng

Déi vai viée cai @it va cdu hinh dinh tuyén dong cac Server [am nhiém
vu dinh tuyén phai dam bao lién lac dugc véi nhau trong méi trudng mang.

- Budc 1: Cai dat Routing and Remote Access Services twong tu nhu phan
1.1.3.2.

- Buoc 2: Khéi dong dich vu Routing and Remote Access

- Bué6c 3: Cau hinh dich vu tuan tu trén cac Server 1am nhiém vu dinh
tuyén.

Tai SRV1-RRAS:

Pam bao rang, viéc thuc hién mot cau hinh tly chon Custom
Configuration c6 lién quan dén RRAS protocol. Sau d6, chon cai dat LAN
Routing, tiép dén chon khai chay dich vu.

Tai day, ta mé rong phan IPV4, vao General, sau d6 vao New Routing
Protocol = RIP Version 2 for Internet Protocol = OK.

14



2 Routing and Remote Access

RIP Version 2 for Intemet Protocol

Hinh 1-7 Céu hinh dinh tuyén déng

_|o |
File Wm View Help
e 2mE k= HE
T Routng nd Remoe Acces x
Server Status
=] SRV (local) Click the routing protocol that you warnt to add, then click QK.
g Metwork Interfaces Routing protocols:
Remote Access Logging & Polides
= EIPM = DHCF Relay Agent
& General T IGMP Router and Proxy
B Static Routes T NAT
H B IPvs

Budc 4: Viéc cau hinh RIPv2 thuc sy rat don gian nhu viéc bo sung thém
c4c giao dién ma ta mudn st dung dé trao ddi cac tuyén RIP. Pé thuc hién diéu

d6 ta lam nhu sau:

Right click tai RIP > New Interface, sau d6 chon cac Interface dua vao

tuyén RIP > OKk.

2 Routing and Remote Access

File  Action View Help

=10l %]

&= 2| XRE = HR

B} Routing and Remote Access

New Interface for RIP Version 2 for Internet Proto
Server Status
= SRV (local)

This routing protocol runs on the inteface that you select below.
B Network Interfaces Interfaces-
£ Remote Access Logging & Polides

ERER T B2NETO

E General Eﬁ NETI
) Static Routes
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Hinh 1-8 Lwa chon Interface dinh tuyén RIP

Sau khi chon Interface dinh tuyén, ta c6 thé tly chon cau hinh hang loat
cac thuoc tinh két ndi RIP
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RIP Properties - Local Area Connection 4 Properties

21 %]
General |Secur|ty| Neighborsl Advanced I

cl] =
%LE% Routing Information Protocol (RIP) Inteface
=

Operation mode:
Periodic update mode v
Qutgoing packet protocol:
IRIP version 2 broadcast Ll
=

Incoming packet protocol:
|RIP version 1and 2

Added cost for routes: = |

Tag for announced routes: x|

[ Activate authentication

Password:

For more information

o

Hinh 1-9 C4c thugc tinh két ndi RIP
Tai SRV2-RRAS:
Thuc hién ciu hinh tuong tuw nhu SRV1-RRAS.

Cancel

uleu

Sau khi thyc hién cau hinh trén cac may Server dong vai tro dinh tuyén.
Ta c6 thé kiém tra sy lién lac giita cac RIP 1an can bang cach Right click tai
RIP — Show Neighbors.

1.1.5 So sdnh dinh tuyén finh va dinh tuyén dgng

Biang 1-1 So sanh dinh tuyén tinh va dinh tuyén dong

Pinh tuyén dong Dinh tuyén tinh
Do phuc tap cau hinh | Doc 1ap véi kich thudc | Tang khi kich thudc
mang mang tang

Yéu cau hiéu biét cua
nguoi quan tri

Yéu cau hiéu biét vé
dinh tuyén dong cua
nguoi quan tri

Khong Yéu cau hiéu
biét vé dinh tuyén dong
cua nguoi quan tri
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Thay dbi hinh trang
mang

Tu dong thich ang khi
thay do6i hinh trang
mang

Y&u cau su can thiép
Cua nguoi quan tri

Kha nang md rong

Phu hop vaéi mang tur
don gian dén phc tap

Phu hop véi mang don
gian

Bao mat

It bao mat

Bao mat hon

Str dung tai nguyén

Str dung tai nguyén
CPU, bd nho, bang
thong lién két

Khéng can nhiéu tai
nguyén

Su 6n dinh cua tuyén

Phu thuoc vao hinh
trang mang hién thoi

Tuyén dén dich luén cb
dinh

1.2 Dich vu NAT (Network Address Translation)
1.2.1 Gigi thigu

Trong moi trudong WORKGROUP cac may lién hé vai nhau thdng qua
IP Address do chiing ta tu gan cho tirng may hoac do DHCP Server cap phat
cac IP Address dang nay duoc goi la Private IP hay noi cach khac cac may tu
mot mang khéc théng qua Internet s& khdng thé truy cap vao cac may nay véi
Private IP do.

Khi ca hé théng mang ching ta s& lién lac vai cac mang bén ngoai thong
qua mét IP Address khac duoc goi la Public IP, IP nay ta c¢6 duoc la do nha
cung cap dich vu ISP cung cap hoic ban phai lién hé nha cung cap dé mua no.

Néu chiing ta mua Public IP nay thi Public IP nay Ia duy nhat nhung néu
la do nha cung cap dich vu gan thi Public IP nay s& 1a IP dong hay noi cach
khéc n6 s& thay doi mot cach ngau nhién.

VD: Hé théng mang cua ban bao gom 5 may c6 IP Address tur
192.168.1.2 dén 192.168.1.6 va dugc gan véi mot Router ADSL co IP 1a
192.168.1.1 thi céc IP nay goi la Private IP.
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Private 192.168.1.1

2

) f2 —
192.168.1.0/24 v, " ADSL

Hinh 1-10 M hinh NAT qua Router ADSL

Tai day tat ca cac may trong mang LAN néi truc tiép voi Router ADSL
hoac théng qua mot Switch va két néi véi Router ADSL. Trong md hinh nay
ching ta sé tiét kiém duoc chi phi nhung bu lai Modem ADSL s& lam viéc qua
stc vi ban than né ciing c6 CPU va RAM dé phan tich di liéu, nhung vi CPU
& RAM cuia Router ADSL rat khiém ton nén xir Iy cac goi tin rat cham chap.

Do d6 véi hé thdng mang hang traim may ta nén chon mot Router twong
ng, chiu tai tot hodc mot NAT Server dé Xt 1y cac géi tin dugc nhanh hon.

1.2.1.1 Dinh nghia NAT

NAT viét tat caa Network Address Translation, 1a mot ky thuat cho phép
chuyén di tir mot dia chi IP nay thanh mot dia chi IP khac. Thong thuong,
NAT duoc ding pho bién trong mang sir dung dia chi cuc b, can truy cap dén
mang cong cong (Internet). Vi tri thuc hién NAT la router, NAT Server co
nhiém vu két ndi gitta hai mang 1a mang cong cong (Global) va mang noi bo
(Local).

1.2.1.2 Co ché hoat déng ciia NAT

NAT c6 vai trd giéng nhu mot Router, chuyén tiép cac goi tin gitta nhiing
I6p mang khéc nhau trén mot mang Ion. NAT dich hay thay d6i mot hoic ca
hai dia chi bén trong mot géi tin khi goi tin d6 di qua mot Router, hay mot sé
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