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TUYEN BO BAN QUYEN
Tai li€u nay thuOc loai sich gido trinh nén cdc nguOn thong tin c6 thé
dugc phép ding nguyén ban hodc trich diing cho cdc muc dich vé dao tao va
tham khdo.
Moi muc dich khic mang tinh 1&ch lac hoac s& dung v&i muc dich kinh

doanh thi€u lanh manh sé& bj nghiém cam.



LOI GIOI THIEU

Gi4o trinh “C&u hinh thi€t bi mang Cisco” dugc bién soan dua trén
chuong trinh dao tao chuyén vién mang cla Cisco. Pay la chuong trinh hoc
c6 tinh thuc t€ cao. Trong bOi cAnh cdng nghé phit tri€n lién tuc vi vay gido
trinh d3 dugc cap nhat cong nghé mdi d€ bam sat thuc tién.

Gido trinh ndy tuong Ung v@i chuong trinh dao tao CCNA cla Cisco
gOm c6 16 bai dugc trinh bay c6 hé thOng va c6 dong. NOi dung chinh 14 khdo
sat thanh phan cau tric va hoat dOng cla Router va Switch Cisco dOng th0i
hudng dan ngudi doc cdu hinh cd ban cho Router va Switch. Bén canh do,
gido trinh con gidp ngu0i doc xUr 1y sur cd cho Router va Switch.

Gido trinh khong chi htu ich cho cdc hoc vién mang CCNA ma con 12 tai
liéu b6 ich cho cdc ban doc muln trd thanh nhitng nha quan tri mang chuyén
nghiép.

Mac du da cO gang stfa chlta, b6 sung cho culn sich dugc hoan thién
hon song chac rang khong tranh khoi nhiing thi€u sét, han ch€. Nhém bién
soan mong nhan dugc ca y ki€n déng gép quy bau clla ban doc.

Ba Ria — Viing Tau, ngay 02 thdang 01 ndm 2016

Bién soan

Nguyén Lam



MUC LUC



MO PUN CAU HINH THIET Bl MANG CISCO
Ma mo6 dun: MD 15
Vi tri, tinh chat, ¥ nghia va vai tro cla mé dun:

M6 dun ndy c¢6 ¥ nghia cung cap céc ki€n thlc cO ban vé thiét k&, xay
dung va quan tri hé thOng mang s dung thi€t bi mang Cisco. Md dun nay
dudgc b trf sau khi hoc xong cdc mon chung, mo dun Qudn tri mang ciin ban.
Muc tiéu clla mo6 dun:

- Trinh bay dugc khdi niém qudn tri hé thOng, quan tri k€t ndi va quan
tri bdo mat.

- Trinh bay dugc sy khac nhau gilta cong dung céc thi€t bi mang cla
Cisco va cic thi€t bi Non-Cisco.

- Thiét k€, xay dung, qudn tri va bdo tri dugc hé thdng mang Cisco cho
doanh nghiép, tap doan c6 nhi€u chi nhanh.

- Gidi quyét dugc moi van dé trén cic thi€t bj k€t n6i mang cla Cisco
vGi day du céc tinh ning theo ding yéu cau thuc t€ clia bat ¢ t0 chlc nao.

- C&n than, an toan cho ngUdi hoc va thiét bi.

- Nang cao tinh than 1am vi€c nhém.

- Pam bao cic bién phép an toan cho mdy tinh, vé sinh cong nghiép.

NOi dung clla mo dun:

T . Hinh thuc
Tén cac bai trong mé dun Thoi gian .

T giang day

1 | Céc loai cap va cac loai két nOi 5 Tich hQp

2 | SU dung giao dién Command-Line 10 Tich hop

3 | Cau hinh Router 10 Tich hQp
Ki€m tra bai 3 5

4 | Pinh tuyén tinh 10 Tich hgp
Dinh tuyén RIP 10 Tich hgp

6




6 | Pinh tuyén EIGRP 10 Tich hgp
7 | Dinh tuyén OSPF 10 Tich hgp
Ki€m trabai 4, 5, 6,7 5
8 | Cau hinh Switch 10 Tich hop
9 | Cau hinh VLAN 10 Tich hop
10 | Cu hinh VTP va dinh tuyén gilta cic VLAN 10 Tich hgp
Ki€m tra bai 8,9, 10 5
Sao 1uu va phuc hoi Cisco I0S va céc tap tin
1| 10 Tich hop
cau hinh
12 | Khdi phuc mat khau 5 Tich hQp
13 | Cau hinh Telnet va SSH 10 Tich hgp
14 | Cau hinh NAT 15 Tich hgp
15 | Cau hinh DHCP 10 Tich hop
16 | Cau hinh Access Control List (ACL) 15 Tich hop
Ki€m tra bai 14, 15, 16 5
TOng 180




BAI 1
GIOI THIEU VE CAC THIET Bl CISCO
Gi6i thiéu:

Tap doan Hé thOng Cisco dugc thanh 1ap nim 1984 bdi hai nha khoa hoc
v€ mdy tinh va bat dau trd nén nli ti€ng nim 1990. Cisco System 1a hing
chuyén sdn xudt va dua ra céc gidi phap mang LAN&WAN 16n nhat thé gidi
hi€én nay. Thi phan cUa hing chi€ém 70% dé€n 80% thi truOng thi€t bi mang
trén toan thé gidi. C4c thi€t bi va gidi phdp cUa hing ddp Ung nhu cau cla
mOi loai hinh doanh nghi€p tU cic doanh nghi€p vlra va nhd dén cic doanh
nghiép c6 quy mo 16n va cdc nha cung cdp dich vu Internet (ISP). C4c sdn
phdm cUa Cisco chU yéu gbm: Router, Switch, Firewall, AccessPoint,. ..

Trong bai hoc nay, chiing ta s& tim hi€u vé cac cich két nbi gilta PC va
céc thiét bj Cisco. Bén canh dé, bai hoc s& hudng dan céch lua chon loai cap
mang va cdp Serial sao cho k&t ndi phit hgp gilta cic thiét bi.

Muc tiéu:

- Trinh bay dugc phuong phip két ndi gilta PC va thié€t bi Cisco, gilta
céc thié€t bi Cisco v&i nhau.

- K&t n6i dugc Router hodc Switch st dung cap Rollover.

- X4c dinh dugc céc thong sO cai dat trén PC d€ thuc hién k&t ndi Router
hoac Switch.

- X4c dinh dugc cdc loai cdp Serial khéc nhau.

- Xd4c dinh dugc cic loai cdp dugc si dung d€ két ndi Router hodc
Switch dén céc thi€t bj khac.

- C6 tu duy, sdng tao, dOc 1ap va lam vi€éc nhém.

- Pam bao an toan cho ngU0di va thiét bi.

NOi dung:



1. K&t n6i véi Router hodc Switch

Consola Por RJ-45

Hinh 1.1: Phuong phdp két ndi tlr PC dén Switch hodc Router thong qua cdp
Rollover

Xdc dinh cic thong sO cai dat trén PC d€ thuc hién két ndi Router hodc

Switch.
COM1 Properties 7] X
Port Settings |

Bits per second: | 9600 v

Data bits: E W

Parity: :.Hone v

Stop bits: | 1 w

How control: None v

| Restore Defauts |

oK Cancel I [ Apply ]




Hinh 1.2: Phuong phdp c8u hinh trén PC d€ két nGi dén Router hodc Switch

thong qua cdp Rollover

2. Cac két ndi LAN

Bang 1.1: Cdc loai port khdc nhau va cdc loai két nbi khdc nhau gilla cdc

thiét bi LAN
Port hoac Két Ké&t ndi truc ti€p
i Loai Port i Cap
noi dén
Ethernet RJ-45 Ethernet Switch RJ-45
T1/E1 RJ-48C/CA81A |Mang T1 hoac El Rollover
Console 8 pin Computer COM Port  |Rollover
AUX 8 pin Modem RJ-45
Thi€t bj NT1 hodc
BRI S/T RJ-48C/CAS81A RJ-45
PINX
BRI U WAN RJ-49C/CA11A |Mang ISDN RJ-45

3. Cac loai cap Serial

Hinh 1.3: Pau cdp DB-60 cla mOt cdp serial ding d€ két nbi dén cdc router

2500
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Hinh 1.4: Cap Smart Serial (1700, 1800, 2600, 2800)

Hinh 1.5: Cap V35 DTE va DCE

Hinh 1.6: Dau chuyén dbi tlr USB sang Serial cho Labtop

4. Phuong phap su dung cc loai cap Serial

Bang 1.2: Cdch d€ s dung cdc loai cdp serial
11



Thiét bi A Thiét bi B Loai cap dugc st
dung
C6Ong COM trén may | C6ng Console cUa Rollover
tinh Router/switch
Card NIC cUa mdy tinh | Switch Cép thang
Card NIC cUa mdy tinh | Card NIC cUa mdy tinh | Cép chéo
COng cla switch CG6ng Ethernet cUa Cép thang
Router
COng clia switch COng cla switch Cép chéo
COng Ethernet cUa COng Ethernet cUa Cép chéo
Router Router
Card NIC cUa mdy tinh | COng Ethernet cUa Cép chéo
Router
COng Serial cUa Router | COng Serial cUa Router | Cap serial DCE/DTE

Bang 1.3: Danh sdch vi tri cdc PIN cUa cdc lo@i cdp: Thang, chéo, va cdp

Rollover
Cap théng Cap chéo Cap Rollover
Pin 1 — Pin 1 Pin 1 —Pin 3 Pin 1 — Pin 8
Pin 2 — Pin 2 Pin 2 — Pin 6 Pin 2 — Pin 7
Pin 3 — Pin 3 Pin 3 — Pin 1 Pin 3 —Pin 6
Pin 4 — Pin 4 Pin 4 — Pin 4 Pin 4 — Pin 5
Pin 5 — Pin 5 Pin 5 — Pin 5 Pin 5 — Pin 4
Pin 6 — Pin 6 Pin 6 — Pin 2 Pin 6 — Pin 3
Pin 7 — Pin 7 Pin 7 — Pin 7 Pin 7 — Pin 2
Pin 8 — Pin 8 Pin 8 — Pin 8 Pin 8 — Pin 1
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Cau hoi va bai tap
1.1: Hay cho biét céc loai cap k€t ndi gilta PC va cOng Console cla Cisco
Router hoac Cisco Switch.
1.2: Hay cho biét loai cdp mang d€ két ndi gilta PC va Switch, gilta Switch va
Router. Thuc hién bam cic loai cdp mang trén st dung dau ndi RJ45.
1.3: Thuc hién két n0i gilta PC va Router, gilta PC va Switch ddm bdo dén &

Switch Port va Router Port chGp séng.
Yéu cau danh gia
- Trinh bay phudng phép két n6i gilta PC va thié€t bi Cisco, gilta cic thi€t bi

Cisco v@i nhau.

- Thi€t 1ap k€t ndi gilta PC va céc thi€t bi Cisco.
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BAI 2
SU DUNG GIAO DIEN COMMAND-LINE
Gi6i thiéu:

Viéc st dung giao dién command-line d€ g& 1€nh gidp ban c6 thé thuc
hién nhi€u hoat dOng nhanh hon nhi€u so véi viéc st dung céc thao tac bang
chut. Di€u nay tao ra 10i th€ cla viéc s dung dong 1énh so vGi cic giao
dién cé menu.

Cisco da tén dung 10i thé nay bang viéc s dung Linux Kernel d€ 1am nén
tang phat tri€én hé diéu hanh riéng cho ho. Do d6, giao dién command-line cla
Cisco dac bi€t hi€u qud trong viéc cdu hinh cho céc thi€t bi Cisco. Bai hoc
nay s& gitdp chiing ta biét cach s dung giao di€én command-line, ddng thoi s
dung dugc cdc 1énh va cdc phim tat co ban dé€ cau hinh céc thiét bj Cisco.
Muc tiéu:

- SU dung dugc céc 1&nh tat va cdc 1€nh show.

- SU dung dugc phim Tab d€ hoan thanh cau 1énh.

- SO dung dugc c4c phim trgQ gitp.

- C6 tu duy, sdng tao, dOc 1ap va lam vi€éc nhém.

- Pam bdo an toan cho ngUdi va thiét bj.

NOi dung:

1. Cac ciu 1é€nh tat

P& s dung cdc cau 1énh cé hiéu qud hon, phan mém Cisco I0S cé
mOt sO cAu 1énh dugc phép nhdp tat. Mac du vay phuong phap nay lai
dugc st dung rat nhi€u trong thuc t€ khi lam viéc v&i phdn mém Cisco
I0S, nhung khi ban ti€n hanh céc bai thi cUa Cisco, thi chdc chan rang ban

can phai lam dugc céc ciu 1énh day du.

Bang 2.1: Cdc 1énh tat cO ban
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Router> enable Cic ban c6 th€ nhdp vao mOt cau
Hodc Router> enab 1énh day dU hodc mOt cdu 1énh tat

o thi phan mém Cisco I0S cing c¢é
Hoac Router> en P &

Router# configure th€ thuc thi dugc. Nhung cic ban can

terminal phai luu ¥ mOt di€u 1a ciu 1énh tat dé

phdi 12 duy nhat khi nhap vao

Hoadc Router# config t

2. SU dung phim Tab d€ hoan thanh ciu 1énh

Khi ban dang nhdp vao mdt cau 1énh, ban c6 th€ st dung phim Tab trén
ban phim d€ hoan thanh cau 1énh. Nhap vao mOt vai ky tu dau tién cla cau
1énh va nhdn phim Tab. Néu nhiing ky tu ban nhdp vao 12 duy nhat cla ciu

1énh nay thi, cdc ky tU con 1ai cla ciu 1énh sé hi€n thj ra man hinh.

Bang 2.2: St dung phim Tab d€ hoan thanh cdu 1énh

Router# sh ->nhdn phim Nhan phim Tab d€ hién thj cdu 1énh
Tab = day du

Router# show

3. SU dung phim ? d€ tro giiip
Nhing vi du trong bang dudi diy sé& hudng dan phuong phéap si dung
phim ? d€ c6 thé trg giup ban hién thj ra nh{ing tham sO con lai cla mOt ciu

1énh nao do.

Bang 2.3: HuGng dan phuong phdp st dung phim ? d€ duoc trQ giiip

Router# ? Hién thj tat cd céac ciu 1énh c6 kha
ning thuc thi & ché d0 hién
thGi (ch€ d0 Privileged)

Router# c? Hién thi tat cd cdc ciu 1énh bat dau

tU ky tU ¢
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Router# cl?

Hién thi tat cd cdc cau 1énh bat

dau tU cac ky tu cl

Router# clock

% Imcomplete command

Nhac nhé ban s& con nhiéu tham
sO khic nlra cUa cau 1énh niy ma

can phdi nhap vao.

Router# clock ?

Set

Hién thi tat cd cic cau 1énh phu
cUa ciu lénh nay (trong truOng
hgp nay, Set, dung d€ dat cic

tham sO ngay thing, va thdi gian)

Router# clock set 19:50:00
14 July 2007 ?

Nhan phim Enter d€ xic nhan
lai thOi gian va ngdy thang da dugc

cau hinh

Router#

Khéng c6 mdt thong bao 10i nao

dugc dua ra c6 nghia 1a ciu 1€énh

nhap vao da thanh cong

4. Cau 1énh Enable

Bang 2.4: SU dung 1énh enable

Router> enabl

Router#

Chuyén ngu0i dung tUr ché do

cau hinh User vao ché€ d6 cdu hinh

Privileged

5. Ciu 1énh Exit

Bang 2.5: SU dung 1énh exit

Router# exit

Hoadc Router> exit

Thoat khdi ché d0 cau hinh cla

Router

Router(config-if)# exit

Router(config)#

Chuyén ngudi ding thoat ra khoi

mOt cdp d0 cau hinh
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Router(config)# exit

Router#

Chuy&n ngu0i ding thodt ra khoi

mOt cdp d0 cau hinh

17



6. Cau 1énh Disable

Bang 2.6: SU dung 1énh disable

Router# disable Chuyén ngusi dung tUr ché do

Router> cau hinh Privileged ra ngoai ché do

cau hinh User

7. Cau 1€nh Logout

Bang 2.7: SU dung 1énh logout

Router# logout Thuc thi chlc ning gibng cau 1énh

exit

8. Ché dd cau hinh Setup
Ché d6 cau hinh Setup 12 ché d6 cau hinh kh&i dbng tu dOng néu trong

qué trinh kh@i dOng router khong tim thdy file startup-config.

Bang 2.8: SU dung 1énh setup

Router# setup Vo ché d6 cau hinh Setup tU giao

dién Command Line

* chd y: Ban khong th€ st dung ch€ dd cdu hinh Setup d€ cau hinh toan
bO cdc tham sO trén router. O ché dd nay ban chi c¢6 thé cdu hinh c0 ban cho
router. Cho vi du, ban c6 th€ cdu hinh duy nhat RIPvl hodc IGRP, nhung
khong th€ nao cdu hinh giao thlic dinh tuyén OSPF hodc EIGRP. Ban khong
th€ tao ACL & diy hodc enable NAT hoat dOng. Ban c6 th€ gan mOt dia chi
IP cho mOt Interface, nhung khong th€ nio gan cho mot subinterface. Tém lai,
G ché€ d0 cau hinh Setup thi c4c tinh ning cdu hinh trén router s€ c6 gidi han.
Cisco khong khuyé€n khich cdc ban cdu hinh cic tham s& cUa router trong ché
d0 Setup. Thay vao d6, ban c6 th€ st dung giao dién Command-Line (CLI),

ban c6 th€ cau hinh day dU tinh ning cUa router tU giao di€n nay:
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Would you like to enter the initial configuration dialog? [yes] : no

Would you like to enable autoinstall? [yes] : no

* Chit §: cAu 1€nh history size cung cdp chlc ning tUong tU nhU ciu

1énh: terminal history size.

9. T6 hop phim tro gitp

Céc t0 hgp phim trong badng dudi diy sé€ trg gidp ban trong qua trinh

chinh sUra cdc cau 1€nh cla Cisco I0S. B&i vi ban can thuc thi 1ai nhitng cau

1énh hodc nhling nhi€m vu di lam vao thoi di€m truGc, phan mém Cisco I0S

cung cap cho ban cac t6 hgp phim d€ ban c6 thé xU 1y cic cau 1énh mOt cach

hiéu qua hon.

Bang 2.9: Cdc t6 hOp phim trQ gitip trong qud trinh chinh sta cdc cdu 1€nh

Router#config t
N
% Invalid input detected a

‘A’ marker.

Router#config t

Hién thi noi ma ban da nhdp cau

1énh bi sai

Router(config)#

Ctrl — A Di chuyén con tr@ vé dau dong

Esc - B Di chuyén con tré vé trudc mot tUr
Ctrl - B Di chuyén con tr@ truGc mot ky tu
Cul-E Di chuyé&n con tr® vé cudi dong

Ctrl - F Di chuyé€n con tr® vé sau mOt ky tu
Esc — F Di chuyén con tr@ vé sau mot tur
Ctrl -Z Di chuyén con trd tU moi ché do

cdu hinh tré vé ché dd cau hinh

Privileged
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Router# terminal no Tat kha niing st dung céc phim tat
editing

Router# terminal editing Bat l1ai khd ning s dung cdc phim

tat va s dung cdc t6 hQp phim

trong qua trinh sU dung cau 1énh

10. Céc ciu lénh da thuc thi

Bang 2.10: Cdc cdu 1énh da thUc thi

Ctrl-P P& goi lai cdc cdu 1énh nam trong bd
dém history, bat dau tUr cau 1énh

thuc thi gan diy nhat

Ctrl - N Tr3 v€ cic cau lénh vlUa thuc thi
trong bO dém history sau khi da goi
1ai cdc cau l1énh véi t6 hgp phim Ctrl
-P

Terminal history size_number Cau hinh cic dong 1énh sé& dugc
phép 1uu vao trong bd dém history
d€ cho phép ban cé6 thé goi lai
nhing cAu 1€nh nay (16n nhat 1a 256

ciu 1énh)

Router# terminal history |Router chi c¢6 th€ luu dugc tOi da
size 25 12 25 cau 1énh da dugc thuc thi vao

trong bd dém history

Router# no terminal Ca&u hinh router trd vé mac dinh chi

history size 25 1uu

* Chil §: cAu 1€nh history size cung cdp chlc ning tUong tU nhU ciu

1énh: terminal history size.
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