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L&i néi dau

TCVN 11780:2017 hoan toan twong dwong tiéu chudn ISO/NEC 27032:2012
information technology - Security techniques - Guidelines for cybersecurity.

TCVN 11780:2017 do Hoc vién Céng nghé Buu chinh Vién thdng bién soan, B
Thdng tin va Truyén théng d& nghi, Téng cuc Tiéu chuin Do lwdng Chét legng
thdm dinh, B Khoa hoc va Cong nghé céng bé.
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L&l gioi thigu
Khéng gian mang Jévrnétmm triedng phirc tap, 13 két qua clia sy twong tac gilra con ngudi, phdn mém
va dich vy vc5'| nhau trén Internet, dwoc hd trer bdi cac thiét bj va mang Iwéi cong nghé théng tin va
truyén thdng trén toan thé giéi. Tuy nhién van c6 nhitng vAn @& an toan ma an toan thang tin, an toan
Internet, an toan mang va an toan ICT hién tai khdng dé c&p dén, nhw 1a cac ké hé gilra cac mién nay,
cling nhu viéc thiéu trao ddi thong tin lién lac gitra cac td chirc va cac nha cung cAp trong khéng gian
mang. D6 1a do cac két néi mang, cac thiét b hd trg trong khong gian mang c6 rét nhidu chi thé. M&i
chti thé ¢6 nhirtng médi quan tdm khac nhau vé quén Iy, didu hanh va cac nghiép vy khac nhau. Khéng
chi cac t8 chire hay cac nha cung cAp dich vy chia sé it hoac khdng chia sé thang tin ddu vao, ma mai
dbi tegng cdn ¢6 mot sy tap trung khac nhau khi gidi quyét van d& an toan khdng gian mang. Tinh
trang nhw vay s& din dén viéc phan manh an toan trong khéng gian mang.
Nhue vy, trong tdm d4u tién cla tiéu chudn nay 14 tap trung gidi quyét nhirng vén d8 v& an toan khéng
gian mang hoic cac van d& v& an ninh mang nhdm I4p cac ké h& gitra cac mién an toan khac nhau
trong khéng gian mang. Trong phan nay, tiéu chudn dwa ra cac huéng dén ki thust aé gidi quyét cac
rii ro an toan khéng gian mang phd bién, bao gém:

- Céc tén cdng sir dyung k¥ thuét xa hoi;

- Xém nhéap (hacking);

- Sy gia ting clia cac phdn médm doc hai (malware);

- Phan mém gian diép;

- Cac phan mém khéng mong mudn tiém an khac,
Céc hwéng dan ki thuét nay cung cip cac bién phap kiém soat dé giai quyét cac ri ro, bao gdm:

- Chudn bi cho cac cudc tin cong gay bdi phan mém ddc hai, tdi pham ca nhén hoc to chire tdi

pham trén internet;

- Phat hién va giam séat cac cudc tan cong;

- Dbi pho véi cac cude tan cong.
Khu vige tap trung th? hai clia tiéu chudn nay 1a sy hop tac, nhe mét sy can thiét dé chia sé phdi hop
thong tin va x& Iy sy ¢b hidu qua va nang suét gira cac bén lién quan trong khéng gian mang. Sy hep
tac nay khéng nhirng phai an toan va dang tin cay ma cdn bdo vé sir riéng tw clia cac ¢a nhan cb lién
quan. Cac bén lién quan c6 thé nim trong khu vige dia ly va mui gi¢ khac nhau va co thé sé dugc quan
ly b&i nhiéu yéu cdu khéc nhau. Céc bén lién quan bao gém:

- Nguwoi dung, c6 thé Ia cac tb chire hoac ¢4 nhan;

- Céc nha cung cap, bao gém ca céc nha cung cép dich vy.
Vi vy, tiéu chudn nay cung cép mét khung cho

- Chia sé théng tin;

- Phéi hop;

- Gidi quyét cac sy cb.
B khung bao gbm

Cac yéu tb chinh trong viéc xem xét cac thiét Iap tin twdng,
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- Cacquy trinh cAn thiét cho sy hop tac va trao ddi, chia sé théng tin,
- Céac yéu chu ki thuat cho vigc tich hgp va tuong tac hé thdng gika cac bén lién quan khac
;hau. '
Do pham vi clia tiéu chudn nay, cac bién phap kiém soat dwgc cung cip can thiét phai & mirc cao. Chi
tiét tiéu chudn dic ta ky thuat va huéng din phi hop dbi véi tivng phin dwgc tham chiéu trong tiéu
chuén nay.
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Cong nghé thong tin - Cac ky thuat an toan - Hwéng dan vé an
toan khéng gian mang

Information technology - Security techniques - Guidelines for cybersecurity

1 Pham vi ap dyng
Tiéu chudn ndy dwa ra huéng din dé tang cuong trang thai an toan khdng gian mang, phac thao
nhirng khia canh d3c thu vé hoat ddng d6 (tdng cwéng an toan khdng gian mang) va cac phy thude
cla hoat ddng nay trén cac mién an toan khac, cy the la:

- antoan thdng tin,

- antoan mang,

- antoan Internet,

- bao vé ha ting thong tin trong yéu (CIIP).
Tigu chudn nay bao gbm céc thyc hanh an toan co ban cho cac bén lién quan trong khéng gian mang.
Tiéu chuén nay cung cap:

- tdng quan v& an toan khéng gian mang,

- gidi thich rd méi quan hé gira an toan khéng gian mang va céc loai an toan khéc,

- dinh nghia v& c4c bén lién quan va mé ta vai trd cla ho trong an toan khdng gian mang,

- huéng dan vé giai quyét cac van dé phd bién trong an toan khong gian mang,

- bd khung cho phép cac bén lién quan hop tac gidi quyét vén d& an toan khdng gian mang.

2 Kha nang ap dung

2.1 Doi twrgng str dung

Tiéu chudn nay dwgc 4p dung cho cac nha cung cép céc dich vy trong khdng gian mang, bao gdm ca
ngudi diing s dung cac dich vy d6. Trurdng he'p céc td chirc cung cép dich vy trong khdng gian mang
cho ngudi sr dung tai nha hay tai cac td chirc khac, hg c6 thé cin chudin bj cac huéng dan dya trén
tiéu chudn nay, bao gdm cac gidi thich bd sung hay céc vi dy dé gilp ngudi dung hiéu va 1am theo.

2.2 Gidi han
Tiéu chudn nay khong gidi quyét:
- Diéu kién an toan khéng gian mang,
- Téi pham khéng gian mang,
- Bdo vé& ha tdng thong tin trong yéu (CIIP),
- Didu kién an toan Internet (Internet safety),

Toi pham lién quan té&i Internet.
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Tiéu chudn ndy thira nhan mébi quan hé tén tai gita cac mién duwgc dé cap véi an toan khéng gian
mang. Tuy nhién, viéc gidi quyét cac mbi quan hé d6 va sy chia-sé cac bién phap kiém soét gitra cac
mién vurgt qua pham vi clia tiéu chuén nay.

Diéu quan trong can lwu ¥ 13 khéi niém vé t8i pham khong gian mang, mac du dugce d& cap t6i nhung
khéng duwoc gidi quyét & tiéu chudn nay. Tiéu chudn ndy khéng cung cip hwéng dan vé cac khia canh
phép luat lién quan t&i khéng gian mang, hay cac quy dinh clia an toan khéng gian mang.

Huwéng dan trong tiéu chudn nady gidi han thyc hién trong khéng gian mang trén Internet, bao gém c3
cac thiét bj Gau cudi. Tuy nhién, viéc m& rdng khdng gian mang dé dai dién cho cac khdng gian khac
théng qua cac nén tang va phuong tién truydn théng, cling nhw cac khia canh an toan vat Iy cGa chiing
khéng dwoc gidi quyét & day.

VI DY 1 Vige bdc vé& cac yéu th ha tAng, nhie vat mang thong tin truyén théng khang dugre gidi quyét & aay.

VI DY 2 Vide an toan vt Iy cho dién thoai di ddng két néi vao khdng gian mang d& ti v& va/hodc thao tac ndi dung khong

dugre giai quyét & day.
VI DY 3 Chirc ning nhén tin van ban va tan gu bing giorig ndi (voice chat) ciia dién thoai khdng dugrc gidi quyét & day.

3 Tai ligu vign din

Céc tai liéu vién dan dudi day 1a cAn thiét dé ap dung tiéu chudn nay. D&i véi cac tai lidu vign dén ghi
nam cong bd thi ap dyng ban dwgc néu. D6i véi cac tai ligu vien din khdng ghi nim cong bé thi ap
dung phién ban méi nhét, bao gdm ca céc sira ddi, bd sung (néu co).

TCVN 11238 Céng nghé théng tin - Céc ky thuét an toan - Hé thdng quén ly an toan théng tin - Téng
quan va e vimg.

4 Thuat ngir va dinh nghia

Tiéu chuan nay 4p dung céc thuét ngl va dinh nghia sau day trong TCVN 11238,

41

Phan mém quang cio (Adware)

Ung dyng dAy cac quang céo téi ngudi diing varhoac thu thap cac hanh vi trc tuyén clia ngudi diing.
CHU THICH (Png dyng nay c6 thé dugc cai dat hogic khong durgre cai dit thy theo hiéu biét hay st cho phép clia nguéi ding
ho#c b ép budc théng qua didu khodn cip phép cho cic phan mém khac.

42

(*ng dung (Application)

Gidi phap cdng nghé théng tin, bao gbm ca céc phadn mém (ng dung, d ligu va thi tuc Ung dung,
dugc thiét ké dé gip ngudi ding clia td chire thyre hidn cic nhiém vy dac thi hay gidi quyét cac kidu
van dé dZc thi vé& céng nghé thdng tin bang cach ty déng hda chirc nang va quy trinh nghiép vy.
[ISO/NIEC 27304-1:2011]

43

Nha cung cép dich vu trng dung (Application service provider)

Céc nha didu hanh cung cép c4c gidi phap phan mém leu trlr, cung cép céc dich vy ng dung, bao
gdm cac mé hinh cung cép dia trén nén web hay may tram-cha.

10
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VI DU Céc nha didu hanh game tnyc tuyén, c&c nha cung cép Ung dyng vén phdng va céc nha cung cép kho luu il e
tuyén.
4.4 e
Dich vy trng dyng (Application services)
Phin mém véi chirc nang cung cip theo yéu cau t&i cac thué bao théng qua md hinh tngc tuyén, bao
gbm ca (rng dyng dya trén nén web hay may tram-chd.
4.5
Phin mém trng dyng (Application software)
Phan mém thiét ké dé gitp ngudr sir dung thye hién cac nhiém vy hay gidi quyét cac vén dé cy thé,
khéc biét véi cac phan mém gitp kiém soét chinh ban than may tinh.
[ISONEC 18019]
4.6
Tai san (Asset)
La bat ky thr gi cb gi4 tri cho mot c& nhan, td chire hay chinh pha,

CHU THICH Chép nhéan theo TCVN 11238:2015 cho phi hep d8 tao didu khodn cho cac ca nhan, tach bigt chinh phl khdi csc
14 chire (4.37).

4.7

Hinh dai dién (Avatar)

Thé hién clia mét ¢4 nhan tham gia vao khéng gian mang.

ChU THICH 1 Mat hinh dai dign c6 thé lién quan dén ban than cta ngudi do.

CHU THICH 2 Mat hinh dai dign co thd 1a mét “adi trong” dai didn cho hién than cla ngudi si dung,
4.8

Tan cong (Attack)
Cé géng pha hly, 1am 16, thay d&i, vé hiéu hda, danh cép, gianh quyén truy c4p trai phép hay thyc thi
viéc sl dung trai phép mét tai san.
[TCVN 11238:2015]
4.9
Kha nang tan cong (Attack potential)
Kha nang nhan biét cho sy thanh cong clia mét cude tén cong, néu cudc tn cdng xay ra, thi dugc thé
hién qua chuy&n mén, tai nguyén va déng co clia dbi tgng tan cong.
[TCVN 8709-1:2011]
410
Véc-to tan cong (Attack vector)
La con dwdng hay cach thire ma dbi twong tAn cdng cé thé truy cap vao mét may tinh hay may chi
mang dé chuyén cac phin mém ddc hai vao.
4.1
Tan céng hén hop (Blended attack)
L4 cudce tan céng két hop nhidu phrong thire tn cong nhdm gay mirc d6 thiét hai va tée 36 lay lan cao
nhét.
11



TCVN 11780:2017

412

Chuwong trinh phian mém ty dong (Bot, robot)

L& cac chong trinh phdn mém ty dong thire hién cac nhiém wy cy thé.

CHU THICH 1 Thuat ngi ndy thuimg dugc ding d& md ta cac chuong trinh chay trén mdt may chii, tw dong hda cic the w
nhu chuyén tiép hay phan loai thw dién tiv.

CHU THICH 2 Mgt chueng trinh phin mém ty'@dng (bot) clng duge ma ta nhu mdt chwong trinh hoat d3ng nhu mot tac
nhén ngudi diing hay chwong trinh khic hay mé phdng hoat ddng clia con nguéi. Trén intemet, céc churang trinh phin mém
ty dong (bot) phd bién nhét 13 c4c churong trinh truy cAp vao cac trang web, thu thap ndi dung cho cac chi sé cang oy tim kiém
(spider hay crawler).

4.13

Mang may tinh ma (Botnet)

La phan mé&m kiém soat tir xa, tap hgp cac chirong trinh phidn mém ddc hai, tw ddng chay va chay doc
I8p trén cac may tinh bj xam hai.

4.14

Cookie

<Kiém soat truy cap> Kha nang hay thé trong hé théng kiém soat truy cap.

415

Cookie

<IPsec> D ligu trao ddi bang ISAKMP @& ngan chin tdn cong tir chéi dich vu DoS trong qua trinh thiét
I4p mdt lién két an toan.

416

Cookie

<HTTP> D@ liu trao ddi gitra mdt may chll HTTP va mot trinh duyét dé lwu trd thong tin trang théi bén
phia may khach va c6 thé 14y lai sau do d& may chli st dung.

CHU THICH Mt trinh duyét web cé thé ndm trén mét may khach hodc mét may chi.

4147

Bién phap kiém soat (Control)

Bién phap doi phé (Countermeasure)

Bién phap quan Iy cac i ro, bao gdm cac chinh sach, cac thi tyc, hwdng dén, thyc hanh hay co cau
t& chirc, c6 thé mang tinh ki thudt, quan Iy, phap Iy hay tinh chét hanh chinh.

[TCVN 11238:2015]

CHU THICH TCVN 9788:2013 (ISO Guide 73:2009) dinh nghia bign phap kiém soat don gian I3 mét bign phap @& didu chinh
i ro.

4.18

T§i pham khéng gian mang (Cybercrime)

Cac hoat dong pham tdi ma trong d6 coi cac (ng dung va dich vy trong khéng gian mang duoc st
dung hay la myc tiéu cla 1§i pham, hodc coi khdng gian mang Ia tai nguyén, cong cy, muyc tiéu hay dia
diém cla t6i pham.

4.19

12
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Diéu kién an toan khéng gian mang (Cybersafety)
Pidu kién dugc bdo vé chéng lai tac nhan vat Iy, xa hdi, ton gido, tai chinh, chinh trj, tinh cadm, nghé
nghiép, tam ly, gido dyc hoZc cic tc nhan khac hoZic hau qua cla thét bai, hw hong, 18, tai nan, thiét
hai hay bét c(r sy kién ndo khac trong khong gian mang khéng mong mudn.
CHU THICH 1 Bidu nay cb thd mang hinh thirc dwge bio vé khéi cc sy kign hay viéc 1am 1§ théng tin gay mét mat vé sic
khde va kinh t8. Né c6 thd bao gdm ca viéc bio vé con ngudi va tai san.
CHU THICH 2 Téng quét, didu kién an todn cling dwoc dinh nghia 14 trang thai chéc chin riing mdt vai tac nhan trong cac
didu kign xac dinh s& khong thd gy anh hudng bét lot,
4.20
An toan khong glan mang (Cybersecurity - Cyberspace security)
Béo toan tinh bi mat, tinh todn ven va tinh s8n sang cla thdng tin trong khéng gian mang.
CHU THICH 1 Ngoai ra, cAc dic tinh khéc, nhur tinh x4c thyre, kim soat, chéng chéi bd va d¢ tin cdy cling ¢6 thé lién quan.
CHU THICH 2 Ché4p nhan theo dinh nghla v& an toan thdng tin trong TCVN 11238:2015.
4.21
Khdng gian mang (the Cyberspace)
La mdt mdi tredrng phirc tap, 14 tip hop sy twong tac gitba con ngwdi, phan mém va dich wy trén
internet vé&i nhau, biing céc thiét bi cong nghé va mang lwéi két ndi véi no, khong co bét clr yéu to vat
Iy ndo.
4,22
Cac dich vu (rng dyng khdng gian mang (Cyberspace application services)
Céc dich vy (rng dyng (4.4) cung cép qua khéng gian mang.
4.23
Bén chiém gilr khong gian mang (Cyber-squatter)
La céc c4 nhan hay céc té chirc dang ki va gilr cac URL gidng véi tham chiéu hay tén clia cac té chirc
khéc trong thé gidi thye hay trong khéng gian mang.
4,24
Phén mém Itra ddo (Deceptive software)
La phan mém thyc hién cac hoat déng trén may tinh ngudi diing ma khéng théng bao tneéc cho nguwdi
diing vé& chinh x4c nhirng diéu ma phan mém sé& am trén may tinh hoac khong hdi ngudi dung vé vige
cho phép cac hanh dong nay.
vl DY 1 Mét chirong trinh ngan chin viée cdu hinh cia ngudi diing.

VI DY 2 Mt chureng trinh tao ra c&c quéng céo bat ra lign tyc khéng ngirng, ngudni ding rét khé aé co thé tét dugc no.
Vi DY 3 Phin mém quang céo va phin mém gian Gigp.

4.25

Xam nhap (Hacking)

C4 y truy cép vao hé théng may tinh ma khéng co sy cho phép clia ngudi diing hoc chli nhén clia no.
4.26

Tin tac (Hactivism)

La xam nhéap (hacking) v&i déng co chinh tri hay xa hoi.

13
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427

Tai san thong tin (Information asset)

La kién thirc hay d liéu c6 gié trj d8i véi ca nhan hay t chirc.,

CHU THICH Chép nh4n theo TCVN 11238:2015.

4.28

Lién mang (internet — internetwork)

Tép hop cac mang may tinh lién két véi nhau.

CHU THICH 1 Bugc chép nhn theo TCVN 9801-1:2013

CHU THICH 2 Trong ng(r canh ndy, né duere goi 1 “an intemet”, Binh nghia "an intemet” va “the intemet” 12 khac nhau.

4.29

Mang Internet (the Intemet)

Hé théng mang may tinh lién két toan ciu trong mién cong khai.

[TCVN 9801-1:2013]

CHU THICH "Mang Intemet” va “Lién mang” 1a khéc nhau.

430

T6i pham Internet (Intemet crime)

Céc hoat ddng pham ti tai noi ma cac dich v hodc cac (rng dyng trén mang Internet dwoc s dung
hodc 13 myc tiéu cta t9i pham hoc tai noi ma Internet 1a ngudn gbe, cong ey, muc tiéu hodc vi tri clia
6i pham.

4.31

Didu kién an toan Internet (Internet Safety)

Didu kién dwoc bao vé chéng lai tc nhan v4t Iy, x4 hdi, tén gio, tai chinh, chinh tri, tinh cam, nghé
nghiép, tam ly, gido duc hay céc tac nhan khac hosic hdu qua cia thét bai, hu hdng, 18i, tai nan, thiét
hai ho#ic b4t cir sy kién ndo khac trong Internet ma dwoc col 14 ko mong muén.,

4,32

An toan Internet (Internet Security)

Béo toan tinh bi mét, tinh toan ven va tinh s&n sang cla thdng tin trén intemet.

4.33

Dich vu Internet (Internet Services)

Dich vy cung cép cho ngudi st dyng dé cho phép truy cép vao Internet théng qua mét dia chi IP, bao
gdm ca xac thye, cAp quyén va dich vy tén mién.

434

Nha cung cép dich vu Internet (Internet Service Provider)

Céc 1 chirc cung cAp dich vy Internet cho ngudi st dung va cho phép khach hang truy cép vao
Internet.

CHU THICH Ngoai ra a6i khi dug'e gol 12 mot nha cung ¢Ap truy ¢4p Intemet.

4,35

Phdn mém déc hai (Malicious software)
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Ph&n mém dugc thiét ké véi myc dich gay hai, chira cac tinh nang hosc kha nang cb thé gay ra thiét
hai trye tiép hoc gian tiép cho ngudi siv dung varhodic hé théng may tinh.

vi DY Virus, sau, trojan.

4.36

Noi dung dgce hai (Malicious contents)

Céc (rng duyng, tai liéu, tap tin, dir liéu hodc cac ngudn tai nguyén khac c6 céc tinh ndng djc hai dwoc
nhlng vao, ngyy trang hoc &n trong ching.

4.37
T6 chirc (Organization)
Nhom ngudi va co s& vat chit ciing mot thoa thuin vé trach nhiém, quy&n han va mdi quan heé.

[TCVN ISO 8000: 2007]

CHU THICH 1 Trong nger canh cua tidu chudn ndy, mdt ¢4 nhan khac voi mdt b chuc. .

CHU THICH 2 Téng quat, mét chinh phi cling dwgc coi nhe mdt td chirc. Trong ngir canh clia idu chuén nay, chinh phl cb
thé dugre xem xét mdt cach riéng bist voi cac td chire khac mdt cach r6 rang.

438

T4n céng gid mao (Phishing)

Qué trinh gian lan dé& cb géng ¢6 dugc thdng tin riéng tw hay bi mat béng céach gid mao nhw 1a mét
thire thé dang tin cay trong truyén thong dién ti.

CHU THICH Tén cong gi& mao co thé duge thye hign bing cach st dung cic ki thust x& hoi hodic lira ddo ki thuat.

439

Tai san vat ly (Physical asset)

Tai san hiru hinh hodc vat chét dang ton tai.

CHU THICH Tai san vat Iy thwdng nhéc dén tidn mat, thiét bi, hang héa va tai san thude s& hiru ciia cé nhan, 1 chire. Phin
mém dugc coi |4 mot ti sdn vé hinh hodic mdt tai sdn phi vat chét,
4.40

Cac phadn mém khéng mong mudn tiém an (Potentially unwanted software)
Phan mém lira ddo, bao gdm c2 phan mém déc hai va khong doc hai, thé hién cac dac tinh cla phan
mém lira dao.

4.41
Lira dao (Scam)
Gian 1&n hodc Itra ddi tinh bi mét.

442
Thw rac (Spam)
Lam dung hé théng nhén tin dién t& d& gl the dién t s6 lgng cye Ion bét hop phap varhodc khéng

mong mudn.
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CHU THICH Trong khi loai phé bién nhét cUa spam I3 thu dign tr rac, thut ng® ndy cing degc ap dyng déi véi cic lam dung
twong ty trong cac phuong tién truydn thdng khéc: tin nhéin tire ther rac, didn dan thao luan théng tin toan clu (Usernet
newsgroup) rac, cdng cy tim kiém web rac, thu rac trong blogs, béch khoa toan thie iy do (wiki) rac, tin nhin di ddng réc, thu
rac trang c4c dién dan Internet, thwr rac trong fax.

4.43

Phén mém gian diép (Spyware)
Ph&n mém Ira 3o thu thap thang tin ca nhén hodc bi m&t tir mdt nguwdi st dung may tinh.
CHU THICH Cac théng tin ¢ thé bao gdm cac ndi dung nhur cdc trang web thurdng xuyén truy cap hodc c4c thdng tin nhay

cam ching han nhw méat khiu.
4.44

Bén lién quan (Stakeholder)
<Quan ly rli ro> ngwdri hofic td chire ¢b thé gdy anh hwdng, bi anh huéng hosc ty cadm thdy minh bj
dnh hurdng bdi mdt quyét dinh hodc hoat dong.

[TCVN 9788:2013 (1ISO Guide 73:2009)]

4,45

Bén lién quan (Stakeholder)

<Hé thdng> ¢4 nhan hoc td chirc cé quyén, chia s&, yéu ciu hogic quan tdm dén mét hé théng hodc
s& htru cac dic tinh dap (rng nhu clu va mong dgi cla ho [ISO/IEC 12207:2008]

446

Méi de doa (Threat)

Nguyén nhan tidm 4n clia mét sy cb khéng mong muén, cé thé gay hai cho hé thdng ca nhan hoic t&
chirc.

CHU THICH Chép nhan theo TCVN 11238:2015.

4.47

Ma Trojan (Trojan - Trojan horse)

L4 phan mém déc hai 4n minh dudi dang mét chuoeng trinh hivu ich ¢6 nhizng chirc ndng mong mudn.
4.48

Thi dién tir khéng mong muon (Unsolicited emait)

Thu dién tlr khong duoc chao don hodc khdng dugc yéu cau hodc duge moi.

4.49

Tai san do (Virtual asset)
Dai dién cla mt tai sdn trong khéng gian mang

CHU THICH Trong ngir canh nay, tién t& cb thé duoc xac dinh 13 mét phuong tin trao di hodc mét t3i san ¢6 gi trj trong
mdt mdi tredng cy thé, chidng han nhw mét trd choi video hodc mot bai tap mé phéng giao dich tai chinh.

4.50

Tién ao (Virtual currency)

16



Tai san do tién té.

451
Thé gi®l 4o (Virtual world)

TCVN 11780:2017

Mbi tredrng m& phdng truy cp béi nhidu nguedi diing théng qua mot giao dién tryc tuyén.
CHU THICH 1 Céc mbi tredmg md phdng thudmg twrong tic véi nhau.,
CHU THICH 2 Thé gidi vat chét nei mei ngudi sbng va cac d3c tinh lign quan, sé dugc goi 14 “thé gidi thyre” A8 phan bigt nd

véi thé gi¢i do.
452

Diém yéu (Vulnerability)

Yéu diém clia t3i san hodc bién phap kiém soat din dén vide c6 thé bj khai thac bdi mot méi de doa

[TCVN 11238:2015)
453

May tinh ma (Zombie — Zombie computer — Drone)

May tinh c6 chira phdn mém 4n ma cho phép kiém soat tir xa may tinh d6, thireng 13 dé thyee hién

mot cudc tin cdng vao mot may tinh khac.

CHU THICH Ngi chung, mt may bi xam hai chi 1A mét trong nhidu may trong mang méy tinh ma (botnet) va s& dugc stz dung

aé thye hign cac hoat ddng ddc hai theo chi dao tir xa.

Hé théng t quan
Diém truy cép
Pao tao dya trén may tinh

Trung tam (g ctru khén cap may tinh

5 Thuéat ngi® viét tit
Céc thuét ng viét tit dudi day duoc sir dung trong tiéu chuén nay.
AS Autonomous System
AP Access Point
CBT Computer Based Training
SERT Computer Emergency Response
Team
CIRT Computer Incident Response Team

CSIRT Computer Security Incident Response

Critical Information Infrastructure
Protection

CliP

DoS Denial-of-Service
DDoS Distributed Denial-of-Service
Host-based Intrusion Detection

HIDS
System
AP Independent Application Provider
ICMP Internet Control Message Protocol
T Information and Communications
Technology
IDS Intrusion Detection System

Trung tdm (ng clru sy cb may tinh
Trung tam (rng clru s cb an toan may tinh

Bao vé& ha tAng thang tin trong yéu

Tir chdi dich vy
Tt chéi dich vy phén tan

Hé théng phat hién x&m nhap may chi

Nha cung cép &ng dung ddc I4p
Giao thirc ban tin didu khién Internet

Céng nghé théng tin va Truyén théng
Hé théng phat hién xa&m nhap

17
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P Internet Protocol Giao thire Internet

IPO Information Providing Organization Té chirc cung cép théng tin

IPS * Intrusion Prevention System Hé théng ng&n chan x4m nhap

IRO Information Receiving Organization T6 chirc tiép nhan théng tin

ISP Internet Service Provider Nha cung cép dich vy Intemet

ISV Independent Software Vendor Nha cung c4p phan mém doc 1ap

iT Information Technology Cdng nghé théng tin

SRIGEEE Massively Multiplayer Online Role- Trd choi nhép vai tnec tuyén nhidu nguoi
Playing Game choi N

NDA Non-Disclosure Agreement Théa thuén khéng tiét 1§

SDLC Software Development Life-cycle Vang d@di phét trién phin mém

SSiD Service Set |dentifier Binh danh t&p dich vy

TCP Transmission Control Protocol Giao thirc didu khién giao van

UDP User Datagram Protocol Giao thirc di ligu ngwroi dung

URI Uniform Resource Identifier Dinh danh tai nguyén théng nhét

URL Uniform Resource Locator Binh vi tai nguyén théng nhét

6 Téng quan

6.1 Gidi thigu

An todn trén Internet va trong khéng gian mang Ia mdt chi dé ngay cang dwgc quan tdm. Céc bén lién
quan d4 thiét I3p dai dién cla ho trong khong gian mang théng qua céc trang web va bay gi dang cb
géng dé tiép tuc tan dung thé gidi o do.

VI DY Céc bén lién quan cb géng tang sé legng cac ca nhan s dyng ngay cang nhidu thai gian cing dai dién 4o cla ho cho
CAC trd choi nhap vai trige tuyén nhidu ngui choi MMORPG,

Trong khi mét s6 nguedri rat cin than trong viéc quan ly dinh danh trgc tuyén clia hg, hiu hét moi ngudi
deu tai lén chi tiét hd so c4 nhan clia minh & chia sé v&i nguoi khac. Céc hd so trén nhidu trang web,
dac biét 1a cac trang web mang xa hoi va cac phong chat, c6 thé dugc tai vé va lwu triy bdi cac thanh
vién khac. Diéu nay cé thé dan dén viéc tao ra mdt hd so ky thuat sé cac di liéu ca nhén, cé thé bi loi
dung, tiét 16 cho cac bén khac hoc s dyng dé thu thap di liéu thir cép. Trong khi tinh chinh xac va
toan ven clia dir lidu nay van la mdt cau héi, ho tao ra cac lién két dén cac ¢4 nhan va td chiee, c4c lign
két ndy thuong khéng thé x6a hoan toan, Sy phét trién trong truyén thong, gidi trf, van chuyén, mua
s&m, tai chinh, bao hiém, cham séc strc khde va cac linh vize khéc tao ra nhizng rii ro méi téi cac bén
lién quan trong khéng gian mang. Rui ro cé thé lién quan véi viéc mét tinh riéng tu.

Sw hdi tu clia cdng nghé théng tin va truyén théng, sy dé dang di vao khong gian mang va thu hep
khéng gian ca nhan giCra cac ca nhan dang tao nén sy chu ¥ téi cac tdi pham c& nhan va té chie tdi
pham. Nhing thanh phan nay dang st dyng céac cach hién ¢6, chang han nhu tin cong gid mao, thw
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rac va phan m&m gian diép, cing nhw phét trién cac k¥ thuat tdn cong méi @& khai thac nhimg diém
yéu ma chling phat hién ra trong khéng gian mang. Trong nhirng nam gén ddy, cac cugc thn cong an
toan khdng gian mang da phat tridn tlr viéc xam nhép (hacking) vi sy ndi tiéng c4 nhén thanh pham toi
c6 td chiec hay t9i pham khdng gian mang. Hién nay, rét nhigu cong cy va quy trinh xuét hién truéc 46
trong cac st b an toan khéng gian mang dang dwec str dyung két hop véi nhau trong cac cude thn
cdng da hdn hop, nhdm dat myc tidu ddc hai xa hon. Cac myc tiéu ndy trai tlr cac cudc tan cdng cé
nhan, trdm cép dinh danh, gian 13n hay trdm cip tai chinh, dén c&c cudc x&m nhap vi myc dich chinh
tri, xa hdi. Cac di€n dan chuyén biét gilp 1am ndi bat cac vin dé& bao mat tiém 4n va cling chi ra cac ky
thuét tAn cdng va co hdi pham tdi.

Céc hinh thirc giao djch nghiép vy da dang dugc thyee hign trong khong gian mang dang tré thanh myc
tidu clia td chire toi pham khdng gian mang. Trong céc dich wu tir doanh nghiép toi doanh nghiép,
doanh nghiép t&i ngudi diing, ngudi ding téi nguéi ding, nhizng rii ro déu rat phirc tap. Nhirng khai
niém nhw 1a nhirng thir tao ra mét giao dich hodic mét thda thuan phy thudc vao sy dién gidi cia phap
luat va 1am thé nao G& méi bén quan Iy trach nhiém cla ho. Théng thuéng, cic van dé trong viéc st
dung sé ligu thu thap duwgc trong qua trinh giao djch hay méi quan hé khdng dwoc gidi quyét thda
dang. Didu nay c6 thé din dén céc van @& an toan chang han nhw ro ri théng tin,

Nhirng thach thirc v& phap luét va ky thust gay ra bi cac van d& an toan khéng gian mang mang tinh
sau rong va todn ciu. Nhirng thach thirc nay chi c6 thé dugce gidi quyét bang cong ddng cdng nghé an
toan théng tin, cdng déng phap 1y, c4c quéc gia va cong ddng cac qudc gia két hgp véi nhau theo mdt
chién lge théng nhét. Chién lvgc ndy phai tinh dén vai trd clia mdi bén lién quan va cic sang kién
hign cé trong khung hop tac quéc té.

VI DY Mt vi dy vé mdt thach thirc tir thire té [a céc khéng gian mang vin cho phép cac cude tin cong lén 10t va ndc danh
lam cho viéc phat hign hét sirc khd khan, Didu nay ngay cang gay khé khan cho cac ca nhan va t chire khi tao dyng sw tin
twdng va giao dich, ciing nhir cho céc co quan thiec thi phap luat khi thyre thi cdc chinh séach ¢6 lién quan. Ngay ¢4 khi ngudn
gbc clia cude tAn cong cb thé duge xac dinh, vén d& bién gii phap ly cing thurdmg xuyén ngdn chiin céc cude didu tra.

Cac vén @& an toan khdng gian mang ngdy cang gia tang va phat trién va viéc tién hanh gidi quyét
nhieng thach thire nay hién tai dang bj can trd b&i nhigu van dé. C6 rat nhidu cac méi de doa an toan
khéng gian mang, va ciing co rat nhidu cach dé chéng lai ching mic du khéng dugc chuan héa. Tiéu
chudn nay tap trung vao cac van dé chinh sau day:

- cac cudc tan ¢éng boi phan mém doc hai va khdng mong mubn tiém an;

- cdc cudc tan cong khai thac théng tin x3 hoi;

- phéi hop va chia sé thong tin.
Ngoai ra, mét s6 cong cy an toan khéng gian mang ciing s& dwgc thao lusn ngén gon trong tiéu chudn
nay. Nhirng cong cu nay va cac khu vuc lién quan chit ché t¢i viéc ngan chan, phat hién, d6i phé va
diéu tra t6i pham khong gian mang. Théng tin chi tiét cé thé dwec tim thdy trong phy luc A.
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6.2 Ban chét cua khong gian mang

Khéng gian mang c6 thé dugc mb ta nhw modt moi trréing do, khdng tén tai bat ky hinh thire vat Iy nao,
dlng hon niva, 1a mdt médi trwéng hodc khdng gian phirc tap hinh thanh 1én do sy xuét hién clia
Internet, cling véi con ngudi, cac td chirc va cac hoat dong trén tit ¢ cac thiét bj cong nghé va mang
Iéi két nbi téi nd. An toan clia khdng gian mang, hay an toan khéng gian mang 13 néi v& an toan cla
thé giéi 3o nay.

Nhiéu thé gi¢i do c6 mdt loai tidn do, ching han nh st dung d& mua vat phdm trong trd choi. C6 sy
lién quan vé gia trj trong thé gidt thye véi ddng tién do va tham chi véi ca cac vat pham trong trd
choi. Nhirng vat phdm do thudng duwgce giao dich véi tién that trén cac trang web d4u gia trigc tuyén va
mét s8 trd choi tham chi con cé mét kénh chinh thirc cong bd ty gia trao ddi tidn o véi tién that cho
cac vt pham do. D6 12 nhirng kénh lwu hanh tién té, 1am cho thé gidi do nay tré thanh myc tiéu cla
tn ¢bng, thirding 14 tén cong gid mao hodc ding cac k§ thuat khac @& &n cip théng tin tai khoan,

6.3 Ban chit cua an toan khéng gian mang

Céc bén lién quan trong khdng gian mang ngodi viéc bdo vé tai san clia minh, phai dong mét vai trd
tich cye Gé phat huy tinh hiu fch cla khéng gian mang. Céc (ng dyng trong khéng gian mang dang
md rdng, tir cac mé hinh doanh nghiép dén ngudi diing va tir ngudi dung dén ngudi ding, tré thanh
mét md hinh tong tac va giao dich nhidu — nhidu. Cac yéu ciu mé réng cho cic ca nhan va céc to
chirc dwgc chuan bi dé giai quyét cac rli ro va thach thirc an toan dang ndi lén, 8& ngan chan va 8o
phd hiéu qua vai viéc lam dyng va viéc khai thac cua tdi pham,

An toan khéng gian mang lién quan dén cac hanh déng ma cac bén lién quan ding dé thiét 1ap va duy
tri an toan trong khéng gian mang.

An toan khdng gian mang diwa trén co s& cda an toan théng tin, an toan &ng dyng, an toan mang va
an toan Internet. An toan khéng gian mang la mét trong nhirng hoat ddng can thiét cho CIIP, déng
théi, viéc bao vé day di cac dich vy ha ting trong yéu gép phén vao cac nhu cdu an toan co ban (vi
dy, tinh bao m&t, d6 tin cay va tinh s&n sang clia ha tang trong yéu) dé dat dwoc cac myc tiéu clia an
toan khéng gian mang.

Tuy nhién, an toan khdng gian mang khéng déng nghfa véi an toan Intemet, an toan mang, an toan
&ng dung, an toan théng tin hodc CIIP. N6 ¢6 mot pham vi duy nhét yéu cu cac bén lign quan dong
mot vai trd tich circ d& duy tri, cai thign tinh hibu ich va dang tin cay clia khéng gian mang. Tiéu chuan
nay phén biét an toan khdng gian mang véi cac mién an toan khac nhu sau:

- An toan théng tin lién quan dén viéc bao vé tinh bi mat, tinh todn ven va tinh sin sang cla
théng tin néi chung, phyc vy nhu céu cba ngudi st dyng théng tin.

- An toan irng dung 1& mét quy trinh thyec hign dé 4p dung cac bign phap kiém soat va do lwong
161 cac (rng dyng clia td chirc d& quan Iy rii ro khi st dung ching. Cac bién phap kiém soat va
do Iwéng cb thé dugce &p dung cho chinh ban than cac (ng dyng (cac quy trinh. cac thanh
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phén, phan mém va két qua clia né), cho di¥ liéu ciia noé (d lidu cAu hinh, d@ ligu ngwdi dung,
d liéu td chirc) va cho tit cd c4c cdng nghé, quy trinh va cac yéu 6 li&n quan trong vong ddi
{rng dyng.

- An todn mang lién quan dén viéc thiét Igé, trién khai va van hanh clia mang dé dat
dugc cac myc dich an toan thdng tin trén mang trong cac td chire, gilra cac td chir, giva té
chirc va ngurdri diing.

- An toan Intemet lién quan dén viéc bdo vé céc dich vy lién quan dén Internet, cac hé théng va
mang ICT lién quan nhu mét phln mé rong clia an todn mang trong cac td chirc va hd gia dinh,
@@ dat Grge myc dich an toan. An toan Intemet cling dam bao tinh s&n sang va d tin cay clia
céc dich vy Intenet.

- CIIP lién quan dén viéc bao vé cac hé théng dugc cung cép hoiic dugc van hanh bdi cic nha
cung cdp ha ting trong yéu, chdng han nhw céc ban nganh nang lwong, vién théng va
nudc. CIIP dam bao ring cac hé théng va mang lwéi dugc bdo vé va chéng lai cac i ro an
toan théng tin, rdi ro an toan mang, ri ro an toan Internet, cing nhir rii ro an toan khéng gian
mang.

Hinh 1 t8ng két c4c méi quan hé gira an toan khdng gian mang va cac midn an toan khac. Méi quan
hé gitra cac mién an toan va an toan khdng gian mang ia rét phtrc tap. Mdt sé dich vy ha tang trong
yéu, vi dy nhe nrée va giao thong vén tai, cAn khéng tac dong truc tiép hosic tac dong khong dang ké
dén tinh trang an toan khéng gian mang. Tuy nhién, viéc thiéu an toan khéng gian mang c6 thé co tac
dong tiéu cye téi tinh sén sang ciia hé théng ha tAng théng tin trong yéu dwge cung cip bdi céc nha
cung c4p ha tang trong yéu.

Toi pham khéng / P \ Didukign an toan

gianmang khonggianmang

TRt TR 3 B
Biové ha ting théng tin trong yéu

Hinh 1 — Méi quan hé giira an toan khéng gian mang va cac mién an toan khac
M3t khac, tinh s&n sang va dd tin cdy clia khang gian mang déu dya vao tinh s&n sang va dd tin cy
clia céc dich vy ha ting trong yéu lién quan, ching han nhw ha tdng mang lwéi vién théng. An toan
khéng gian mang cing lién quan chat ché dén an toan Internet va an toan thdng tin mang doanh
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nghiép/ hd gia dinh néi chung. Can Iwu ¥ réing cac mién an toan dwgc xac dinh trong phan nay cé myc
tidu va pham vi tap trung clia riéng no. D& gidi quyét cac van d& an toan khong gian mang, cn doi hdi -
s phdi hop va truyén thong thic chét gitva cac don vi ¢4 nhan va cong ddng tir cac td chire va cac
nudre khac nhau. Cac dich vy ha ting trong yéu dugc quan tdm bdi mét sé chinh phu, nhw céc dich vy
lién quan dén an toan quéc gia, c6 thd khéng dugc thdo luan hosc tiét 16 cdng khai. Hon nira, kién
thirc v& c4c diém yéu clia ha ting trong yéu, néu khong dugc st dyng mét cach thich hgp cé thé anh
hudng tnge tiép dén an toan quéc gia. Do 46, bd khung co s& dé ban hanh, chia sé thong tin ho#ic phdi
hop sip ¢b 12 cin thiét d& thu hep khodng céch va d&m bdo an toan cho c4c bén lién quan trong khéng
gian mang.

6.4 M6 hinh chung

6.4.1 Gidi thisu

Diéu nay gi&i thidu mét md hinh chung dwoc ding xuyén sudt trong tiéu chuan nay. N6 cling thira
nhén mot sé kién thirc vé an toan nhwng khong phai véi myc dich nhw mdt huéng dén trong Didu nay.
Tiéu chudn nay thdo luan vé& an toan s dyng mét tap hop cac khai niém va thuét ngl an toan. Viéc
hiéu cac khai niém va thust nglr 13 mot didu kién tién quyét d& st dung co6 hiéu qua tiéu chuin
nay. Tuy nhién, cac khai niém ban than n cling kha tong quat va khéng nham myc dich han ché cac
vén d& v& an toan céng nghé théng tin ma tidu chudn nay &p dyng.

6.4.2 Ngir canh an toan chung

An todn lién quan dén viéc bao vé tai san khdi cac méi de doa, cac mbi de doa dwgc phan loai theo
kha nang lam dyng céc tai san dwgc bio vé. T4t ca céac loai méi de doa nén dwoc xem xét; tuy nhién,
trong mién an toan can chl y nhidu hon téi nhirng méi de doa lién quan dén hanh déng clia nhiing
ngudi ¢ y G x4u. Hinh 2 minh hoa nhitng khai niém va méi quan hé & mirc cao.

CHU THICH Hinh 2 chdp nhan theo theo TCVN 8708-1:2011, Cang nghé théng tin — Cac k§ thuat an toan — Cac tidu chi danh
gi4 v& an toan Céng nghé Théng tin - Phin 1: Gidi thidu va ma hinh tdng quat.
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