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L&i néi dau
QCVN 5 : 2016/BQP do Cuc Quan ly mat ma dan s va Kiém dinh san phdm mét ma - Ban Co yéu
Chinh pht bién soan, Ban Co yéu Chinh phu trinh duyét, Bé Khoa hoc va Cong nghé tham dinh va
duwoc ban hanh theo Thong tw s6 161/2016/TT-BQP ngay 21 thang 10 nam 2016 clia B0 trwdng BO
Quéc phong.

QUY CHUAN KY THUAT QUOC GIA VE CHU KY SO SU’ DUNG TRONG LINH VU'C NGAN HANG
National technical regulation on digital signature used in banking

1. QUY PINH CHUNG

1.1. Pham vi diéu chinh

Quy chuan k¥ thuat qudc gia nay quy dinh murc gi¢i han clia cac dac tinh ky thuat mat ma cda chir ky
s0 st dung trong linh vyrc ngan hang.

1.2. Bo6i twong ap dung

Quy chuén nay ap dung déi v&i cac doanh nghiép kinh doanh san pham, dich vu méat ma dan sw trong
[inh virc ngan hang; cac t6 chirc tin dung (trir quy tin dung nhan dan co s& co6 tai san dwdi 10 ty, t6
chtrc tai chinh vi m6) st dung san pham, dich vu mat ma dan su.

1.3. Tai liéu vién dan

- Recommendation for Random Number Generation Using Deterministic Random Bit Generators,
NIST SP 800-90A Rev. 1, National Institute of Standards and Technology, June 2015. (Khuyén cédo

cho bo sinh s6 ngéu nhién str dung bé sinh bit ngau nhién tat dinh, NIST SP 800-90A Rev. 1, Vién tiéu
chuan va cong nghé quéc gia (My), thang 6 nam 2015).

- RSA Laboratories. PKCS#1 v2.1: RSA Cryptography Standard. June 2002. (Phong thi nghiém RSA.
PKCS#1 v2.1: Tiéu chudn mat ma RSA. Thang 6 nam 2002).

- TCVN 7635:2007 K¢ thuat mat ma - Chiv ky so.



- NIST, Federal Information Processing Standards Publication 186-4, Digital Signature Standard
(DSS), July 2013. (NIST, Tiéu chuan xtr ly théng tin lién bang, Chuén chir ky s6 (DSS), thang 7 nam
2013).

- NIST, Federal Information Processing Standards Publication 180-4, Secure Hash Standard (SHS),
August 2015. (NIST, Tiéu chuan xr ly thong tin lién bang, Chudn ham bdm an toan (SHS), thang 8
nam 2015).

1.4. Giai thich ttr ngip
Trong Quy chuén nay, cac tir nglr dwéi day dwoc hiéu nhw sau:
1.4.1. Théng tin khéng thuéc pham vi bi mat nha nwéc

La théng tin khdng thudc ndi dung tin “tuyét mat”, “téi mat” va “mat” dwoc quy dinh tai Phap |énh Bao
vé bi méat nha nwéc ngay 28 thang 12 nam 2000.
1.4.2. Mat ma

La nhitng quy t&c, quy uéc riéng dung dé thay déi hinh thikc biéu hién thdng tin nham bao dam bi
mat, xac thuwc, toan ven clia ndi dung théng tin.

1.4.3. Mat ma dan sw

La k§ thuat mat ma va san pham mat ma dwoc sir dung dé bao mat hoac xac thwc d6i véi théng tin
khéng thuéc pham vi bi méat nha nwéec.

1.4.4. San pham mat ma dan sw

La cAc tai liéu, trang thiét bi k§ thuat va nghiép vu mat ma dé bao vé thong tin khéng thudc pham vi bi
mat nha nwéec.

1.4.5. Ky thuat mat ma

La phuwong phap, phuong tién cé (rng dung mat ma dé bao vé thong tin.

1.4.6. Ma héa

Phép bién doi (kha nghich) di liéu bai thuat toAn mat ma dé tao ra ban ma, tlc la che gidu ndi dung
thong tin cta di liéu.

14.7. Giai ma

Phép toan nguwoc véi phép mé héa tvong rng.

1.4.8.

Mat ma phi ddi xtng

Heé th6ng dua trén k¥ thuat mat ma phi di xtng, trong dé phép bién d6i céng khai duoc st dung dé
ma hda, phép bién doi bi mat dwoc sir dung dé giai ma.

1.4.9. Ky thuat mat ma phi doi xirng

K¥ thuat méat ma phi doi xteng str dung hai phép bién dai lién quan dén nhau, phép bién doi cong khai
(dugc xac dinh bdi khdéa cong khai) va phép bién déi bi mat (dwoc xac dinh bdi khoa riéng). Ca hai
phép bién doi nay c6 tinh chat la cho biét phép bién d6i cong khai, vé& mat tinh toan khong thé c6 kha
nang xac dinh dwoc phép bién déi bi mat.

1.4.10. Chiv ky s

M6t chudi s6, két qua ctia phép bién ddi mat ma trén théng diép dir liéu nhdm cung cép mét phwong
tién dé kiém tra tinh xac thwc clia ngudn géc thong diép di liéu, tinh toan ven cla di liéu va tinh
khong thé chéi bd clia nguwoi da ky.

1.5. Cac ky hiéu

AES Tiéu chuidn ma hoa tién tién (Advanced Encryption Standard)
Octet Chudi bit c6 do dai bang 8

n Modulo RSA

d S6 mi bi mat RSA

e S6 mi cong khai RSA

(n,e) Khéa cong khai RSA cla ngudi ky

c M6t biéu dién ctia ban m4, 1a sé nguyén thudc (0,n-1)

C Ban ma duoc biéu dién & dang chudi octet

EM Chudi Octet biéu dién thdng diép da duoc ghi ma
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P06 dai theo Octet clia EM

P6 dai modulo n tinh theo octet

Mot biéu dién chia théng diép (van ban), 1a s6 nguyén thudc (0,n-1)
Thong diép (van ban), chubi octet

Ham co s& chuyén déi tir dang s6 nguyén sang chudi octet (Integer-to-Octet-
String Primitive)

Ham co s& chuyén déi tir chudi octet sang s& nguyén (Octet- String-to-
Integer-Primitive)

Bo6i chung nhoé nhéat (Least Common Muiltiplier)

P06 dai modulo n theo bit

do manh vé an toan (security_strength) 1a mot s6 nguyén biéu thi lvgng tinh
toan can thiét dé pha hé ma

la ky hiéu @6 dai theo bit cla s6 nguyén t6 g

la ky hiéu d6 dai theo bit ciia s6 nguyén té p

Toén ttr ndi hai chudi

Tiéu chudn mat ma khoa cong khai (Puplic Key Cryptography Standard) do
Phong thi nghiém RSA (M) ban hanh.

Lugc do ky xac suat (Probabilistic Signature Scheme)

Tén clia hé ma do ba nha toan hoc Rivest, Shamir va Adleman RSA sang tao
ra

Phép toan co s& phuc vu cho kiém tra chi¥ ky RSA

Phép toan ky RSA co s&

Lwoc do ky RSA kém phu luc (RSA Signature Scheme with Appendix)
Thuat toan bam an toan (Secure Hash Algorithm).

Tw (32 bit)

Thuét toan chi¥ ky s6

buwong cong Elliptic

Thuat toan chit ky s6 dwa trén dudong cong Elliptic
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Hinh 1 - M ta qua trinh tao va kiém tra chiv ky s6

Chir ky s6 l1a mot dang chir ky dién tlr dwoc tao ra bang sw bién déi mét thong diép dir liéu str dung
hé théng mat ma phi doi xrng theo d6 ngudi cé dwoc thdng diép di liéu ban dau va khda cong khai
clia nguoi ky co thé xac dinh dwoc chinh xac:

- Viéc bién d6i néu trén duoc tao ra bang ding khoa bi mat twong (ring vai khoa cong khai trong cling
mot cap khoa;

- Su toan ven ndi dung clia thong diép di¥ liéu ké tir khi thwe hién viéc bién d6i néu trén.

Qua trinh sinh chi¥ ky s6 trén mot théng diép di¥ liéu yéu cau str dung: 1) ham bam mat ma thuc hién

tinh toan trén dir liéu sé dwoc ky, 2) sir dung khéa mat ma va thuat toan ky dé tao chir ky sé trén dau

ra cia ham bam. Quy chuén nay quy dinh sr dung khéa mat ma trong thuat toan ky sd, ham bam méat
ma dwoc st dung trong qua trinh sinh chi¥ ky sé.

2.1.1. Quy dinh ky thuat

2.1.1.1. Quy dinh chung:

Qua trinh chir ky s6 Str dung Ghi chu

P06 an toan = 112 bit:

DSA: |p| =2 2048 va |g| = 224
RSA: |n| = 2048

EC: |n| = 224

Tao chit ky s6

P06 an toan = 112 bit:

DSA: |p| = 2048 va |q| = 224
RSA: |n| = 2048

EC: |n] > 224

Xac thue chir ky s6

2.1.1.2. Quy dinh chi tiét vé ngudn ngiu nhién:

Céc s8 ngau nhién duoc sCf dung cho cac muc dich khac nhau nhw dé sinh cac tham s6 mat ma, cac
khda mat ma, cac gia tri ngau nhién dung mot lan va céac gia tri thach doé xac thuec.

Mot s6 bd sinh bit ngau nhién tat dinh DRBG dwoc chap thuan dé str dung theo quy dinh chung bao
gém: HASH_DRBG, HMAC_DRBG va CTR_DRBG.

Céc b sinh bit ngau nhién RBG tuan theo SP800-90A phién ban sira déi lai nam 2015 dé sinh bit
ngau nhién ciing dwoc chap thuan dé st dung tiép.

2.1.2. Chir ky s6 RSA-PSS
2.1.2.1. Cac yéu cau chung

1. Cap khéa RSA dung dé ky thi khdng dwoc dung cho muc dich khéac (chdng han dung lai dé ma
thong diép);

2. Hai s6 nguyén t6 p, g va s6 mi bi mat d can phai dwoc gilr bi mat tranh viéc bi truy cap bat hop
phap, lam 16 ho&c stra doi. Modulo n va sé mii cong khai e phai dwoc céng b6 cong khai;

3. Mdi nguoi str dung can cé Modulo n riéng;

4. B9 dai clia Modulo n (nlen) khdng dwoc nhd hon 2048 bit va nén dwoc thay déi theo thai gian nhw
sau.

Nam (y) d6 an toan nlen t6i thiéu
112 2048
y<2020
128 3072

Trong dé, d6 manh vé an toan (security_strength) la mot s6 nguyén biéu thi lwgng tinh toan can thiét
dé pha hé ma.

Vi cac phuong phap pha hé ma thwdng xuyén dugc hoan thién nén can phai dinh ky 3 dén 5 nam
mot lan xem xét lai nlen t6i thi€u (cé thé tham khao chi tiét yéu cau nay trong tai liéu NIST Special
Publication 800-57: Recommendation for Key Management - Part1: General, January 2016).

- Phién ban ap dung: Ap dung phién ban 2.1 cla tiéu chudn RSA Cryptography Standard PKCS #1
v2.1.

- Ap dung luoc d6 RSAES-OAEP dé ma héa va RSASSA-PSS dé ky.
2.1.2.2. Quy dinh chi tiét vé cac khéa RSA




1. SO mii céng khai e can phai dwoc chon véi cac rang budc sau:
a) S6 mi cong khai e can dwoc chon trude khi tao s6 mii bi mat d;
b) S6 mii cong khai e can phai la s6 nguyén duong lé sao cho

65,537 <e < nlen-2security_strength
V&i nlen la dd dai cia modulo n theo bit.

Cha y rang e co thé la gia tri bat ky ma théa man rang budc 1(b); p va g sé dwoc chon (trong muc 2)
sao cho e la nguyén t6 ciing nhau v&ica (p - 1) va (q - 1).

2. Hai s6 nguyén t6 p va q dwoc tao ngiu nhién va gilr bi mat can phai duwgc chon véi cac rang budc
sau:

a) (p - 1) va (g - 1) can phai la nguyén t6 cung nhau v&i sé mii cong khai e;

b) M&i mot trong bén sé (p + 1), (p - 1) va (g + 1), (g - 1) can phai c6 cac nhan t&r nguyén t6 |on hon

2580uri0/—s(rength+20.
1

c) Nhan t&r nguyén t6 bi mat p, g can phai dwoc chon ngau nhién tir cac s6 nguyén té thda man (N'f)
(2(nlen/2)-1) < q < p < (2(nlen/2) _ 1),

d) |p - gl > 201,

3. SO mii bi mat d can phai dwoc Iwa chon sau khi tao p va g véi cac rang budc:
a) S6 mi d can phai Ién hon 20" ya

b) d = e’mod(LCM((p - 1), (g - 1)))

(Chi tiét vé ham tao cac tham s6 RSA c6 thé tham khao trong tai lieu FIPS 186-4: Digital Signature
Standard).

2.1.2.3. Tao chir ky s6
RSASSA - PSS - SIGN(K, M)

bau vao: K khoa bi mat RSA clia nguoi ky
M thong diép sé duoc ky, 1a mot chudi octet
Pau ra: S chir ky, chudi octet c6 do dai k, voi k la do dai ctia modulo RSA theo octet
Théng béo 16i: “van ban qué dai”, “I6i dinh dang”
Cac buoc:

1. M& héa EMSA - PSS: Ap dung thao tic EMSA - PSS - ENCODE vao van ban M dé tao ra théng
diép dwoc dinh dang EM c6 do dai (modBits—1)/8 octet sao cho do dai bit ctia s6 nguyén OS2/IP(EM)
nhiéu nhéat la modBits- 1, v&i modBits la do dai theo bit cda s6 n (modun RSA):

EM = EMSA - PSS - ENCODE (M,modBits - 1).

Cha y rang do dai octet ctia EM sé& bang k -1 néu modBits - 1 chia hét cho 8 va bang k néu modBits -1
khong chia hét cho 8. Néu ham EMSA - PSS - ENCODE cho ra théng bao 16i “van ban qua dai” thi
RSASSA - PSS - SIGN ciing cho ra théng bao 16i “van ban quéa dai” va dirng lai. Néu EMSA - PSS -
ENCODE cho ra théng bao “16i dinh dang” thi RSASSA - PSS - SIGN ciing cho ra thdng bao “I6i dinh
dang” va dirng lai.

2. Chir ky RSA:

a. Chuyén théng diép da dwoc dinh dang (chudi octet) EM thanh biéu dién théng diép & dang s6
nguyén m.

m = OS2IP (EM).
b. Ap dung phép toan co s& RSASP véi K la khoa bi mat RSA va Biéu dién thong diép m dé tao ra
bi€u dién chi¥ ky la s6 nguyén s:

s = RSASP(K,m).
c. Chuyén chit ky s dang s6 nguyén thanh chir ky S dang chudi octet cé do dai k:

s = 120SP(s,k).

Puarachir ky S.
2.1.2.4. Xac thuc chiv ky so
RSASSA - PSS - VERIFY((n, €), M, s)

Dauvao: (n, e) khoéa cong khai RSA cla ngudi ky



M  théng diép ma chi ky clia né can dwoc kiém tra, 1a chubi octet

S chi¥ ky dwoc ki€ém tra, chubi octet c6 dd dai k, vi k 1a do dai theo octet clia s8
n, modulo RSA

Pau ra: “chir ky hop 16" hoac “chir ky khéng hop 1€”
Cac buoc:

1. Kiém tra do dai: Néu do dai ctia chi¥ ky S khong la k octet, cho ra théng bao 16i “chir ky khéng hop
I&” va dirng lai;
2. Kiém tra chi? ky RSA;
a. Chuyén chi¥ ky S thanh biéu dién chir ky & dang s6 nguyén s;
s = 0S2IP(S)

b. Ap dung phép toan Co s& RSAVP v6i khoa cong khai RSA la (n, e) va biéu dién chi¥ ky s dé tao ra
m la s6 nguyén biéu dién théng diép;

m = RSAVP((n,e),s)

c. Chuyén biéu dién théng diép m thanh thdng diép da duoc dinh dang EM c6 dd dai emLen =
(modBits - 1)/8 octet, v&i modBits la do dai theo bit cda s6 n (Modulo RSA):

EM =120SP (m, emLen)

Chl y rang emLen sé& bang k - 1 néu modBits - 1 chia hét cho 8 va bang k néu modBits - 1 khong chia
hét cho 8. Néu I20SP cho ra théng bao 16i “s6 nguyén qua Ién” thi RSASSA - PSS - VERIFY cho ra
6 va dirng lai.

Arow an

théng bao 16i “chir ky khéng hop 1é

3. Kiém tra EMSA - PSS: Ap dung thao tac kiém tra EMSA - PSS - VERIFY vao théng diép m va théng
diép da duwoc dinh dang EM dé xac dinh xem chidng c6 twong tng v&i nhau hay khong;

Result = EMSA - PSS - VERIFY (M,EM,modBits - 1).

4. NEu két qua (Result) la “phu hgp” thi cho ra “chi¥ ky hop 1€”. Nguworc lai sé cho ra “chi¥ ky khdng
hop 1€”.

2.1.3. Chir ky s6 ECDSA

2.1.3.1. Quy dinh chi tiét vé cac khéa ECDSA:

Kiém tra tinh hop Ié clia cac tham s6 mién (p,SEED, a, b, G, n, h) nhu sau:

I)Séu SEED dung dé sinh ngiu nhién dwdng cong Elliptic xac dinh trén trwérng F, vGi p 1a s6 nguyén t6
é.

Trwéde khi str dung mot bo tham sé mién, tinh hop Ié clia n6 phai dwgc kiém tra theo thuat toan dudi
day:

1. Kiém tra p 1a mot s6 nguyén to 1é.

2. Kiém tra a, b, X, Yc la cac phan tir clia truong F,.

3. Kiém tra rng a va b duoc dan xuét twong tng tir SEED.

4. Kiém tra (4a® + 27b%) khac 0 va j(E) # 0; 1728 trong F,

_ 3
. Kiém tra Yo =Xg+akg +b trong F,.

ol

. Kiém tra n la nguyén t6 va n > 4“*"; .

. Kiém tra nG = Ok

0 N O

. Kiém tra dwdng cong c6 thudc danh sach cac dudng cong yéu:

a. Théa man diéu kién MOV, (chi y rang mot dwdng cong théa méan diéu kien MOV sé khdng phai la
dwong cong siéu bién).

b. Kiém tra dwdng cong khéng ki di, nghia la #E # p.
NEu bat ky s kiEm tra nao & trén that bai thi tham sé mién phai dwoc xem la khong hop Ié.

biéu kién MOV duwoc hiéu la khong cé gia tri k nguyén dwong nao 0 < k < B dé cho p* - 1 chia hét cho
n. Trén thwe hanh hién nay |p| = 224 bit thi nguoi ta xét véi B = 15 la da vi khi do |p¥| = 3360 > 2048.

Céc hé s8 a,b clia dwdng cong dwoc sinh ngau nhién trén F, tir dau vao SEED va c6 thé kiém tra
duoc.

Khoa bi mat d phai dwoc sinh ngau nhién trong khoang [1,n - 1].



Puong cong Elliptic xac dinh trén treong hiru han F, véi t6i thi€u |p| = 224 bit va dwgc xac dinh cu thé
nhuw sau:

Do dai bit cla n Do dai bit ctia p
224 - 255 Ip| = 224
256 - 383 Ip| = 256
384-511 Ip| = 384
>512 Ip| = 521
Pai lwvgng Cofactor dwgc dinh nghia va ky hiéu la h = #E(F,)/n tuan theo bang duéi day:
Do dai bitctian Gia tri h cuwc dai cho phép
224 - 255 21
256 - 383 2'°
384 -511 2%
=512 2%

2.1.3.2. Tao chir ky s6

Thuét toan Chir ky sé Buong cong Elliptic (ECDSA) thuwe hién viéc sinh chi¥ ky ctia thdng bao m, lam
viéc nhu sau:

Sinh chir ky ECDSA
Dau vao: Cac tham sé mién (E,P), khéa bi mat d, thdng bao m.
Dau ra: Chir ky (r, s).

. Lay 0 < k < g mét cach ngau nhién

. (Xr,YR) — kP

.r « xgmod q

1
2
3
4. Néu r = 0 thi chuyén vé buéc 1
5.k — kI mod q

6.e « H(m)

7.s « k(e +rd) mod q

8

. Néu s = 0 thi quay vé buéc 1

[(e]

. Trad vé (r,s)
2.1.3.3. Xac thuwc chir ky so

DE kiém tra chir ky s6 (r,s) cta thong bao m, ngudi ki€ém tra tinh cac budc sau (Q = dP - ky hiéu khoa
cbng khai):

Kiém tra chir ky ECDSA

Dau vao: Cac tham s6 mién (E,P), khéa cong khai Q, thong bao m, chir ky (r,s)
Dau ra: Chap nhan hoac bac bé chir ky.

.Kiémtrarang 0<r,s<q

.S' <« s'mod g

.e « Hm)

.h; « semod q

.h, « srmod q

. R = (Xr, Yr) « hiP +h;Q

. Néu R =0 thi bac bé chir ky.

8. Néu xz mod g = r thi chdp nhan, ngwoc lai thi bac bé.
2.1.4. Chir ky s6 DSA

2.1.4.1. Quy dinh chi tiét vé cac khoa DSA:

N O o~ WN P




