CHUONG IV
Cac hé mat ma khoa cong khai

4.1. Gi6i thiéu mé dau.

4.1.1. Su ra doi caa mit ma khoa cong khai.

Trong chuwong I ta da gidi thiéu qua dinh nghia cta cac khai
niém hé mat ma khoa doi xing va hé mat ma khoa cong khai. Su ra
doi ctia khai niém hé mat ma khoa cong khai 1a mot tién bo c6 tinh
chat budc ngodt trong lich st mat ma néi chung, gan lién véi su
phat trién ctia khoa hoc tinh toan hién dai. Nguoi ta co thé xem thoi
diém khdi ddu ctia budc ngodt d6 1a su xuat hién y tudng ctia W.
Ditfie va M.E. Hellman dudc trinh bay vao thang sau ndm 1976 tai
Hoi nghi quéc gia hang ndm cua AFIPS (Hoa ky) trong bai
Multiuser cryptographic techniques. Trong bai do, cung véi y
tudng chung, hai tic gia ciing di dua ra nhiing thi du cu thé dé
thuc hién y tudng d6, va méc du cac thi du chua c6 y nghia thuyét
phuc ngay d6i véi tac gia, thi y tudng vé cac hé mat ma khoa cong
khai cling da rat o rang va c6 stc hap dan doi v6i nhiéu ngudi. Va
ngay sau do, cong viéc tim kiém nhiing thé hién cu thé c6 kha ning
ting dung trong thuc t¢' da bat dau thu hat s quan tdm cta nhiéu
chuyén gia. MOt ndm sau, nam 1977, R.L. Rivest, A. Shamir va L.M.
Adleman dé xuat mot hé cu thé vé mat ma khoa cong khai ma do
an toan ctia hé¢ dua vao bai toan kho “phan tich s6 nguyén thanh
thita s6 nguyén t6”, hé nay vé sau trd thanh mot hé néi tiéng va
mang tén 1a hé RSA, dugc st dung rong rai trong thuc tién bdo mat
va an toan thong tin. Cung vao thdi gian d6, M.O. Rabin ciing dé
xudt mot hé mat ma khoa cong khai dua vao cung bai toan s6 hoc
kho noi trén. Lién ti€p sau do, nhiéu hé mat ma khoa cong khai
dugc dé xuat, ma kha ndi tiéng va dugc quan tam nhiéu 1a cac he:
hé McEliece duoc dua ra nim 1978 dua trén d6 NPkho cta bai
toan giai ma do6i v4i cac hé ma cyclic tuyén tinh, h¢ Merkle-
Hellman dua trén tinh NP day du cta bai toan xép ba 16(knapsack
problem), hé¢ mat ma ndi tiéng ElGamal dua trén d6 kho cta bai
toan l6garit rdi rac, hé nay vé sau dugc mé rong dé phat trién nhiéu
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hé twong tu dua trén do kho cta cac bai toan tuong tu 16garit 1di rac
trén cac cdu trdc nhém cyclic hitu han, nhém cac diém nguyeén trén
dudng cong eliptic, v.v... D& ting d6 bao mat, hé mat ma ElGamal
con duing v6i tu cach dau vao cho thuat toan 1ap mat ma cta minh,
ngoai khoa cong khai va ban rd, mot yéu t6 ngau nhién dugc chon
tuy y, diéu d6 lam cho hé mat ma trd thanh mot hé mat ma xac suat
khoa cong khai. Mot s6 hé mat ma xac sudt khoa cong khai cing
dugc phat trién sau d6 bdi Goldwasser-Micali va Blum-
Goldwasser. T4t ca cac hé mat ma khoé cong khai ké trén sé dudc
trinh bay trong chuong nay cting v6i mot s6 tinh chat lién quan cta
chung.

4.1.2. Mot s6 bai toan co ban.

Sau day ta sé nhac lai mot s6 bai toan s6 hoc dugc st dung
dén khi xay dung cac hé mat ma khoa cong khai nhu noi G trén.
Céc bai toan nay phan 16n da dugc trinh bay trong chuong I, mot
s6 dugc phét trién thém cho cac tng dung truc tiép khi xay dung
cac hé ma cu thé, ta liet ke dudi day mot lan d€ thuan tién cho céc
chi dan vé sau.

Bai toan phén tich s6 nguyén (thanh thua sé nguyén to):
Cho s6 nguyén duong n, tim tat ca cac udc s6 nguyén t6 cua
no, hay la tim dang phan tich chinh tic cda n = p.pf...p%*, trong

do p;la cac s6 nguyén td tung cdp khac nhau va cac ;> 1.

Bai toan nay co lién hé mat thiét v6i cac bai toan tha tinh
nguyén t6 hay tht tinh hgp s6 cdla mot s6 nguyén, nhung véi
nhing gi ma ta biét dén nay, né6 dudng nhu kho hon nhiéu so véi
hai bai toan thit tinh nguyén 6 va tinh hgp s6.

Trong ly thuyét mat ma, bai toan nay thudng dugc st dung
vOi cac du liéu n la s6 nguyén Blum, tic cac s6 nguyén duong co
dang tich cta hai s6 nguyén t6 16n nao do.

Bai toan RSA (Rivest-Shamir-Adleman) :
Cho s6 nguyén duong n la tich ctia hai s6 nguyén t6 1é khac
nhau, mot s6 nguyén duong e sao cho ged(e ¢ (1)) =1, va mot s6

nguyén c¢; im mot s6 nguyén m sao cho m°= c(modn).

Diéu kién gcd(ed (n)) =1 bdo dam cho viec v8i mbdi s6
nguyén c € {0,1,..,n -1} c¢6 dung moét s6 m € {0,1,...,n -1} sao cho
m®= c(modn).

D2 thay rang néu biét hai thita s6 nguyén t6 cta n, tic la biét
n=p.qg thisé biét ¢ (n) = (p-1)(g-1), va tir 46, do ged(e ¢ (n)) =1 sé
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tim dudc d =e'modé¢ (n), va do d6 sé im dugc m =c“ modn. Nhu
vay, bai toan RSA c6 thé qui dan trong thdi gian da thic vé bai toan
phan tich s6 nguyén. Tuy rang cho dén nay chua c6 mot ching
minh nao cho viéc qui dan ngugc lai nhung nhiéu ngudi van tin
rang hai bai todn d6 l1a tuong duwong v6i nhau vé do phtc tap tinh
toan.

Bai toan thdng dwr bac hai :

A A A 2 N A N A ~ A
Cho mot s6 nguyén le n 1a hop so6, va mét s6 nguyén a €/,,

tap tAt ca cac s6 a co ky hiéu Jacobi

E] =1. Hay quyét dinh xem a c6
n
la thang du bac hai theo modnhay khong?

Trong ly thuyét mat ma, bai toan nay cting thuong dudc xét
vi truong hop nla s6 nguyén Blum, tic n1a tich cta hai s6 nguyén
t6 pva g, n=p.q. Ta chi y rang trong trudng hop nay, néu a €/, ,
%] =1, diéu kién
ndy c6 thé thit dugc dé dang vi né tuong duong véi diéu kieén a®-
V2= 1 (modp). Nhu vay, trong trudng hgp nay, bai toan thang du
bac hai c6 thé qui dan trong thdi gian da thic vé bai todn phan tich
s6 nguyén. Mat khac, néu khong biét cach phan tich n thanh thira
s6 nguyén t6 thi cho dén nay, khong c6 cach nao giai dugc bai toan
thing du bac hai trong thoi gian da thic. Diéu d6 cung c6 thém
niém tin rdng bai toan thing du bac hai va bai toan phan tich s&
nguyén la c6 do kho tuong duong nhau.

thi ala thing du bac hai theo modn khi va chi khi

Bari toan im cdn bdc hai modn :

Cho mot s6 nguyén 1é n la hgp s6 Blum, va mot s6 a €Q, ,
tac a la mot thang du béac hai theo modrn . Hay tim mot can bac hai
cta a theo modn, titc im x sao cho x’= a (modn).

Néu biét phan tich n thanh thira s6 nguyén t6, n =p.q , thi
bang cach giai cac phuong trinh x’= a theo cdc modp va modg, 16i
sau d6 két hgp cac nghiém cta ching lai theo dinh 1y s6 du Trung
quoc ta sé dugc nghiém theo modn , tic la cin bac hai cta a theo
modn can tim. Vi mdi phuong trinh x’= a theo modp va modg c6
hai nghiém (twong tng theo modp va modg ), nén két hop lai ta
dudc bon nghiém, titc bon cin bac hai cia a theo modn. Ngudi ta
da tim dugc mot s6 thuat toan tuong do6i don gian (trong thoi gian
da thitc) giai phuong trinh x’= a (modp) véi p la s6 nguyén to.
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Nhu vay, bai toan tim cin bac hai modn c6 thé qui dan trong thoi
gian da thuc vé bai toan phan tich s6 nguyén. Nguoc lai, néu ¢
thuat toan £ gidi bai toan tim cin bac hai modn thi ciing c6 thé xay
dung mot thuat toan giai bai toan phan tich s6 nguyén nhu sau:
Chon ngau nhién moét s6 x véi ged(xn) =1, va tinh a =xX'modn.
Diing thuat toan £ cho a dé tim mot cin bac hai modn caa a. Goi
can bac hai tim dugc d6 1a y. Néu y = +x (modn), thi phép thit coi
nhu that bai, va ta phai chon ti€p mot sd x khac. con néu y # +x
(modn), thi gcd(x-y, n) chic chan 1a mot wdc s6 khong tim thuong
ctia n, cu thé 1a phay 1a g. Vi nn¢6 4 can bac hai modn nén xac suat
ctia thanh cong ¢ mdi 1an thir 1a 1/2, va do d6 s6 trung binh (ky
vong toan hoc) cac phép thit dé thu dugc mot thita s6 p hayg cta n
1a 2, tir d6 ta thu dugc mot thuat todn giai bai toan phan tich s6
nguyén (Blum) v§i thdi gian trung binh da thac. Tom lai, theo mot
nghta khong chit ché 1dm, ta c6 thé xem hai bai toan phan tich s6
nguyén va tim can bac hai modnla kho tuong duwong nhau.

Bai toan I6garit roi rac :
Cho s6 nguyén t6 p, mot phan tit nguyén thuy « theo modp

(hay «la phan tt nguyén thuy ctia Z;), va mét phan ta # e Z; . Tim
s6 nguyén x (0< x< p- 2) sao cho o= #(modp).

Trong muc 2.4.3 ta da gidi thiéu qua bai toan nay, va biét
rang trong trudng hdp chung, cho dén nay chuwa c6 mot thuat toan
nao giai bai toan nay trong thoi gian da thic.

Bai toan nay cting dudc suy réng cho cac nhom cyclic htu
han nhu sau:

Bari toan logarit roi rac suy rong :

Cho mot nhém cyclic httu han G cdp n, mot phan ti sinh
(nguyén thuy) @ ctia G, va mot phan t& £ € G. Tim s6 nguyén x (0<
x<n-1)saocho a*=p.

Céc nhom dugc quan tAm nhiéu nhat trong ly thuyét mat ma
1a: nhém nhan ctda trudng hitu han GF (p) - d:—f?mg cdu v6inhom Z;

cta trudng Z, nhém nhan F), cua trudng hiru han GF (2”), nhom

nhan Z; ={a:0<a<n-1gcd(a,n) =1} cta truong 7, v6i nla hop s,
nhém gém cac diém trén mot dudng cong elliptic xac dinh trén mot
truong huu han, v.v...

Bai toan Diffie-Hellman :
Cho s6 nguyén t6 p, mot phan tit nguyén thuy « theo modp
(tiic phan tu sinh clia Z7), va cac phan t a® mod p va o’ mod p.
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Hay tim gia tri «® mod p.

C6 thé chitng minh dugc ring bai toan Diffie-Hellman qui
dan dugc vé bai toan 16garit rdi rac trong thoi gian da thic. Thuc
vay, gia st c6 thuat toan £ gidi bai toan l6garit rdi rac. Khi d6, cho
mot bo dit liéu vao caa bai toan Diffie-Hellman gém p, a, a® mod p
va a’mod p; trudc hét dung thuat toan £ cho (p, a ,a*mod p) ta
tim dugc a, va sau d6 tinh dugc a® mod p =(a”)* mod p. Ngudi ta
cing chung minh duwgc hai bai toan logarit rdi rac va Diffie-
Hellman 14 tuong duong vé mit tinh toan trong mot s6 trudng hop,
vi du p-11a Bmin v6i B= O((Inp)°),cla hang s6.

Tuong tw nhu v&i bai toan 16garit rdi rac, ta ciing ¢ thé dinh
nghia cac bai toan Diffie-Hellman suy réng cho cac nhoém cyclic
htu han khac.

Bai todn téng tip con (hay bai toin KNAPSACK)
Cho moét tap cac s6 nguyén duong {a,,a,,..,a,} va mot so

nguyén duong s. Hay xac dinh xem c6 hay khong mét tap con cac a;
ma téng cta ching bing s. Mot cach tuong duong, hay xac dinh
xem cO hay khong cac x; €{0,1} (1< 7<n) sao cho Zin:lai X, =S.

Bai toan nay la mot bai toan NP- day du, tic 1a thudce 16p
nhiing bai todn khé ma cho dén nay chua tim dugc thuat toan giai
chung trong thoi gian da thuc !

Bai todn gidi ma doi voi mad tuyén tinh :

Ma tuyén tinh 1a mot 16p ma truyén tin c6 tinh chat tu sta
sai dugc st dung trong ky thuat truyén tin s6 hoa. Khong di vao
chi tiét cta 16p ma nay, ta c6 thé phat biéu truc tiép bai toan gidi ma
d6i v6i ma tuyén tinh nhu sau:

Cho mét ma tran cap nxm A=(a;) gébm cac thanh phan 1a 0
hodc 1, mot vectd y =(y,, Vs, ..., V) Cac gia tri 0 va 1, va mot s6 nguyén
duong K. Hdi: c6 hay khong mot vectd x =(x;, ..., x,) gdm cac s6 0
hodc 1 va c6 khong nhiéu hon K's6 1 sao cho v8i moi j (1< < m):

n
> x.a;=Yy;(mod2) ?
i=1
Chu y rang & day, x1a vecto thong tin, va y1a vectd ma, phép giai
ma la tim lai xkhi nhan dugc y, bai toan nay tiéc thay lai la mot bai
toan kho; Berlekamp, McEliece va Tilborg nam 1978 da chiing minh
no thuodc 16p cac bai toan NP- day da !
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4.2. Hé mat ma khoa cong khai RSA.
4.2.1. M6 ta hé mat ma RSA.

So @6 chung ctia hé mat ma khoa cong khai dugc cho bdi

= (P,C K, 6,9) (1)

trong d6 & 1a tap ky tu ban 15, ¢ 1a tap ky tu ban ma, %' 1a tap cac
khoa K, méi khoa K goém c6 hai phan K =(K,K"), K' la khoa cong
khai danh cho viéc 1ap mat ma, con K" 1a khoa bi mat danh cho viéc
giai ma. V6i mbi ky tu ban 15 xe &, thuat toan lap ma & cho ta ky
tu ma twong tng y =& (K', X) € € va v6i ky tu ma y thuat toan giai
ma 9sé cho ta lai ky tu ban 16 x: 2(K",y) = P(K", §(K', X)) =x.

bPé xday dung moét hé mat ma khoa cong khai RSA, ta chon
trudc mot s6 nguyén n =p.q la tich cta hai s6 nguyén t6 16n, chon
mot s6 esao cho ged(e, ¢ (n)) =1, va tinh s6 d'sao cho
e.d=1(mod¢ (n)).
Mbi cip K =(K,K"), v6i K' =(n,€) va K" = d s& 1a mot cdp khoa cta
mot hé mat ma RSA cu thé cho mot nguoi tham gia.

Nhu vay, so d6 chung cta hé mat ma RSA dugc dinh nghia
bdi danh sach (1), trong d6:
P =€ =7, trong d6 nla mot s6 nguyén Blum, tic 1a tich
cta hai s6 nguyén t6;
H ={K=(K,K"): K =(,e) vaK" =d, gcd(e ¢ (n)) =1,
e.d=1(mod¢ (n))};

& va 9 dugc xac dinh boi:
S(K', X) = xX*modn, véimoi x e?,
P(K",y) = y*modn, véi moi y e €.

Pé chiing t6 dinh nghia trén 1a hop thiic, ta phai ching minh ring
vGi moi cdp khoa K=(K",K"), va moi x €&, ta déu cd

PK", (K'Y X)) =X.
Thuc vay, do e.d= 1(mod¢ (n)) ta c6 thé viét e.d = t.¢ (n) +1. Néu x
nguyén t6 v6i n, thi dung dinh ly Euler (xem 2.1.3) ta c6

DK, (K %)) = x* =x0 =x¥™ x (mod n) = x.

Néu x khong nguyén t6 véi n, thi do n=p.g, hodc x chia hét cho p
va nguyén t6 vi g, hodc x chia hét cho ¢ va nguyén t6 vdi p, va
$ (1) =(p-1).(g-1),trong ca hai trudng hgp ta déu co

XY =x (mod p),

X% = x (mod q);
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tir d6 suy ra x¥™* =x(mod n), titc (K", & (K, X)) =x.

Thi du: Gid st chon n=p.q=2357.2551 = 6012707, taséco ¢ (n)=
(p -1).(g -1)=2356.2550 = 6007800. Chon e = 3674911, va tinh dugc
d = 422191 sao cho e.d = 1(mod¢ (n)). Mot ngudi dung A c6 thé
chon khoa cong khai la K'=(nn=6012707, e = 3674911) va git khoa bi
mat K"=d=422191. Mot d6i tac B mudn gti cho A mot thong bao

x =5234673, s¢ dung khoa cong khai dé€ tao ban mat ma y =x° =
5234673*""'"mod6012707 = 3650502. A nhan dudc y, gidi ma sé
dugdc ban rd x =3650502"*"""mod 6012707 =5234673.

4.2.2. Thuc hién hé mat ma RSA.

Pé thuc hién hé mat ma RSA cho mot mang truyén tin bao
mat, ngoai viéc xdy dung cac chuong trinh tinh toan ham & (v6i
tham bién dau vao 1a n,eva x) va ham & (v6i tham bién dau vao la
n,dva y), ta con phai chon cho méi ngudi tham gia mot bo (n,e,d)
dé tao cac khoa cong khai K’ va khoa bi mat K. Hé ma ctia moi
ngudi tham gia chi c6 kha ndng bao mat khi n=p.gla s6 nguyén rat
16n (va do d6 p,g cling phai 1a nhiing s6 nguyén t6 rat 16n); rat 16n
c6 nghia 1a p,g phai c6 biéu dién thap phan ¢ hon 100 chit s6, do
d6 n c6 ¢d hon 200 chir s6 thap phan, hay n>10*!

Tinh toén céc s6 ed, hay thuc hién cac ham &, 9, déu chua
yéu la thuc hién cac phép tinh s6 hoc trén céc s6 nguyén rat 1on; vé
van dé nay trong may chuc ndm qua, khoa lap trinh may tinh da dé
xuat nhiéu chuong trinh may tinh lam viéc rat c6 hiéu qua, ta c6 thé
tham khado dé st dung khi thuc thi cic hé mat ma RSA ciing nhu
nhiéu hé mat ma khac.

4.2.3. Tinh bdo mit cua mit ma RSA.

Bai toan tham ma (khi chi biét ban ma) d6i voi mat ma RSA
1a: biét khoa cong khai K'=(r1,€), biét ban ma y =x° modn, tim x. Bai
toan nay chinh la bai toan RSA dugc trinh bay trong muc 4.1.2.
Trong muc d6 ta da ching t6 rang néu biét hai thita s6 p,g ctia n thi
d& tim dugc xtir y, va néi chung c6 bing chiing dé coi ring bai todn
RSA (hay bai toan tham ma RSA) la c6 d6 kho tuong duwong v6i bai
toan phan tich s6 nguyén (Blum) thanh thira s6 nguyén t6. Do d6,
gitr tuyét mat khoa bi mat d, hay giu tuyét mat cac thita s6 pq, la
c6 y nghia rat quyét dinh dén viéc bao vé tinh an toan cia hé mat
ma RSA.

Mot mang truyén tin bdo mat s&t dung sd d6 cac hé mat ma
RSA dudc xem la an toan, néu tuadn tha cac diéu kién co ban: méi
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ngudi tham gia phai doc lap lua chon cac tham s6 n, ed cua riéng
minh, chon 11 cling c6 nghia la chon cac thita s6 p,g cda n (n=p.q),
va do c6 p,g nén tinh dugc ¢ (n) = (p-1).(g-1), va tt d6 tim duogc
ed twong d6i dé dang; nhung cing chinh vi vay ma sau khi da
chon thi mdi nguoi tham gia phai gitt tuyét doi bi mat cac gia tri
2.9, d, chi cong bo khoa cong khai (11,€) ma thoi.

Tuy nhién, d6 la diéu kién chung, con trong thuc t& van co
thé con nhiéu so hd ma nguoi tham ma co thé 1oi dung dé tan cong
vao tinh bao mat cua cac hé ma RSA kho ma ludng trudc hét dugc;
sau day 1a mot s6 trudng hop don gian da biét ma ta can chi y:

1.Dung méduyn n chung. Gia st c6 hai ngudi tham gia A va
B cung st dung mot méduyn chung n trong khoa cong khai cda
minh, Chﬁng han A chon khoa cong khai (1,€) va giu khoa bi mat d,
B chon khoa cong khai (n,.a) va giu khoa bi mat 5. Mot ngudi tham
gia thit ba C glti mot van ban can bdo mat x dén ca A va B thi dung
cac khod cong khai néi trén d€ ghii dén A ban mat ma y =x‘modn
va gtii dén B ban mat ma z =x*modn. Ta sé& ching té ring mot
nguoi tham ma O co thé duwa vao nhung thong tin nea,y,z trén
duong cong khai ma phat hién ra ban 16 xnhu sau:

a. Tinh c= e'moda,

b. Sau dé tinh A= (ce-1)/a,

c. Vatadugc x=y* (2")" modn.

Thuc vay, theo dinh nghia trén, ce -1 chia hét cho a, va ti€p theo ta
co: ¥ (2" modn= x*.(x** V) modn =x*.(x*") " modn =x. Nhu
vay, trong truong hgp nay viéc truyén tin bao mat khong con an
toan nita. Vi vy, ta cAn nhé khi ding cac hé RSA d€ t6 chitc mang
truyén tin bdo mat, can tranh dung moéduyn n chung cho cic ngudi
tham gia khac nhau!

2. Diing s6 mi Iap ma e bé. P& cho viéc tinh toan ham lap
ma dugc hiéu qua, ta dé c6 xu huéng chon s6 mii e cia ham lap ma
la mot s6 nguyén bé, ching han e =3. Tuy nhién, néu trong mot
mang truyén tin bdo mat ding cac h¢ mat ma RSA, néu c6 nhiéu
ngudi cung chon s6 mii 1ap ma e bé giong nhau thi sé c6 nguy co bi
tdn cong bdi viec tham ma nhu sau : Gid st c6 ba ngudi tham gia
chon ba khoa cong khai la (2, e), (1, e), (1, €) vGi cung s6 mu e =3.
Mot ngudi tham gia A mudn ghi mot thong bao x cho ca ba ngudi
d6, va d€ bao mat, glri ban ma ¢, = ¥modn, cho ngudi tha i Ba
moduyn 1,14 khac nhau, va c6 phan chic 1a ting cdp nguyén t6 véi
nhau. Mot ngudi tham ma c6 thé dung dinh 1y s6 du Trung qudc dé
tim mot s6 m (0< m < mn,n;) thod man
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m=c, mod n,

m=c, modn,

m=c, modn,
Vi x< n,, nén x* <ninynz , do d6 at c6 m=x°. Vay la ta da dua dudc
bai toan tim cdn bac ba theo nghia déng du modn, vé bai toan tim
can bac ba theo nghia s6 hoc thong thudng: tim cin bac ba cta m ta
dudc x, tiic dudc ban rd!

Véi nhitng ly do khac, ngudi ta da c6 nhitng bing chiing dé
chiing t6 rang hé RSA cling khong bdo ddm an toan néu ta dung
cac khoa c6 s6 mit gidi ma d'la s6 nguyén bé, du rang khi d6 thuat
toan gidi ma c6 lam viéc hiéu qua hon. Vi thé, khi st dung cac hé
mat ma RSA, d€ bao dam an toan ta nén chon céc s6 mit e va dla
nhiing s6 nguyén 16n, c6 kich ¢d 16n gan nhu ban than s¢ n.

3. Loi dung tinh nhdn cua ham Idp ma. Ta cht y er\ng ham
lap ma £ (x) = x“modn c6 tinh nhan (multiplicative property), nghia
1a £(x.p) = £(¥).£(p). Dua vao tinh chat do6, ta thay rang néu cla mat
ma cta ban 16 x, thi T=cu®modn sé& la mat ma cta ban 16 xu. Do
do, khi lé{y dudc ban mat ma c, dé phat hién ban ro x nguoi tham
ma c6 thé chon ngiu nhién mot s6 u rdi tao ra ban ma ¢ ,va néu
ngudi tham ma c6 kha ning thim ma theo kiéu « c6 ban ma dugc
chon » (xem 1.5.1), tic c6 kha ning v&i € dugc chon tim ra ban rd
tuong tng 1a X=xu ,thi ban rd g6c can phat hién s& la x
=X.u"'modn. T4t nhién, kha ning ngudi tham ma c6 ning luc giai
quyét bai toan tham ma theo kifu c6 ban ma dugc chon 14 rat hiém,
nhung dau sao day ciing la mot trudng hgp ma van dé bao mat dé
bi tan cong, ta khong thé khong tinh dén dé tim cach tranh!

4. Tan cong bang cach lip phép ma. Ta cting chd y rang ham
lap ma £ (x) = x“‘modn la moét phép hoan vi trén tap 2Z,={0,1,...,n-1},
do d6 v6i moi ¢ € Z, néu ta thuc hién lap phép lap ma dé duge

¢, =C,¢, =c®modn,c, =c modn,...,c, =c® modn,...
at sé tim dugc s6 & > 1 sao cho ¢, =¢* modn=c. Néu cla ban ma
ctia mot ban rd xnao d6, c =x‘modn, thi ngudi thim ma c6 thé xuat
phat tit ¢ thuc hién ldp phép lap ma nhu trén sé tim dugc s6 k> 1
bé nhat sao cho ¢, =c. Va khi d6 ta sé c6 s6 hang trudc do6 ¢, ,=x, la
ban rd can phat hién. Thuat toan vé hinh thic la kha don gian,
nhung hiéu qua thuc hién khong dang hy vong 1dm, vi s6 phép lap
can thuc hién néi chung c6 thé 1a rat 16n, & bing s6 cac phép hoan
vi trén 7, , tic 1a bang n!, v6i s6 n c6 khoang 200 chit s6 thap phan.
Trén thuc t&, phong theo thuat toan noi trén ta c6 thé dé dang c6
mot thuat toan phan tich n thanh thita s6 nguyén t6, ma mot thuat
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toan nhu vay lam viéc c6 hiéu qua thiét thuc, nhuw da trinh bay
trong mot phan trén, 1a chua co! Vi vay, nguy co bi thim ma bang
thuat toan don gidn noi trén doi vdi tinh an toan cta hé mat ma
RSA la khong dang ngai 1am.

5. Vé khd ndng che gidu cua ban mat ma. Mat ma, s6 di nod
gitt dugc bi mat, la do kha ndng che gidu thong tin ctia no, tic la
biét ban ma y kho long tim dugc thong tin nao dé phat hién ra ban
10 x. Mot cach tho thién, ta néi ban rd x1a khéng che gidu duoc qua
phép lap mat ma RSA ex (x) =x © modn, néu e (x) =x. N6i cach
khéc, x 1a khong che gidu dugc néu ban ma cta x ciing chinh 1a x.
Tiéc rang v6i bat ky hé mat ma RSA nao ciing c6 nhing ban 1o
khong che giau dugc, d6 1a nhing ban 16 x = -1, 0, 1 modn (vi s6
mi e luon luon 1a s6 18). Ngudi ta chitng minh dugc réng néu n
=p.qg, thi s6 cac ban 16 x € Z, khong che gidu dugc 1a bang

(1+gcd(e-1, p-1)).(1+ged(e-1, g-1)).

Vi e-1, p-1, g-11a céc s6 chdn, nén s6 do it nhat 14 9, nén mdi hé
RSA c6 it nhat 9 ban 16 khong che gidu dugc. Tuy nhién, thuong n,
va do d6 cad pva g, déu rat 16n, nén ty 1é cac ban 16 khong che giau
dugc noéi chung 1a bé khong dang ké, va do d6 kha niang gap cac
ban rd khong che gidu dugc khong tao nén mot nguy co dang ké
nao doi voi viéc dung cac hé mat ma RSA.

4.3. Hé mat ma khoa cong khai Rabin.

4.3.1. M6 ta hé mat ma Rabin.

So d6 hé mat ma khoa cong khai Rabin dugc cho bdi
S- (P CH.6,9),
trong d6: ¥ =C= Z,

7., trong d6 nla mot s6 nguyén Blum, n=p.q, v6i
pva gla hai s6 nguyén t6 c6 tinh chat p=3(mod4), g=3(mod4),
H={K=(K', K" :K =(nB), K"=(pq), 0<B<n-1},
cac thuat toan & va 9 dudc xac dinh bdi
6(K',x) = x(x+B) modn,
2
PK",p) = BT+ y —gmod n.

(ky hiéu cin bac hai sé dugc giai thich sau).
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Trong mot mang truyén tin bao mat v4i so d6 mat ma Rabin,
mobi ngudi tham gia chon cho minh cic yéu t6 n,Bpq dé lap nén
khod cong khai va khoa bi mat cia minh.

Ta chd y rang v6i mbi bo khoa K, cac thuat toan e, = &(K',.)
va d.= 9(K",.) khong lap thanh moét cip song anh, cu thé 14 e,,
khong phdi la mot don anh, vi néu wla mot can bac hai cta 1 theo

. B, B N L < LA .o
modn thi e, (vv(x+5) -E) = €, (x), ma ta c6 dén 4 cdn bac hai cua
1 theo modn ,tidc 1a ta c6 4 gia tri khac nhau ctia d6i s6 x cho ciing
mot gia tri e, ().

Bay gid noi dén thuat toan giai ma d..= 9(K",.). bit C =
B*/4 +y, ta c6 dy. () =J/C —B/2modn, do d6 d€ c6 d,.(y), ta can
tinh ~/C modn, titc cdn gidi phuong trinh z*= C modn . Phuong
trinh d6 twong duong v4i hé thong gom hai phuong trinh sau day:

z2=Cmod p, ?
z?=Cmodg.

b1 a1
Vi pva gla cac s6 nguyén t6 nén ta c6 C 2 =1lmod p,C 2 =1lmodq.

Theo gia thiét, p = 3(mod4) va q = 3(mod4), nén pTﬂva\qTHlé cac

sO nguyeén; va ta co
p+l g+l

(+C * )>=C(mod p), (+C * )*=C (mod q).

Do d6,phuong trinh z’= C modn , hay hé phuong trinh (2), c6 4
nghiém theo modn, twong ung véi 4 hé phuong trinh sau day :
z=C®*"*(mod p) z=C**?"* (mod p)
z=C" (modq) z=—C"“*(modq)

2=—CO*(mod p) [z=-CP?P"*(mod p)
z=C@" (mod q) z7=—C* (mod q)

Ca 4 nghiém cta 4 hé phuong trinh d6 theo modn déu dugc viet
chung dudi mot ky hiéu 14 /C modn, va vi vay thuat toan gidi ma
d,. () thuc €' sé cho ta 4 gia tri khac nhau theo modn ma ban 16 la
mot trong 4 gia tri d6. Viéc chon gia tri nao trong 4 gia tri tim dugc
lam ban 10 1a tuy thudc vao nhitng dic trung khac cta ban rd ma
ngudi gidi ma nhan biét (thi du ban rd6 dudi dang s6 phai c6 biéu
dién nhi phan la ma cda mot van ban tiéng Anh thong thuong).
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Thi du : Gid st n=77 = 7.11, B=9 (6 day p=7, g=11). Ta c6

e (x) = x* + 9xmod77,

de. () = J1+y—-43mod 77,
vi 2'=39mod77, 9.2" =9.39 =43mod77, B*=4mod77, B*/4 =1mod 77.
V6i x =44 ta c6 e, (x) = 44°+9.44 =2332 =22mod77, ban ma tuong
ting v6i x1a y = 22. Bay gid gidi ma v6i bdn ma y =22, bang tha tuc
noi trén ta c6 thé im duoc 4 gia tri cda /1+y =+1+22=+/23 theo
mod?77 1a 10,67,32,45, tit d6 4 gia tri c6 thé c6 cha d,. (y) 1a

d,. () = 44, 24, 66, 2.
Ban rd nam trong 4 gia tri 46, trong trudng hgp nay la 44.
4.3.2. Tinh an toan cua hé mit mi Rabin.

Trong dinh nghia ctia h¢ mat ma Rabin, khoa cong khai 1a
(n,B), khoa bi mat 1a (p,g) tiic la cdp thita s6 nguyén t6 cta nn. Nhu
vy, tinh an toan cta h¢ mat ma nam & viéc gitr bi mat cac thira s6 p
va g. Pinh nghia cta phép gidi ma ciing cho ta thay rang yéu t6 co
y nghia quyét dinh trong phép giai ma 1a viéc tinh cin bac hai cta
mot s6 theo modn. Trong muc 4.1.2 bai toan tim can béc hai theo
modn (v8i n1a hgp s6 Blum) da dugc chiing t6 1a c6 do kho tuong
duong v6i bai toan pha n tich n thanh thtta s6 nguyén t6. Vi vay,
bai toan giai ma doi voi hé mat ma Rabin, ciing la bai toan gitt bi
mat khoa bi mat (p,g), va bai toan phan tich s6 nguyén thanh thura
s6 nguyeén t6 la c6 do kho tuong duong nhau. Va do cang la yéu t6
bao dam tinh an toan ctia hé mat ma Rabin !

4.4. Hé mat ma khoa cong khai ElGamal.
4.4.1. M6 ta hé mat ma ElGamal.

Hé mat ma ElGamal dugc T. ElGamal dé xuat ndm 1985, dua
vao do phiic tap cta bai toan tinh l6garit rdi rac, va sau d6 da
nhanh chéng dudc sit dung rong rai khong nhiing trong van dé bao
mat truyén tin ma con trong cac van dé xac nhan va chit ky dién ta.

So @6 hé mat ma khoa cong khai ElGamal dudc cho béi
o= (L C K6, 9),

trong d6: $=2, C=Z xZ;,vGi pla mot s6 nguyeén td;
K=K=(K,KY):K=(pa,p, K'=a, f=a*modp},
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§ day a la mot phan tir nguyén thuy theo modp, tiic cla Z,.

Céc thuat toan lap ma e, = & (K',.) va giai ma d,.= 9 (K",.)
duoc xac dinh nhu sau: Vi mdi xe & =7, dé lap mat ma cho x
trude hét ta chon thém mot s6 ngau nhién k € Z, , rdi tinh:

y, =a mod p,

e.. (xk)= (v, v,), VOi
k)= 03 72) {yzzx.ﬁ"‘modp.

V6i moi s6 ngau nhién & bat ky, ta déu xem e,. (x.k) la mat ma caa
x. Va thuat toan giai ma duogc xac dinh béi

de (71, 72) = ¥,-(y7) " mod p.

Céc phép lap mat ma va giai ma dugc xac dinh nhu vay la
hop thiic, vi ta ¢6 v6i moi xe =2, vamoi ke 7, ;:

de- (e (k) = xB“(a"*) " mod p=x.8“.4 " mod p=x.

Ta chu y er\ng trong mot mang truyén thong bao mat voi
viéc dung so d6 mat ma ElGamal, mdi ngudi tham gia tu chon cho
minh cac tham s6 p,a, a, r6i tinh 3, sau d6 lap va cong b khoa cong
khai K' =(p,« ,f), nhung phai gitt tuyét mat khoa bi mat K" = a. Bai
toan biét khod cong khai tim ra khoa bi mat chinh 1a bai toan tinh
16garit rdi rac dugc ké dén trong muc 4.1.2, mot bai toan khoé cho
dén nay chua c6 mot thuat toan nao lam viéc trong thoi gian da
thic giai dugc no.

Thi du: Chon p = 2579, « =2, a =765, ta tinh dugc g = 2" = 949
mod2579. Ta c6 khoa cong khai (2579, 2, 949) va khoa bi mat 765.
Gia st dé lap mat ma cho x=1299, ta chon ngau nhién & =853, sé& cd
e (1299, 853) = (25, 1299. 949**)mod2579
= (453, 2396).
Va gidi ma ta dugc lai
d,. (453, 2396) = 2396. (4537%) 'mod2579 = 1299.

4.4.2. Tinh an toan cua hé mit mi ElGamal.

Nhu da trinh bay d trén, néu ta xem tinh an toan ctia hé mat
ma ElGamal 1a & viéc gitt tuyét mat khoa bi mat K", thi ta c6 thé yén
tam vi bai toan phat hién khoa bi mat c6 d6 kho tuong duong véi
bai toan tinh ldgarit rdi rac, ma bai toan nay thi nhu & cac muc 4.1.2
va 2.4.3 da ching t6, cho dén nay chua c6 mot thuat toan nao lam
viéc trong thdi gian da thic giai dugc nd. C6 mot diéu canh bao la
nén cha y chon méduyn p la s6 nguyén t6 sao cho p -1 c6 it nhat
mot udc s6 nguyén t6 16n (xem 2.4.3). Diéu d6 la thuc hién dugc
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néu s6 nguuyén td p dugc chon la s6 nguyén t6 Sophie Germain
(tc c6 dang 2g +1, v6i g ciing la s6 nguyén t6 16n).

Ngoai ra, con c6 kha ning khoa bi mat K" = a bi 16 do c4u tha
trong viéc sit dung s6 ngdu nhién &, dac biét 1a khi dé'l6 s6 k duoc
dung. Thuc vay, néu dé 10 s6 &, thi khod bi mat a dugc tinh ra ngay
theo cong thtc sau day:

a=(x—ky,)y,” mod(p-1).

Nhu vay,mot ngudi tham ma c6 kha ning tan cong theo kiéu
“biét ca ban rd” (xem 1.5.1) c6 thé phat hién ra khoa a néu biét & .

Mot truong hop khac lam mat tinh an toan ctia hé mat ma
ElGamal 1a viéc dung ciing mot s6” k cho nhiéu lin Iip mat ma.
Thuc vay, gid stt dung cing mot s6 ngdu nhién & cho hai lan lap
ma, mot 1an cho x; , mot 1an cho x, , va dugc cac ban ma tuong tng
(Un.y») va (2,2). Vi cung dung mot s6 k& nén y;=z. Va do d6 theo
cong thuc lap ma ta ¢6 2/ y, = %/ x, tac la x, = x..2/ y,. Nhu vay,
mot ngudi tham ma, mot 1an “biét ca ban 16” dé dang phat hién
dugc ban 15 trong cac 1an sau.

4.4.3. Cac hé mat ma tuong tu ElGamal.

Hé mat ma ElGamal dugc xay dung dua trén cac yéu to:
mot nhom httu han cyclic (Z,), mot phan t& nguyén thuy (« € Z,)
sao cho bai toan tinh 16garit roi rac (tinh a = log,/, tac cho £ tim a
sao cho = a® modp) 1a rat kho thuc hién. Vi vay, néu c6 da cac
yéu t6 do thi ta c6 thé xay dung cac hé mat ma tuong tu ElGamal.
Nhu vay, so d6 cia mot hé mat ma tuong tu ElGamal dugc cho bdi

S (P CH 6 D),
trong d6: =G, €=GxG, v6i G la mot nhom cyclic httu han;
H=lK= (K, K): K =(Ga,f), K =a, f=a’)},
§ day o la mot phan ti nguyén thuy cda nhém G.

Céc thuat toan lap ma e, = 6 (K',.) va gidi ma d,.= 2 (K",.)
dudc xac dinh nhu sau: Vi méi xe =G, dé lap mat ma cho x truéc
hét ta chon thém mot s6 ngau nhién & (0 <k S|G|) roi tinh:

Yi= a"
Y, = X-ﬂk
V6i moi s6 ngdu nhién & bat ky, ta déu xem e,. (x,k ) 1a mat ma cta
x. Va thuat toan gidi ma dugc xac dinh bdi
dy- (7, 72) = ¥o-(¥7) " mod p.
Phép nhan trong cac biéu thitc néi trén déu 1a phép nhan cta G.

e (uk) = (1, 3), V6 {
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C6 hai 16p nhém thuong duge sit dung dé xay dung cac heé
mat ma tuong tu ElGamal la nhém nhan cda trudng Galois GF(p")
va nhom cong cta mot dudng cong elliptic xac dinh trén mot
truong htu han.

1. Nhom nhan cua truong Galois GHp#): Truong Galois
GF(p") 1a trudong cua cac da thic véi hé s6 trong Z, ldy theo
moduyn 1a mot da thic bac n bat kha qui; v6i phép cong va phép
nhan la phép cong va phép nhan da thuc theo méduyn d6. Truong
c6 p" phan tit, c6 thé xem mdi phan t 1a mot da thic bac n-1 véi
hé s6 thudc Z, = {0,1,2,..., p -1}, tham chi 1a mot vecto n chiéu ma cac
thanh phan 1a cac hé s6 cta da thitc do. Tap tat ca cac da thic khac
0 lap thanh nhém nhan cda trudng GF (p),va ngudi ta chitng minh
dugc rang nhom nhan d6 1a cyclic.

Nhu vay, nhom G= GF (p")\{0} la nhom cyclic cdp p-1. ta
6 thé chon mot phan ta nguyén thufl cta nhom do, va thiét lap bai
toan logarit roi rac tuong ung, tor d6 xay dung dugc hé mat ma
tuong tu ElGamal.

2. Nhom coéng cua duong cong elliptic : Gia st pla moét s6
nguyén t6 > 3. Puong cong elliptic y’=x+ax+b trén Z,, trong do
a,b €Z,1a cac hing s6 thoa man 4a*+27F # 0 (modp), dugc dinh
nghia 1a tap hop tat cd cac diém (x,))e Z, x Z, thod man phuong
trinh

y’=x+ax+b (modp),

cung v&i mot phan t& didc biét ma ta ky hiéu la O . Tap hop do
dugc ky hiéu la E. Trén tdp £ ta xac dinh moét phép cong nhu sau :
Gia st P=(x, y;) va Q= (x,, y,) 1a hai diém cta £ Néu x=x, va
y;= -y, thita dinh nghia P+Q=0 ; néu khong thi P+Q= (x;, y3),
trong do

X=X, )= A(6x) -,
vOi

l:{(yz =Y (X, = %), khi P = Q;

(3%’ +a)/2y,, khiP=Q.

Ngoai ra, ta dinh nghia thém : P+O=O+P = P.
Tap Evéi phép toan cong d6 lap thanh mot nhom. Néu | £l =gla s6
nguyén t6 thi nhém cong d6 1a nhom cyclic, va moi phan ti khac
khong (0 ) déu la phan tit nguyén thuy. Ta nhé rang trong trudng
hop nay, phan t nghich ddo la phan ti d6i, phép nang lén luy
thita 7214 phép nhan véi s6 n, phép 16garit tuong tng véi mot kiéu
phép chia. Ta c6 thé xuat phat tir nhém Enay dé€ xay dung hé mat
ma tuong tu ElGamal.
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4.5. Cac hé mat ma dua trén cac bai toan A’P-day du.
4.5.1. Nguyén tic chung.

Nhu da gidi thiéu trong chuong 11, cac bai toan N'P-day du la
cac bai toan ma cho dén nay chua tim dugc moét thuat toan véi do
phtc tap tinh toan da thitc nao d€ giai ching. Va tinh « kho» caa
cac bai toan d6 lai dugc bao dam béng su kién 1a chi can c6 mot
thuat toan véi do phtc tap da thic gidi mot bai toan AN'P-day du
nao do6 thi lap tic moi bai toan N'P-ddy du déu giai dugc trong thoi
gian da thuc.

D6i v6i mot s6 bai toan NP-day du, tuy khong c6 thuat toan
v6i d0 phic tap da thic dé gidi d6i v6i moi dix liéu cda bai toan,
nhung c6 thé c6 mot 16p cac dix liéu ma d6i véi chiing c6 thuat toan
dé giai v6i thai gian chap nhan dugc. V6i nhiing bai toan nhu vay
ta c6 thé st dung dé€ xay dung cac hé mat ma khoa cong khai véi
nguyén tic chung nhu sau : Hé¢ mat ma sé co phép gidi ma tuong
duwong v6i viéc tim 16i giai cho bai toan N'P-ddy du do; tuy nhién co
mot thi tuc d€ bién mot di liéu néi chung cta bai toan NP-day da
d6 thanh mot di lieu thuoc 16p dac biét ma d6i véi no co thé gidi
dugc bdi mot thuat toan v6i do phic tap thdi gian chap nhan dugc.
Nhu vay, ta da bién dugc phép lap ma thanh mot ham « ctta sap
mot phia », va d6 1a co sd dé xay dung hé mat ma khoda cong khai
tuong ung.

Ta sé xét sau day hai truong hgp xdy dung dudc cac hé mat
ma khoa cong khai theo cach nhu vay : moét 1a hé mat ma Merkle-
Hellman dua trén bai toan sip ba 16 (hay bai toan téng tap con), va
hai la hé¢ mat ma Mc-Eliece dua trén bai toan gidi ma tuyén tinh tu

? .
sua sai.

4.5.2. Hé mat ma Merkle-Hellman.

Bai toan sdp ba 16 (tic bai toan KNAPSACK, cling dudc goi
la bai toan t6ng tap con) dugc dit ra nhu sau: Cho mot tap cac s§
nguyén duong {a,,a,,..,a,} va mot s6 nguyén duong s. Hay xéac
dinh xem c6 hay khong moét tap con cac a,ma tong ctia ching bing
5. Mot cach tuong duwong, hay xac dinh xem c6 hay khong cac x;

n

€{0,1} (1< 7<n) sao cho Z ax =Ss.

j=1 171
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Bai toan nay 1a A/P-day d1, tuy nhién néu ta han ché bai toan
trén cac du lieu /7=({a,a,,..,a,,7"), trong do6 {a,a,,...a,}1a day
siéu ting, tic la day thoa man diéu kién

1
Vj=2.3,..,n: a >Zl:ai,

thi viéc tim trd 10i la kha dé dang, chéng han c6 thé bf?mg thuat toan
don gidn dudi day:
1. for 7=n downto 1 do
if 7>a; thenT=T-a,xi=1,¢else x;=0

2. if > x.3 =T then X =(x,,...,X,)is the solution of problem,
i=1

else there is no solution.

Bay gio, dé chuan bi xay dung mot sd d6 mat ma Merkle-Hellman,
ta chon trudc mot s6 nguyén duong n va mot s6 nguyén t6 p du
16n. VGi mébi ngudi tham gia sé dugc chon mot bo khod K = (K', K"),
trong d6 khoa bi mat K" = (A, p, a) gobm moét day siéu ting A=
{ai,az,...,an}thoé man Zai <p,va mét s6 a, 1< a < p ; khoa cong
i=1
khai K' = {by,...,bn} v6i b,= a.a; modp.
S0 do hé mat ma Merkle-Hellman dugc dinh nghia bdi

o= (L C K 6,9),
trong d6 ¥ ={0,1}", ¢ ={0,1,...n(p-1)}, K la tap cac bo khoa K =
(K', K") nhu dugc xay dung & trén. Cac thuat toan lap mat ma va
giai ma dugc xac dinh bai:
V6imoi x=(x,...,X,) € & thuat toan lap ma cho ta

6K, x) = Zn:xi.bi ;
i=1

va v6i moi ye @, ta tinh z=a"y modp, ri sau d6 giai bai toan sip
balo d6i voi du liéu /=({a,,a,,...a,},2) ta s¢ dugc 10i giai (X,...,X,),
161 giai do 1a gi tri cua 9 (K", y).

Thi du: Chon n =6, khoa bi méat c6 p = 737, A={12, 17, 33, 74, 157,
316}, a =635. Tinh dugc khoa cong khai la {250, 477, 319, 559, 200,
196}. Vi ban o x = 101101 ta c6 ban ma tuwong dng la y = 1324. bé
gidi ma, trudc hét tinh z=a™.y modp = 635.1324 mod737 = 435, sau
d6 gidi bai toan sip bald véi day siéu ting A va zta dugc

435=12 + 33 + 74 + 316,
tic duoc loi giéi x=(1,0,1,1,0,1).

108



Heé mat ma Merkle-Hellman dugc dé xuat kha s6m, tir ndm
1978, dén nam 1985 Shamir tim dugc mot phuong phap tham ma
trong thdi gian da thitc dua vao mot thuat toan cta Lenstra giai bai
toan qui hoach dong. Tuy nhién, sau d6, vao nam 1988, Chor va
Rivest c6 dua ra moét cach khac xay dung hé mat ma cting dua vao
bai toan sdp bald, cho dén nay van gitt dudc an toan.

4.5.3. Hé mat ma McEliece.

Hé mat ma McEliece dugc xay dung dua vao tinh N'P-day
dt cta bai toan giai ma tuyén tinh tu stta sai (trong 1y thuyét truyén
tin). Bai toan dugc dit ra nhu sau: gid st nguodn tin 1a tap cac tit k
bit nhi phan, tic tap hgp {0,1}%, dugc truyén di trén mot kénh cod
nhiéu, tic la néu truyén truc ti€p cac day tir & bit thi thong tin ma ta
nhan dugc 6 thé bi sai lech va ta khong nhan dugc dung thong tin
dugc truyén di. D€ khic phuc nhing sai léch d6 ngudi ta tim cach
ma hoa ngudn tin géc bang cach thém cho mdi tit & bit mang thong
tin mot s6 bit dung d€ tu hiéu chinh, tirc 1a thuc hién mot phép ma
ho4 bién mébi tir & bit ban dau thanh mot tir n bit, véi n > &, duoc
goi la tir ma. Phép ma hoa tuyén tinh la phép ma hoa dugc thuc
hién bang cach nhan tir & bit ban dadu x v6i mot ma tran G cap kxn
dé dugc tir ma n bit y, y =x.G (cac phép toan cong va nhan dugc
thuc hién theo mod?2). Ta dinh nghia khoang cach Hamming gitra
hai tir ma n bit la s cac vi tri ma tai d6 hai tit ma c6 gia tri khac
nhau; khoang cach d cta hé ma la khodng cach Hamming bé nhat
gitta hai tr ma bat ky. Nhu vay, mot hé ma tuyén tinh dugc xac
dinh bdi mot ma tran G (goi la ma tran sinh), va dugc dac trung bdi
ba s6 [n,k,d]. Néu d=2¢+1, thi hé ma c6 kha nang tu sta sai dén ¢
sai ngdu nhién nhiém phai do nhiéu cta kénh truyén. Tuy nhién,
viéc tu sta sai (ttic 1a khi nhan dudc tit ma c6 thé c6 dén #sai ta im
lai dugc dang tir & bit thong tin ban dau) cda cac hé ma tuyén tinh
nhu vay noi chung khé phtc tap, va bai todn giai ma tuyén tinh tu
stta sai da dugc chitng minh 1a mot bai toan AP-kho, tic cho dén
nay chua biét c6 thuat toan nao lam viéc trong thdi gian da thuc
giai dugc nd. Mac dau vay, ngudi ta da tim dugc mot s6 16p riéng
cac hé ma tuyén tinh ma d6i véi ching c6 thé xdy dung dugc
nhiing thuat toan giai ma tu sta sai 1am viéc c6 hiéu qua, cac hé ma
Goppa la mot 16p nhu vay. Hé ma Goppa la mot loai hé ma tuyén
tinh c6 cac ddc trung n=2", d=2¢+1, k=n-mt, c6 ma tran sinh G
cap kxn dugc xay dung dua trén mot s6 tinh chat dai s6 cua truong
GF(2")-ma & day ta khong di vao cac chi tiét.

DPé€ c6 mot hé mat ma McEliece, trudc hét ta chon mot hé ma
Goppa v0i ma tran sinh G'va cac ddc trung trén, sau d6 dung mot

109



ma tran Skhd nghich cap kx<k trén Z, va mot ma tran hoan vi Pcap
1 xn (cting ¢6 cac phan t& trong %) d€ bién hé ma Goppa véi ma
tran sinh G thanh mot hé ma tuyén tinh “phd bién” v6i ma tran
sinh G*=SGP. vay la da bién hé ma Goppa c6 thuat toan giai ma
hiéu qua thanh mot hé ma tuyén tinh néi chung ma ta chi biét viéc
gidi ma tu sta sai d6i v6i n6 1a AP-kh6. Hé mat ma ma ta xay
dung sé c6 thuat toan giai ma la “dé” d6i v6i ngudi trong cudc nhu
giai ma Goppa, va la “kh6” d6i voi ngudi ngoai nhu giai ma tuyén
tinh noi chung!

Nhu vay, mét hé mat ma khoa cong khai McEliece dudc xac
dinh boi

o= (P C K 6,9),
trong d6 #={0,1}, €=1{0,1}", & la tap hgp cac b khoa K = (K', K"),
v0i khoa bi mat K" = (GSP) gdbm mot ma tran sinh G cua mot he
ma Goppa, mot ma tran kha nghich S cap kxk trén Z, va mot ma
tran hoan vi P cap n xn ; khoa cong khai K' = G*1a ma tran “da
dugc bién d6i” néi trén.

Thuat toan lap mat ma 6 (K',.): ¥ — ¢ dugc xac dinh bdi

(S(K', X)=x. G*+e,
trong d6 e e {0,1}" la mot vecto ngau nhién c6 trong s6 ¢, tic co ¢
thanh phan 1a 1. Thuat toan giai ma 9 (K",.) dugc thuc hién theo ba
budc nhu sau véi moi y e ¢={0,1}":

1. Tinh y, = y.P ™,

2. Gidi ma Goppa d6i véi y;, gia st duoc x;.

3. Tinh (K", y)=x.5"

D@ thtt lai rdng cac thuat toan lap mat ma va gidi ma xac
dinh nhu trén la hgp thiic, vi voi moi x € £={0,1}%, ta déu c6

P(K", 6 (K, x) =x,
D:fmg thie d6 diing v6i moi vectd e bat ky co trong s6 < £. Hé mat
ma nay ciing tuong tu nhu hé mat ma ElGamal & chd khi lap mat
ma ta c6 thé chon thém cho dit liéu vao mot yéu t6 ngdu nhién; vé
sau ta sé goi nhiing hé mat ma nhu vay la hé mat ma xac suat.

Yéu t6 chd yéu bao dam tinh an toan cta cac hé mat ma
McEliece 1a & chd tit khoa cong khai G* kho phat hién ra khoa bi
mat (GSP) va ¢ tinh A’/P-khé cta bai toan gidi ma tuyén tinh tu
stta sai noi chung. Ciing can nhd réng d6 an toan con phu thudc
vao viéc chon cac tham s6 kn,¢ da 16n; theo goi y cua cac nghién
cuu thuc nghiém thi da 16n cod nghia la n~ 1024, k~ 644, ¢~ 38. V6i
nhung doi héi d6 thi kich ¢& ctia cac ma tran G, S, Pva G*sé qua
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16n, kha bat tién cho viéc thuc thi trong thuc t&, vi vAy ma cac hé
mat ma McEliece chua dugc sit dung phé bién 13m.

4.6. Cac hé mat ma xac suit khoa cong khai.
4.6.1. Dt vin dé va dinh nghia.

Mat ma xac suat la mot y tudng dugc dé xuat béi Goldwasser
va Micali tir ndm 1984, xuat phat tir yéu cau giai quyét mot van dé
sau day: Gia thiét ta c6 mot hé mat ma khoa cong khai, va ta muon
lap mat ma cho ban 15 chi gdbm mot bit. Diéu do6 thudng gip khi ta
muon bi mat truyén di mot thong tin chi c6 noi dung la c6 hodc
khong, tic la mot thong tin dic biét quan trong nhung chi gdm mot
bit. Néu ta dung mét hé mat ma khoa cong khai thong thuong, thi
ban mat ma dugc truyén di sé 1a e, (0) hodc e (1), mot ngudi tham
ma c6 thé khong biét cach gidi ma, nhung lai hoan toan c6 thé tinh
trudc cac gia tri e, (0) va e, (1), va khi lay dugc ban ma truyén di
trén kénh truyén tin cong cong, chi can so sanh ban ma nhan dugc
do6 v6i hai ban e (0) va e, (1) da dugc tinh sdn 1a da biet duge
thong tin mat dugc truyén di la 0 hay la 1. Cac hé mat ma khoa
cong khai sd di c6 dugce tinh bdo mat la vi tir thong tin vé ban ma
kho long khai thac dudc thong tin gi vé ban 15, nhung 16 rang diéu
d6 khong con duge bdo ddm néu s6 cac ban rd 14 rét it, ching han
nhu khi cac ban rd c6 d6 dai cuc ngén, hay nhu trudng hop trén, s6
cac ban 16 chila hai, cu thé1a0va 1.

Muc dich cta viéc xdy dung mat ma xéc suat l1a dé€ bao ddm
khong mot thong tin nao vé ban rd c6 thé khai thac dugc (trong
thoi gian da thitc) tit bdn ma; diéu nay, d6i véi cac hé mat ma khoa
cong khai, c6 thé dugc thuc hién bing cach tao cho mot ban ro
nhiéu ban ma khac nhau thu duwgc mot cach ngdu nhién véi viéc st
dung céc s6 ngdu nhién trong tién trinh lap ma. Sau day 1a dinh
nghia vé mot hé mat ma xac sudt khoa cong khai:

Dinh nghia. Mot hé mat ma xac sudt khoa céng khai dugc
xac dinh b&i mot bo

S= (P, C K, 6 9D R),
trong d6 &, €, K dugc hiéu nhu d6i v6i cac hé mat ma khoa cong
khai thong thudng, & 1a mot tap cac phan t& ngau nhién, va véi
mbi K= (K', K")e X thuat toan lap mat ma e.= &§(K',.): P XR —C
va gidima d,.= 9(K",.): (=& tho man ding thiic:
voimoi xe¥, re, d. (e (xr)) = x.

Ngoai ra, ta mong muén mét diéu kién an toan nhu trong

dinh nghia sau day dugc thod man: ta ky hiéu py, la phan b6 xac
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