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CAU HINH MANG

The Network Interface

Card mang phai duoc hd tro tir nhan ctia hé diéu hanh. Pé xac dinh nhitng card

mang nao co thé su dung duoc, ban c6 thé truy van thong tin qua cau I¢nh

dmesg, /proc/interrupts, /sbin/Ismod. hodc /etc/modules.conf

Vi du:
Dmesg
| 2 Linux Tulip driver version 0.9.14 (February 20, 2001)
PCI: Enabling device 00:0£.0 (0004 -> 0007)
PCI: Found IRQ 10 for device 00:0£.0
ethO: Lite-On 82cl68 PNIC rev 32 at 0xf800, 00:A0:CC:D3:6E:0F, IRQ 10.
ethO: MII transceiver #1 config 3000 status 7829 advertising 0Olel.
cat /proc/interrupts
> 0 8729602 XT-PIC timer
1: 4 XT-PIC keyboard
2: 0 XT-PIC cascade
7z 0 XT-PIC parportO
8: 1 XT-PIC rtc
10: 622417 XT-PIC ethO
11: 0 XT-PIC usb-uhci
14: 143040 XT-PIC 1ideO
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15: 180 XT-PIC idel
/sbin/l1smod

> Module Size Used by
tulip 37360 1 (autoclean)

Tir vi du trén, ching ta thiy rang Chipset cua card mang Ethernet 1a Tulip, dia
chi i/o 1a 0xf800 va ngat (IRQ) 1a 10. Thong tin nay co thé dugc str dung trong ca
truong hop néu module sai dugce dung hodc cac tai nguyén (i/o hodc IRQ) khong
co.

Thong tin nay cling duoc st dung dé chén mot module v&i mot dia chi i/o khac
(str dung tién ich modprobe hoic insmod) hoic ciing c6 thé duoc ghi trong
/etc/modules.conf hoic /etc/modprobe.conf (s& ghi cac thong s cai dit trong

1an khoi dong sau).

Thong tin may chu (Host Information)

Céc tép sau ddy duoc st dung dé luu trit cac thong tin mang.

o /etc/resolv.conf chira danh sach cac may chu DNS

nameserver 192.168.1.108

nameserver 192.168.1.1

search linuxit.org

e /etc/hosts chtra dia chi IP cua may tinh cling nhu danh sadch cac may chu
da biét

# Do not remove the following line, or various programs
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# that require network functionality will fail.
127.0.0.1 localhost 1localhost.localdomain
# other hosts

192.168.1.108 mesa mesa.domain.org

192.168.1.119 pico

1. /etc/sysconfig/mnetwork xac dinh néu mang phai dugc khoi dong (co thé
chtra bién HOSTNAME)

NETWORKING=yes

HOSTNAME=mesa.domain.org

GATEWAY=192.168.1.1

2. letc/sysconfig/network-scripts/ifcfg-eth0 Cac tham sd thiét 1ap cho ethO

DEVICE=eth0

BOOTPROTO=none

BROADCAST=192.168.1.255

IPADDR=192.168.1.108

NETWORK=192.168.1.0

ONBOOT=yes

USERCTL=no

Khoi dong (Start) va dieng (Stop) mang

138



Quan tr1 Hé thé)ng Linux - Co ban

o Tu ché do cau lénh

Cong cu chinh dugc sir dung dé hién thi giao dién mang la /sbin/ifconfig. Pau
tién khéi tao module nhan dugc gén cho ethO trong /etc/modules.conf (vi du

tulip.o) dugc load va sau d6 géan gia tri dia chi IP va mat na mang (netmask).

Két qua 1a giao dién c6 thé dugc chuyén bat va tit ma khong bi mat cac thong tin

nay trong khi module nhan dugc thém vao.

Vi du: Str dung ifconfig.
/sbin/ifconfig eth0 192.168.10.1 netmask 255.255.128.0
/sbin/ifconfig ethO down

/sbin/ifconfig ethO up

Mot cong cu khac 1a /sbin/ifup. Tién ich nay doc cac tép cau hinh hé théng trong
/ete/sysconfig/metwork-script/ va gén cac gia tri duoc luu trlt cho mot giao dién
mang nao do. Script cho eth0 dugc goi 1a ifcfg-eth0 va da duogc cdu hinh. Néu
giao thirc khéi dong nhu DHCP dugc dinh nghia thi ifup s€ khoi dong giao dién

mang voi giao thure nay.

Vi du: St dung ifup.

/sbin/ifup ethO
/sbin/ifup pppO

/sbin/ifdown ethO

o. Str dung network script
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Tai thoi diém khoi dong card Ethernet dugc khdi tao  voi
letc/rc.d/init.d/network script. Tat ca céc file mang lién quan dugc chira trong

thu muc /etc/sysconfig/.

Hon nita script ¢6 thé doc cac lya chon sysctl trong /ete/sysctl.conf, day 13 noi
ma ban c6 thé cdu hinh hé théng nhu mot bd dinh tuyén (cho phép dia chi IP
chuyén trong nhan hé diéu hanh). Vi du dong 1énh

net.ipv4.ip forward = 1

s&¢ cho phép dia chi IP chuyén (forwarding) va file

/proc/sys/net/ipv4/ip_forward sé& chira s 1

Network script dugc khoi dong lai véi cau Iénh sau

/etc/rc.d/init.d/network restart

3. Phuc hoi lai DHCP

Céc cong cu sau day c6 thé truy van may chi DHCP cho mét dia chi IP méi:

pump
dhcpclient
Mot daemon khach hd trg DHCP duoc goi 1a dheped (khoéng nhdm 1an véi

daemon may chu DHCP la dhcpd).
Dinh tuyén

Mot diéu d& nhan thiy khac khi st dung ifup 13 bang dinh tuyén cua hé théng.

Diéu nay c6 thé do file ete/sysconfig/network duoc doc, trong khi default
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gateway duogc luu trit, hodc may chu DHCP da guri thong tin nay cung vai dia chi

IP. Bang dinh tuyén dwoc cdu hinh, kiém tra va thay ddi véi cong cu /sbin/route.

Céc vi du dinh tuyén:

Thém mét tuyén tinh (static route) vao mang 10.0.0.0 qua thiét bi ethl trong d6
st dung 192.168.1.108 lam gateway cho mang:

/sbin/route add -net 10.0.0.0 gw 192.168.1.108 dev ethl

Thém mot gateway mac dinh (default gateway)

/sbin/route add default gw 192.168.1.1 ethO

Liét ké bang dinh tuyén nhan:

/sbin/route -n

> Kernel IP routing table

Destination Gateway Genmask I face
192.168.1.0 0.0.0.0 255.255.255.0 ethO
10.1.8.0 192.168.1.108 255.0.0.0 ethl
127.0.0.0 0.0.0.0 255.0.0.0 lo

0.0.0.0 192.168-1.1 0.0.0.0 eth0

Gateway mac dinh (Default Gateway):

Trong danh sach cudi cung. Trudng dich 13 mot danh sach cac mang. Dic biét,
0.0.0.0 c6 nghia 13 “moi noi”. Can nhé rang, ton tai 2 dia chi IP trong truong

Gateway. Vay dia chi nao la default gateway?
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= Pé tranh phai nhap bang tay cac tuyén tinh, cic daemon dic biét gated hoic
routed dugc thuc thi dé cap nhat mot cach dong cac bang dinh tuyén qua mot

mang.

= Néu ban thudc vé mang 192.168.10.0 va ban thém vao mot tuyén td1 mang
192.168.1.0 thi ban c6 thé nhan dugc két qua 13 cac mdy tinh trong mang vira
thém vao 13 khong c6 (not responding) bdi vi khong co tuyén (route) duogc thiét
lap tir mang 192.168.1.0 t6i may cha cua ban!! Van dé nay co thé duoc giai

quyét bang cach str dung dinh tuyén dong (dynamic routing)
Cic tuyén tinh c¢6 dinh
Néu ban c6 mdt sb mang voi nhiéu hon mot gateway, ban co thé st dung

/etc/sysconfig/static-routes (thay cho cic daemon dinh tuyén). Cac tuyén ndy sé

dugc thém vao tai thoi diém khoi dong boi network script.

Mot kich ban dinh tuyén:
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192.168.1.1 ——
+—192.168.1.108

10.8.10.34 192.168.1.2

route add 192.168.1.0% route add 10.0.0.0%
netmask 255.255.255.0\ netmask 255.0.0.0%
gw 10.0.0.111 gw 192.168.1.108

Cdc cong cu mang

Sau day la danh sach ngan cac cong cu hiru ich khi g& roi cac két ndi mang:
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ping host:

Cong cy nay gui mdt goi dir licu ICMP ECHO REQUEST téi mot may chu va

chd mot ICMP ECHO RESPONSE.

Céc tham sb lua chon cua cong cu ping:
-b ping mot dia chi broadcast
-c N gui N goi tin

-q  Ché d6 im lang: hién thi chi cac gbi tin dau va cudi
netstat:

Ban c6 thé nhan dugc thong tin cta céc két ndi mang hién tai, bang dinh tuyén

hodc cac thong ké giao di¢n mang phu thudc vao cac lua chon sau dugc st dung:

Cac lua chon cua netstat:
-r gidng nhu /sbin/route
-1 hién thi danh sach giao dién mang (card mang)
-n khong giai cac dia chi mang IP
-p tra vé PID va tén ctia cac chuong trinh (chi str dung cho root)
-V dién giai dai
-C tiép tuc cap nhat

Vi du: Két qua cia netstart —inet —n:

| 2 Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 192.168.1.10:139 192.168.1.153:1992
ESTABLISHED

tcp 0 0 192.168.1.10:22 192.168.1.138:1114
ESTABLISHED
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tcp 0 0 192.168.1.10:80 192.168.1.71:18858 TIME WAIT

Trong danh sach trén ban c6 thé thdy may chu dja phuong (local host) da thiét
1ap cac két ndi & cong 139, 22 va 80.

arp:

Hién thi bd dém giai dia chi nhan.

Vi du:
arp
> Address HWtype HWaddress Iface
192.168.1.71 ether 00:04:C1:D7:CA:2D ethO
traceroute:

Hién thi tuyén (route) dugc ldy tir mot may chi dia phwong (local host) t6i mot
may chu dich. Traceroute ép ngay lap tirc cac tuyén (routes) toi cac thong bao 15i
tré vé (send back error message) (ICMP TIME_EXCEEDED) bang cach xem xét

thiét 1ap gia tri tty (time to live) xudng murc rat thap (too low).

Sau mdi thong bao TIME_EXEEDED, traceroute ting gia tri cua tty, giri goi tin

tiép theo di xa hon cho dén khi toi duoc dja chi dich cia no.

Vidu
CMD: /usr/sbin/traceroute -n www.redhat.com
> traceroute: Warning: www.redhat.com has multiple addresses;

using 216.148.218.197

traceroute to www.redhat.com (216.148.218.197), 30 hops max, 38
byte packets

1 192.168.1.1 0.440 ms 0.347 ms 0.341 ms

---- snip ---
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14 12.122.2.145 112.116 ms 110.908 ms 112.002 ms
15 12.122.2.74 156.629 ms 157.028 ms 156.857 ms
16 12.122.255.222 156.867 ms 156.641 ms 156.623 ms
17 216.148.209.66 159.982 ms 157.462 ms 158.537 ms

18 216.148.218.197 157.395 ms 156.789 ms 156.080 ms

Cac lya chon cua traceroute:

-f ttl Thay d6i thoi gian séng khai tao vé ttl thay vi gid tri 1
-n khong giai cac dia chi IP

-V dién giai dai

-W sec thiét 1ap thoi gian cho tai cac gbi tra vé thanh sec
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Thuc hanh
1. Trong phan kich ban dinh tuyén duoc trinh by ¢ trén dua ra bang dinh tuyén
dbi voi gateway ctiia mang LAN.
2. Khoi dong giao dién mang ctia ban bang tay
ifconfig eth0 192.168.0.X

Liét ké danh sach cac module nhan. Bam bao réng module ethO da duoc tai

(kiém tra /etc/modules.conf).
3. Dung giao di¢n mang voi:
(i) ifconfig eth0 down
Chéc chin ring ban c6 thé luu trit cac thong tin giao dién mang nay ma khong bi
mat thong tin:
(ii) ifconfig ethO0 up
4. Ding giao dién mang va g& bé module nhan (rmmod module). Diéu gi s& xay
ra néu ban lip lai bude 3 (ii)?
5. Chia 16p thanh hai mang A (192.168.1.0) va B (10.0.0.0).
* Thir truy cap cac may qua cac mang
* Chon m{t may lam gateway (tai mot trong hai mang)
* Chi trén may gateway! thuc hi¢n céc 1€nh sau:

-- cho phép chuyén IP (allow IP forwarding):

echo 1 > /proc/sys/net/ipv4/ip forward

-- dua ra mdt giao dién mang da dugc gan (s€ lam vi¢c nhu mdt

giao di¢n mang thir hai).
Néu ban & trong mang 192.168.1.0 thi s€ thyc hi¢n cac 1énh sau:

ifup eth0:1 10.0.0.x (trong do x Ia mdt dia chi IP x&c dinh nao
do).
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thém mot tuyén (route) téi mot mang méi va gan né sir dung thiét
bi ethO:1

-- thém mét tuyén (route) t6i mot mang khac bang cach sir dung
mot may lam gateway (ban s& can biét thiét 1ap ethO hodc eth0:1 cia gw

nay phu thudc vao viéc ban dang & mang nao)
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MANG TCP/IP

S6 nhi phin va Dotted Quad

S6 nhi phin

100 = 2°

101 =2%+1

111 =100 + 010 + 001

Diéu nay cho thay mét sé nhi phan c6 thé d& dang chuyén sang s thap phan:

10000000
01000000
00100000
00010000
00001000
00000100
00000010
00000001

The Dotted Quad:

bia chi IP dugc gan cho mdt interface dugc goi la mdt Dotted Quad. Trong
truong hop mot dia chi Ipv.4, dia chi 1 4 bytes (4 1an 8 bits) phan cach nhau boi

cac dau cham.

1
N N N N N N N N
= N w LS 5 o ~

o

128

= 32
= 16

Decimal

Binary

192.168.1.1

11000000.10101000.00000001.00000001

Dia chi Broadcast, dia chi mang va netmask

Mot dia chi IP bao gém dia chi cua host va dia chi cua mang.
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The Netmask

Netmask dugc dung dé qui dinh s6 bit trong mot dia chi IP duoc dung dé danh

dia chi mang. Netmask hay con goi la subnet mask.

Vi du netmask 16 va 17 bit:

255.255.0.0 16-bit 11111111.11111111.00000000.0

255.255.128.0 17-bit 11111111.11111111.10000000.0

Dia chi broadcast thuong dugce sinh ra boi hé thap phan.
Vi du: v6i 16 — bit netmask, cac IP sau nam trén cling mot mang

00100000 . 10000000 . 00000001 . 00000001

00100000 . 10000000 . 00000000 . 00000011

C6 nghia rang bat ky mot bit nao nam trong hinh chir nhat (hinh v&) (8+8 = 16
bits) s& thay doi dia chi mang va cac host cAn mot gateway dé két ndi ching véi

nhau.

Tuong tu, bat ky bit nao bén ngoai hinh chir nhat (hinh v&) s& thay ddi dia chi

ctia host ma khong 1am thay d6i dia chi mang.
Vi du: véi netmask 24 bit duéi déy, 2 IP sé nam trén 2 mang khdc nhau:

00100000 . 10000000 . 00000001 . 00000001

00100000 . 10000000 . 00000000 . 00000011

Pia chi mang

Mobi mét mang can c6 mot sd hiéu, sd hiéu can thiét trong viéc thiét 1ap bd dan
duong (routing). S6 hiéu ctia mang 1a co s6 nguyén(0-255) phan cach boi dau

cham.
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Dia chi Broadcast

Dia chi broadcast 12 mot mién cac host/interface c6 thé duoc truy cap trén mang
gidng nhau. Vi du mét host c6 dia chi broadcast 1a 10.1.255.255 s& truy cap dén
tit cd cac may nao co IP co dang 10.1.x.x. Pia chi broadcast dién hinh
192.168.1.255.

Cac phép toan logic c6 thé ap dung cho cac dia chi broadcast, netmask, network.

Dé 13y dia chi mang, ta lam dong tic don gian 1a thuc hién phép toan AND giira

dia chi IP va netmask.

Network Address

IP AND  Netmask

Tinh dia chi broadcast bang cach: network address OR ‘not MASK’

Broadcast Address = Network OR not[Netmask]

AND va OR a cac phép toan logic trong mau nhi phan ciia cac dia chi nay
Vi du:
bia chi IP 192.168.3.5 v&i net mask 255.255.255.0. Chang tac c6 thé thuc hién

cac phép toan sau:

Diachimang = IP AND MASK
11000000. 10101000.00000011.00000101 (192.168.3.5)

AND
11111111.11111111.11111111.00000000 (255.255.255.000)
11000000.10101000.00000011.00000000 (192.168.3.0)

Pia chi Broadcast = IP OR NOT-MASK
11000000. 10101000.00000011.00000101 (192.168.3.5)

OR

00000000.00000000.00000000.11111111 (000.000.000.255)
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11000000.10101000.00000011.11111111 (192.168.3.255)

Tt cac vi du trén ta rat ra nhan xét. Mot dia chi IP cung véi netmask da dé xac

dinh cac thong tin vé mang va host do.

Lop mang

Pia chi IP du phong

Dbi voi cac mang riéng biét, cac dia chi IP c6 thé khong bao gior duoc sir dung
lam dia chi IP trén internet. Cac dia chi IP du phong nay thong thuong chi dugc
st dung cho cdc mang LAN.

Bang sau day sé cho thay cac 16p dia chi riéng/ du phong.

Bangl: bia chi du phong

1 Class A 10.X.X.X
16 Class B 172.16.x.x -- 172.31.x.X
255 Class C 192.168.0.x

Lop dia chi IP

Lép A:

8 bit dung dé danh dja chi mang va 24 bit danh dia chi host. Byte dau tién dy
phong cho dia chi mang. Vi vay subnet mask mac dinh s& 1a 255.0.0.0.

Do 255.255.255 and 0.0.0 khong phai 1a dia chi host nén c6 tdi da 2** — 2 =
16777214 host trén mang. SO IP c6 byte ddu tién nam trong mién tir 1 dén 127,
tuong Gmg voi s nhi phan 00000001 -> 01111111, Hai bit du tién cta 16p A c6
thé thiét 1ap bang “00” hoic “01”.
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Lép B: dia chi mang va host 16 bit

16 bit dung dé danh dja chi mang va 16 dung dé danh dia chi host trén
mang.Subnet mask mac dinh 1a 255.255.0.0. Co t6i da 2'°-2 = 65 534 host trén
mot mang thudc 16p B. Byte dau tién c6 pham vi tir 128 dén 191. Tuong tGng voéi
sd nhi phan 1a 10000000->10111111.

Hai bit dau tién cta 16p B ludn thiét lap 1a “10”.

Lép C: dia chi mang va host 24-bit

24 bit dung dé danh dja chi mang va 8 bit dung dé danh dia chi host trén mang.
Subnet mask mic dinh la 255.255.255.0. C6 toi da 2% .2 = 254 host trén mot
mang thudc 16p C. Byte dau tién co6 gia tri tir 192 dén 223. Tuong Gng voi sd nhi
phan 1a 11000000 ->11011111. Nhu vay 2 bit dau tién cua 16p C ludn 1a “11”.

Subnets
Subnet 13 khai niém phan chia mot mang thanh nhiéu mang con bing cach dung
cac bit cua phﬁn dia chi host dé danh dia chi mang.

Vi du netmask 16p A 1a 255.0.0.0 c6 thé duoc dung dé bién bit dau tién cua byte
tht 2 tré thanh bit danh dia chi mang. Két qua chung ta c¢6 9 bit dé danh dia chi

mang va 23 bit danh chi host trén mang.
Netmask c6 dang binary nhu sau :

11111111.10000000.00000000.00000000 or 255.128.0.0

25-bit network
Netmask: 11111111.11111111.11111111.10000000 or 255.255.255.128

Do dia chi mang Network = IP AND Netmask, tir gia tri clia netmask, ta thay la

c6 thé tao duoc 2 mang con.

1. Cac dia chi host nam trong mién 192.168.1.0xxxxxxx thudc vao mang
192.168.1.0 network. S6 hiéu cua mang la 0.
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2. Céc dia chi host nam trong mién 192.168.1.1xxxxxxx thudc vao mang
192.168.1.128 network. Sb hiéu cua mang la 128

Bang?2: Trong cd 2 trwong hop, thay x byte bang 0 hodc 1, ta c6 cdc dia chi dic
biét

Network address Substitute with 1°s Substitute with 0’s
0 Broadcast: 127 Network: O
128 Broadcast: 255 Network: 128

Sb bit & danh dia chi host 1a 7 va trir di 2 gi4 tri ddc biét (tit ca cac bit bang 0

hodc 1), chiing ta ¢6 2’ — 2 = 126 trén mdi mang va co tit ca 252 host.

Néu chiing ta dung subnet mask mic dinh 14 255.255.255.0 thi chung ta c6 254
dia chi host.

Trong vi du trén 192.168.1.127 1a cac dia chi dac biét, do do chi c6 252 dia chi
host dugc sur dung.

26-bit network
Netmask: 11111111.11111111.11111111.11000000 or 255.255.255.192

Tao dugc 4 mang con, dia chi ciia mdi mang duoc xac dinh béng qui tic AND,

dia chi cua cac host dugc xac dinh nhu sau:

1. Pia chi cac host nam trong mién 192.168.1.00xxxxxx thudc vao mang
192.168.1.0 network.

2. Dia chi cac host nam trong mién 192.168.1.01xxxxxx thudc vé mang
192.168.1.64 network.

3. Pia chi cac host nam trong mién 192.168.1.10xxxxxx thudc vé mang
192.168.1.128 network.

154



Quan tr1 Hé théng Linux - Co ban

4. Pia chi cic host nim trong mién 192.168.1.11xxxxxx thudc vé mang
192.168.1.192 network.

Thay thé x bit trén bang 1 ta c6 dia chi ¢ trén ta co cac dia chi broadcast twong
ung:

192.168.1.63, 192.168.1.127, 192.168.1.191, 192.168.1.255

M&i mang con ¢6 2° — 2 = 62 hosts va téng s c6 62 x 4 = 248 host trén mang.

Ho giao thirc TCP/IP

TCP/IP 1a mot b giao thic, dugc st dung trén mang Internet. Goi l1a ho giao
thirc vi TCP/IP chira mét s giao thirc, nhitng giao thirc nay dung dé truyén dir
liéu va chuong trinh qua mang. Hai giao thic chinh trong ho giao thuc TCP/IP 1a

TCP (Transmission Control Protocol) va Ip (Internet Protocol).

Hiéu mot cach don gian, giao thire IP chi xtr 1y cac gbi tin va cac datagrams (goi
tin chtra dia chi dén, kich thudc...) trong khi d6 giao thac TCP xir Iy van dé két
ndi giira 2 may tinh. Cac giao thirc két hop véi nhau dé thyc hién tac vu dic biét

cua minh. Tai li€u nay s¢€ trinh bay céac tdc vu cia TCP/IP.

Hoat dong cua cac giao thirc dién ra & cac ting khac nhau trong tién trinh hoat

dong ctia mang.

Bang 1: M6 hinh 4 tng cia giao thirc TCP/IP

Tan Gng dung (Application) | Muc tmg dung(FTP,SMTP,SNMP)

Tang giao van(Transport) Két ndi cac may(TCP,UDP)

Tang internet(Internet) Routing(Dan duong):IP,ICMP,IGMP,ARP
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