HUONG DAN DIET VIRUS CHO MAY TiNH
Thoi dai cong nghé sb mang dén cho ching ta v6 van nhirng tién ich, nhiing diéu méi
la, nhitg phan cirng, phan mém khac nhau ma d6i khi chinh nhitng ngudi sir dung 1au nam

hay cic chuyén vién cong nghé ciing chua kip nam bt hét nhitng thay doi do.

Chinh tir nhitng thay d6i nhanh chong muén tao ra nhiéu cai méi la hon nén viéc di
kém v&i nhitng thiéu sot, tao nén nhimg 16 hdng trong cac dir liéu phan mém 1a khong thé
tranh khoi. Chting vo tinh gitp cho mot "lyc lwong" phéan tir xdu tim cach xAm nhap trai
phép dé gay hai cho chung ta bat ctr lic nao. Nhitng phan tir nay duoc gidi cong nghé goi
véi cdi tén quen thudc 1a "Hacker" (tin tac), va cong cu dé ho thuc hién viéc xam nhap trai

phép chinh 14 viéc tao ra cic dong virus khac nhau va ngdy mot nguy hiém.

Virus xuét phat tir cac phﬁn mém doc hai, n6 1a mot loai phén mém hé théng do cac
tin tic hay nhitng ngudi ¢ chit it kién thirc vé& 1ap trinh hé thong thich tréu dua ngudi khac
tao ra nham gay hai cho cdc may tinh. Tuy theo cach thirc, muyc dich ma tin tac st dung, cac
loai virus s€ c6 murc do nguy hiém khac nhau, tir viéc chi hién thi cac cira s6 canh béo "gia"

y chang nhu ctia hé diéu hanh mang theo thong diép hu doa t6i viéc tin cong chiém quyén



kiém soat may tinh va lay lan sang cac may tinh khac. Hién nay cé cac loai virus bao gom
worm, trojan, spyware, adware, keyloger, backdoor, rootkit...(& day t6i khong dé cap dén

dinh nghia céc loai virus).

Doi khi nguoi dung ¢6 kinh nghiém thuc sy cling khong thé nhan ra mot may tinh bi
tiém nhiém virus thyc su hay khong vi chung cé thé 4n nau trong cac file thong thuong hoic

nhu cac file chuan.

Vi véy, cach duy nhat dé phong chdng dé dir liéu tranh bi cac phan mém doc hai xam
nhép 1a ban co6 thé dua vao mot trong cac triéu ching sau, déng thoi ban sé dugc hudng dan

mot s6 bude co ban dé ban tam thoi xtr Iy sy ¢b khi laptop dd nhiém virus.
1. Cic triéu chirng thuwong gip khi laptop bi nhiém virus:

a/ Triéu chimg d& gap nhét véi cac ban khi sir dung may tinh néi chung va laptop néi riéng 1a
khi laptop ban d6t nhién khong thé két ndi dugc Internet nhu binh thudng, tham chi ngay ca
khi ban di xir Iy hét virus trong may tinh nhung ban van khong thé két ndi lai dugc. Ban s&
lam gi? Format lai 6 ctng va chiu canh mat mat di mot s6 phan mém ma lau nay van sir

dung trong khi khong tim ra dugc ngudn cai dat lai?

b/ Néu ban van két ndi dugc Internet binh thuong, bdng dung cic pop-up quang cio la tu
dong bat 1én khi ban chua m¢ trinh duyét hoac khi ban mudn vao mot trang web quen thudc

thi lai khong thé vao duogc trang web d6 ma bi chuyén sang mot trang web khac.

¢/ Nguy hiém hon 1a xuat hién luén mot pop-up canh bao "M4y tinh ctia ban d3 bi nhiém
virus" hodc ¢6 hang chuc, hang tram tab bat 1én cung mot lic gay kho chiu hodc tham chi

may tinh ban bi treo ngay tirc khic. D6 chinh 1a lic may tinh ban da bi nhiém virus.

d/ Mot kha niang dé cac hacker Ira ban va chiém quyén diéu khién may tinh cta ban 1a nguy
trang dudi dang mot "phan mém bao mat gia" (phan mém "Fake" Anti-virus) ma ngay chinh
ban ciling chua hé cai dat phﬁn mém d6. Hién tuong ban gap phai chinh 1a mgt canh bao

"g14" bat 1én thong bao rang "May tinh cua ban dang nhiém virus" va yéu cau ban tai ban cép



nhat (update) ctia phan mém "gia" nay vé dé cai dit. Thi pham sir dung phuong thire tin
cong, cai trojan, backdoor dé khai thac thong tin ngudi dung tir viée nguoi dung tai vé phan
mém hodc 1én 1at cai dat "phan mém chdng virus gia mao" 1én trén may ctia ban. Ngoai ra,
ban con s¢€ phai chiu thém mot ton that khac khi dang ky va mét mot khoan tién thanh toan
dé tai cong cu nay vé diét virus cho ban. Va tit nhién qua trinh quét virus véi phdn mém

chong virus gid mao nay s€ dién ra rat nhanh vi thyc sy n6 chang lam bat ctr diéu gi.

Néu ban 13 ngudi khong ranh rot vé may tinh thi kha ning trén 90% s& dong ¥ tai vé, va luc
nay ban da trg thanh mot "miéng moi ngon" cho nhiing tin tic 1y dwoc nhing thong tin ca

nhan quan trong, gay nguy hiém cho chinh ban va nhirng nguoi thin xung quanh.
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Cdc triéu chitng mdt két noi Internet, Popup qudng cdo va phan mém diét virus "gid mao’
e/ Cac truong hop khac ma cac ban c6 thé nhan biét bang mét "thudong":
* Céc triéu chung lién quan dén hé diéu hanh:

- Khong thé dang nhap vao hé diéu hanh, ban vira g0 password Windows xong thi lai bi
thodt trd ra man hinh dang nhép. (login/ logout) hodc laptop khong thé nap dugc hé didu
hanh khi ban khoi dong.

- Céac trang quang cdo hoac cac anh khong mong mudn dugc hi€n thi mot cach bat ngo du

ban khong duyét web. (c6 kha ning mdy tinh ban bi nhiém Adware).

- Khi vira dang nhap vao Windows thi xudt hién cac doan nhac hodc 4m thanh kém theo

nhitng hinh dnh dong c6 dudi .gif dugc bat mot cach ngau nhién ma ban khong thé tat duoc.

- Néu may tinh ban c6 bat tuwong lira (Firewall) thi ban s€ 1ién tuc nhan dugc cac thong béo
canh bao réng c6 mot sd tién trinh nao do6 da c6 géng thuc hién két ndi Internet dén mét dia
chi server ngoai mang rat "la" mac du ban khong biét tién trinh d6 1a tién trinh gi va ban

cling khong chu dong khoi chay no.



- Cac thu muc (folder) trong céac 6 dia cting t dong thay doi biéu twong (icon) khac thuong.
O cimg gin ngoai hoic thanh nhd USB gén ngoai ciing bi thay dbi biéu twong. Cac file la tur
dong sinh ra khi ban m& 6 dia USB.

- Hang loat cac tap tin (file) xuat hién voi cac tén tap tin rat "ky quai" giéng nhu mot chudi
cac ky tu chit hoa, chir thudng va sé xen 1dn nhau khong tht ty va khi chung ta doc 1én ciing
khong c6 nghia. Dung luong (size) cua ching ciing ddng nhat v6i nhau tir 1KB dén mot vai

KB.
- Xuat hién cdc file c6 phan mé rong .exe co tén trung voi tén cac thu muyc.
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- Windows lién tuc canh bao 13i thiéu file hodc khong tim thay file khi khoi chay cac ing
dung.

- Truy xudt tap tin, m& cac chuong trinh ing dung cham. Duyét web cham, ndi dung cac

trang web hién thi trén trinh duy¢t cham.

- Céc file va thu muc bi x6a hoac bi thay ddi noi dung.



- Cac thu muc va tap tin trong 6 dia ctia ban bi "bién mat" mot cach bat thuong ma ban
khong con théy dugc. Diéu nay la do mot s6 loai virus 1am an di tat ca cac thu muc, tap tin
géc cua Windows, sau do thay thé bé“mg céac thu muc, tap tin do chinh no tao ra, khi nguoi
dung click vao cac thu muyc, tép tin nay thi vo tinh kich hoat virus "chay" va phat tan su lay

nhiém sang cac 6 dia khac trong hé thong.
- Khong thé truy cap 6 dia cirg nhu thuong 1¢.
* Mot s6 triéu chung lién quan théng tin ca nhan:

- Nguoi than ctia ban lién tuc nhan dugc email tir hp mail ctia ban ma chinh ban khong hé

gui cac email do.
- Lién tuc m& hang chyc cira s6 chat khi chay tng dung Yahoo! Messenger.

- Kiém tra hop thu InBox, ban thiy c6 rat nhidu cac thong bao email giri dén nhung khong
c6 dia chi (address) hodc tiéu dé (title) cua nguoi gui, trong d6 ndi dung ciia mail c¢6 chira
cac ky tu va link la va huéng dan ban bAm vao dé truy cap. (Tuy vdy, ban ciing nén xdc nhan
lai vi cé mét s6 truong hop khéng phai bi gdy ra boi virus. Cho vi du, cdc théng bdo bj tiém

nhiém gia su dén tir dia chi cia ban ¢6 thé lai dwoc gui tir mot may tinh khac).
2. Cac phwong phap xit ly virus co ban khi bi nhiém virus:
a/ Xt 1y virus khi bi mat két néi Internet:

Céch 1: Bo d4u kiém tai muc proxy trong Internet Explorer. Mot s6 loai virus s& tro cac két
ndi tur may tinh truc tiép dén server cua chung, va ban nén thyc hién budc nay trude khi quét
ma ddc trén toan by may tinh. M¢ Internet Explorer va chonTools -> Internet Options ->

Connection Settings -> LAN Settings -> Bé dAu kiém tai lya chon Proxy server -> OK.

Céch 2: Reset lai toan bo cac thiét 1ap cua trinh duyét, & day la Internet Explorer. Ban lam

theo cac budc sau:



- Tét tat ca cac chuwong trinh, ngoai trir Internet Explorer.
- Nhan t6 hop phim WinKey + R, va g inetcpl.cpl.

- Tai thé Advanced Tab, & phia dudi 1a lya chon Reset Internet Explorer Settings, nhanReset

-> OK, sau d6 khoi dong lai Internet Explorer.

Céch 3: Chinh lai file hosts nhu ban dau. Thuc chat, file nay chtra tit ca cic mapping — goi
don gian 1a "ban dd" - cia cac website cho toi dia chi IP trén Internet, va Windows st dung
file nay dé tro trinh duyét t6i diing dia chi website d6 trén Internet. Ciing theo cach thirc nhur
vay, virus d3 len 16i va thay d6i ndi dung cua file ndy, qua d6 ngudi sir dung s& két ndi thang
dén nhiing dia chi ddc hai da dugc chuén bi sn. C4c ban hay chinh stra lai file hosts theo

cach sau:

- Nhin Windows + R va g5%systemroot%\System32\drivers\etc vao 6 Run.
- Doi tén file hosts thanh hosts.bak.

- Tao méi mot file text bang Notepad v6i ndi dung nhu sau:

# Copyright (c) 1993-2009 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.

# The IP address and the host name should be separated by at least one





